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Setting the benchmark and driving best practice across AML/ CFT.

It’s been a tough few weeks with lock-down still creating uncertainty. We 

continue to be pushed out of our comfort zones as we need to find new 

and creative ways to engage our teams, support friends and family and 

ensure the survival of our SMEs. We recognise that many people have 

been negatively affected, mainly families and small business owners. We 

at ATTIC and the TIC Company trust you are doing well and if not – don’t 

hesitate to reach out to someone for a chat even if all you need is a 

friendly ear or take advantage of the many groups and services available.

With global revelations about the Pandora Papers and their connection 

with the leaked files across 200 countries, it is crucial to realise that 

transparency isn’t just a mainstream issue. It’s a cause to fight for as 

well as a way of life. Even sex trafficking, smuggling children, money 

laundering and other widespread injustices can be viewed rather 

differently when presented to the public in this regard because people 

have the opportunity to choose how they contribute to these problems 

that surround all of us on a daily basis.

There will be trying times, however, what matters most in this context 

is how these issues are handled by organisations. Controlling access 

to financial services is crucial to both survival and recovery in order not 

only to protect general consumer interests but also our planet’s wildlife 

supply too!

As an organisation that aims to be as transparent as possible we 

promote open dialogue. We invite   you   to share your thoughts with us on 

what needs to change with respect   to responsibly managing financial 

transactions from both a consumer and business perspective.

mailto:alice%40ticc.nz?subject=Connect
https://www.linkedin.com/in/alicetregunna/
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Ian Mitchell recently talked with ATTIC about his experience founding The Knoble, 

being a non-profit organization whose mission is to protect the vulnerable, including 

victims of human trafficking, child exploitation, scams, and elder abuse.

GLOBAL NON-PROFIT  
FIGHTING HUMAN CRIME.

THE KNOBLE | IAN MITCHELL

Tell us a bit about your background, describe your current role 

and responsibilities. 

I am a 20-year financial crime fraud professional. I have led fraud 

management at several organizations and managed it across (I think) 

about 30 countries. Out of college, I didn’t intend to get into financial 

services or financial crimes for that matter. I was actually planning to 

have a career in broadcast television, having interned at ABC News 

during college. After graduating from college, I went to work for an 

Internet company in order to earn some stock before planning to relocate 

to Los Angeles. I ended up discovering some e-commerce fraud that 

led me to help design and deploy one of the first home-grown fraud 

detection systems for a relatively large Internet company. Which then 

led me down the path of fighting fraud, as I found it very rewarding and 

engaging. There were not many e-commerce fraud specialists at the 

time, and I found myself quickly moving over to financial services and 

helping them manage fraud related to e-commerce. I spent some time 

in credit risk, before moving over permanently to fight fraud. In several 

of my roles, I would find myself traveling the world helping local bank 

teams find all kinds of unique and locally specific fraud threats. I grew-up 

overseas, and I still enjoyed international travel, especially when I was 

able to spend time back in Asia. My last stop in banking was at a regional 

bank, after which I was ready to leave financial services completely. I’d 

like to describe it as, “wearing all the tread off my tires”. I’ve been writing 

and recording music for the better part of 20 years also, and I wanted 

to spend more time expressing myself through that. After leaving the 

financial services industry entirely, I found myself having a cup of coffee 

with someone who used to work for the United Nations, discussing 

the issue of human trafficking. During the conversation, he mentioned 

that financial services needed to do more to detect criminal rings and 

protect victims. Over the next three weeks, I found myself compelled 

to get back into the fight. But this time, doing it with purpose, not just 

balancing customer experience and fraud losses… But truly going after 

the underpinning evils and inspiring those around me to do the same. It 

was in 2019 that I established the nonprofit, The Knoble. This was shortly 

after I joined PWC, as a partner in their anti-fraud practice. Just recently, 

I left PwC to spend more time directly focused on the mission of The 

Knoble. To wake up, equip, and engage professionals in financial services, 

law enforcement, and financial crimes to combat human crime and 

protect vulnerable populations. I firmly believe that the financial crimes 

departments in financial services communities have the best people, 

https://www.theknoble.com/
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training, data, and technologies to win the fight over these evils. And the 

hope of many is that we start working together more effectively and bring 

much-needed innovation to fight human crime. We do so many amazing 

things to fight cyber, fraud, and money laundering threats. It would truly 

be remarkable if we could start to deploy more of these controls and 

infrastructure to protect the vulnerable.

What is the most rewarding part of your role?

I get to wake up every day with the sole goal of being an encourager and 

inspiring people smarter and more equipped and talented than I am.  I 

spent 20 years fighting financial crime without a true appreciation or 

understanding of the evil behind what I was working on. But now I get 

to spend the next 20 years awakened and fighting in a more complete 

way, alongside others that are doing the same.  I have a lot of amazing 

interactions with law enforcement and leaders across the industry. But 

the highlight of my day, week, and month are when I get to interact with 

somebody, at any level, who shares with me that The Knoble Network 

has brought purpose, meaning to their life, or reawakened a passion that 

they have forgotten about. I recently onboarded six new volunteers, and 

at the end of the session, they each shared with me why they wanted 

to get involved and why this mission meant something to each of them 

personally. Everyone had a different story; everyone was meaningful. 

When I think of a worthy job, to spend 40 to 60 hours a week on, I can’t 

think of something more rewarding.

What is your opinion on predicate offence? And what impact, in 

your opinion, has and does this have on society? 

Let me answer this from an angle that maybe some of your readers don’t 

approach this. As mentioned, I am a fraud professional. I have worked 

with my AML counterparts for many decades. However, most of the time, 

I’ve operated under separate processes, technologies, and programs, 

even if we fell underneath the same organizational hierarchy. I think 

what cannot be lost when we talk about financial crimes and predicate 

offenses, is that many of these are interconnected. I’ve had some 

extremely meaningful interactions with members of law-enforcement 

that have indicated to me cases that they have worked have been more 

than just theoretically connected. Scam and fraud cases have funneled 

illicit monies through mutual accounts to end destinations where 

criminal rings were operating human and drug trafficking businesses. 

Discussions about cases like these have left an imprint on how I operate 
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Tips to share

Work in a job where you find purpose. For those in financial services and especially financial crime, 

please understand that you have the opportunity in your job to live at the center of your purpose. You 

have the opportunity not only to have a successful career but to truly impact the lives of people around 

the world.

Innovate. Our world needs innovators. Have the courage to think about and do things differently; 

follow examples of other innovators and other sectors. Elon Musk and his team are rethinking the 

very form factor and contents of a battery, that is also going to have a more sustainable and better 

human impact on the world. Financial crimes are not much different. We cannot rely on decades-

old technology and processes to manage in a world with faster payments, cryptocurrency, machine 

learning, and data breaches. Let’s not be afraid to build a better battery.

Work together, and I don’t mean this just across banks. Work together with law-enforcement. 

Leverage networks, associations, data, and technology to work together proactively. FinCEN opened 

the door for us to leverage constructs that are already in place, to share data proactively. Not just one-

off during investigations, but that scale. This is being done daily, hourly, every second fighting fraud. 

Work together, with your law-enforcement counterparts. Proactive relationships with law-enforcement 

not only save lives, reduce reputational risks for organizations, but also deliver valuable intelligence 

back to your organization. Get involved, together.

each day and communicate externally. I only wish there was more 

visibility into this interconnectedness. If we truly understood how all 

of these financial crimes were connected, I think we would be able to 

more intelligently speak to the type of institutional and systemic change 

we need to make to protect people. If we understood that behind every 

transaction, is a human being. Behind every scam, is someone’s loved 

one, someone’s hopes, dreams, and maybe even freedom. I hope that 

through our network and working with the amazing people in the private 

industry and law enforcement, we could maybe get more visibility into 

these predicate and related crimes.

Where do you see the biggest offences?

Something that the industry has their eye on is the rapid increase of 

scam-related fraud. As mentioned, the scams are also used to finance 

other human crimes. Fraudsters/criminals are attacking the weakest 

link in the financial chain, going after our customers. As banks have 

invested heavily in fortifying their defenses over the past several 

decades, fraudsters are moving right to the customers. We are seeing 

a global increase in scams, that are targeting victims of all ages and 

demographics. We are all finding ourselves vulnerable to increasingly 

sophisticated attacks, however more vulnerable populations are 

increasingly at risk. The traditional defenses we have deployed are not as 

effective, as customers are unknowingly taking part in this activity and 

authorizing the transactions. Much of this willing participation is built 

upon deception, preying on need, urgency, and trust. I’d argue one of the 

most significant financial crime problems we are facing globally is the 

proliferation of scams and underpinning this is the immaturity of financial 

services programs to measure, detect and treat these events. 

The good news is that this is receiving considerable attention and I 

expect to see quick maturation due to the strength of professionals, data, 

and control we have available to us. We just need to work together on 

this particular challenge to accelerate our customer and bank protection. 

“I spent 20 years fighting financial 

crime without a true appreciation 

or understanding of the evil behind 

what I was working on. But now I get 

to spend the next 20 years awakened 

and fighting in a more complete way, 

alongside others that are doing the 

same .”
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Ian is the founder of the Knoble and most recently served as a Principal (Partner) leading PwC’s 

Financial Crimes Unit (FCU) Fraud Management Practice. He has been fighting fraud and financial 

crime for over 20 years across over 30 countries, in leadership positions in the financial services 

industry. Ian’s breadth of fraud experience covers consumer and commercial banking products and 

channels, merchant fraud, and several insurance products. Ian has also held fraud management 

leadership positions at Ally, USAA, and GE.

In 2019, Ian founded The Knoble non-profit, with the mission to unite the financial crimes industry to 

protect vulnerable populations.

Protecting the 
vulnerable
Ian Mitchell: Founder & Board Chair

Get to know you 
What is your proudest achievement so far?

I’m a father of three. And I’m deeply proud of my children. I wasn’t the best father early in my family 

life, but I’ve become a new creation as I have explored and lived out my purpose. I think my proudest 

achievement is that after I gave up, I had the courage and the will to try to be a part of a solution. I 

think it’s made me a better person, father, husband, and friend. 

I am also a singer and song writer, having done this for 20 years. You can check out one of my songs 

encouraging financial crimes fighters not to give up in these challenging times.

Do you have an interesting example or case study to share  

(keeping things suitably vague for privacy etc)?

I love this question, I have quite a few I could share. But let me share one that makes the point I 

was trying to make earlier. A case was shared with me that I think exemplifies the challenges of 

today, the need to redesign our infrastructure, and work together. This case involves business email 

compromises, scams, and fraud. These events were linked to increased stimulus activity, and as the 

scams and fraud were being committed, those funds were being placed into financial institutions 

across the United States. Those funds, initially smaller in dollar, get aggregated down to a handful 

of banks through multiple hops, leveraging mule accounts. Those mule accounts then continue 

to consolidate to just a few financial institutions.  Following that last integration, the monies were 

moved to an external country, to a criminal ring that was involved in human and drug trafficking. Mule 

accounts present a unique problem to institutions, as they often appear to be legitimate, and pose 

a limited apparent financial risk to a bank. Scams are equally difficult, as the legitimate customer 

authorizes the fraudulent transaction. 

Boilerplate
Founded in 2019, we are a non-profit 

network of experts with a passion for 

fighting human crime, including prevention 

of human trafficking, elder abuse, scams, 

and child exploitation. Led by subject 

matter experts in fraud, financial crime, 

financial services, data, and technology, 

and other professions.

The Knoble’s cross-industry initiatives in 

the public, private and charitable sectors 

create an ongoing, system-wide effort to 

detect and prevent human crime and bring 

about systemic change. 

For more information,  

visit TheKnoble.com

mailto:corey%40theknoble.com?subject=ATTIC%20article
https://www.youtube.com/watch?v=-jt8QqCwjhY
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WHY I’M A FAN OF 
ELECTRONIC IDENTITY 
VERIFICATION AND YOU 
SHOULD BE TOO

REALME® | BYLINE: SAM MACGEORGE CEO VIGILANCE AML

Self-described digital crime fighter, Sam MacGeorge, 
is an electronic identity verification superfan. The 
Auckland-based tech entrepreneur and CEO of 
VigilanceAML explains why you should be too.

You don’t need me to tell you the anti-money laundering legislation is 

complex or that complying with the law – while absolutely necessary – 

eats up time that’s better used to do business and make money.

This is where an electronic identity verification service like the 

government’s RealMe® verified identity service comes in.

It speeds up the client onboarding process, while ensuring your firm 

meets the legal requirement to prove your clients are who they say they 

are even when you can’t meet them face-to-face.

How RealMe® works
How does it do this exactly? 

Well, it’s easy if you use an Anti-Money Laundering/Countering Financing 

of Terrorism (AML/CFT) software platform like VigilanceAML.

VigilanceAML is a cloud-based AML/CFT compliance platform that 

streamlines the workflow for lawyers, accountants, real estate agents 

and other reporting entities.

Launched in 2018, VigilanceAML now offers users the option to onboard 

clients with the government’s RealMe® verified identity service.

It’s taken 12 months to integrate RealMe® into our platform. Technically 

it was straightforward, but privacy-by-design is not. The good news is we 

have done the heavy lifting, so VigilanceAML users can enjoy the privacy 

and security benefits of RealMe® within our platform.

First, a client (ie, your client) applies for a RealMe verified identity (an 

entirely online process that takes a few minutes).

Once that’s done, your client is ready to logon to our platform and prove 

to you they are who they are using a compliant and credible tool. 

It’s compliant and credible because RealMe® is a gold standard 

verification service accepted by the AML/CFT supervising agencies (the 

Reserve Bank of New Zealand, the Department of Internal Affairs and the 

Financial Markets Authority).

https://www.realme.govt.nz/how-apply/
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Sam MacGeorge is an Auckland-based tech entrepreneur and CEO and founder of VigilanceAML, a 

cloud-based AML/CFT compliance platform that streamlines AML compliance workflow for lawyers, 

accountants, real estate businesses and others.

Tech Entrepreneur
Sam MacGeorge: CEO VigilanceAML

A big step forward
Why is this a breakthrough?

In my mind it’s a big step forward. It addresses the elephant in the room 

where the AML/CFT law demands we use a robust method to prove a 

client is who they are even when we onboard them in a non-face-to-face 

way.

But what is ‘robust’ according to the law?

According to a July 2021 guideline, published by the AML/CFT 

supervising agencies, remotely verifying someone’s identity is called 

‘electronic identity verification’ or EIV.

To pass the legal EIV standard, you must:

> confirm someone’s identity using an electronic source

>  match the person you are dealing with remotely to the identity they’re 

claiming.

It sounds straightforward. But you have to do it right or you risk breaking 

the law.

An electronic source, according to the AML/CFT supervising agencies, is 

“the underlying database where authenticated core identity information is 

held, and against which the individual’s identity is verified.”

So, in most cases, we’re talking about information maintained by a 

government agency. 

An electronic source, according to the AML/CFT supervising agencies, is 

not an uploaded image of someone’s identity documents. Nor is it a selfie 

or video of the person using video conferencing technology.

We all know these workarounds are going on. But we now know they just 

don’t cut it.

Verifying with a high level of confidence

According to the AML/CFT supervising agencies, a single independent 

electronic source may be used to verify an individual’s identity if it can 

verify an individual’s identity with a high level of confidence.

They also say any single independent electronic source must also 

incorporate biometric information to meet this standard. RealMe® is the 

only electronic verified identity service that does this and so meets this 

stringent requirement. 

That’s why, to me, using the government’s gold standard RealMe® 

verified identity service to onboard New Zealand clients remotely is the 

best solution. 

It’s simple, but it’s also an important measure to help keep Aotearoa Inc 

safer as a nation.

https://www.linkedin.com/in/sammacgeorge/
http://www.vigilanceaml.co.nz/
https://www.fma.govt.nz/compliance/guidance-library/explanatory-note-electronic-identity-verification-guideline-july-2021/
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Every day I meet people who’ve heard about RealMe®, but don’t 
know enough about its benefits. The fact is, it’s the easiest and 
most secure way to prove your identity online. I’d encourage you 
to encourage your clients to apply for a RealMe verified identity 
sooner rather than later. So much of our lives are carried out 
online. It’s vital we can all prove who we are safely and securely, 
while protecting our personal data at the same time. Need to 
know more? 
Here’s a few key facts about RealMe®.

9 things you should 
know about RealMe

REALME® | JOHN KEENE

https://www.realme.govt.nz/how-apply/
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Wellington-based John Keene has clocked up more than eight years as business development 

manager of RealMe® for the Department of Internal Affairs. Prior to joining RealMe®, John spent 

more than 20 years supporting businesses make decisions using data and analytics. If you’re an AML/

CFT intermediary/service provider interested in using RealMe®, please contact John at: Business@

RealMe.govt.nz 

RealMe® Expert
John Keene: RealMe®

1. 2. 3. 4.
In 2013, RealMe® 

was launched by the 

Department of Internal 

Affairs to help Kiwis access 

online government services 

with one username and 

password and securely 

prove who they are online. 

(It’s one of the ways the 

Department ensures people 

can easily access the 

services and information 

they need).

As a service, it continuously 

changes and improves to 

meet the demands of New 

Zealand’s ever-changing 

identity landscape

Recently, the RealMe® 

verified identity service was 

accepted by the AML/CFT 

supervising agencies as a 

robust identity verification 

tool that meets the 

requirements of the AML/

CFT law.

It takes just minutes for someone to apply for a RealMe® 

verified online identity. (In the past, applicants had to go to 

a New Zealand Post or AA store to complete the process. 

That changed in 2019 with the advancement of biometric 

technology. Now the entire RealMe® application process 

can be completed online using liveness and biometric 

technology).

5.
RealMe® can help reduce risk by removing the need for 

you to store and protect sensitive personal information and 

client records such as passports or driver’s licenses.

6.
The service was designed to protect people’s privacy and 

is the only digital identity service that allows Kiwis to prove 

their identity online knowing their information won’t be 

shared beyond the intended recipient without consent and 

will only be used for the purpose it was intended.

7. 8. 9.
RealMe® stores no personal data. It is an identity broker. RealMe® doesn’t 

rely on a central data repository. Instead, it draws on existing information 

stored by an authoritative source and pulls that information from the source 

in real time with the individual’s consent.

Today, more than 900,000 Kiwis use 

RealMe® to securely prove who they are 

online.

The number of businesses 

and organisations 

integrating RealMe® into 

their online service or 

website to help customers 

login and prove who they 

are online is growing every 

day – VigilanceAML is the 

latest example.Find out more about RealMe® at: www.realme.govt.nz

https://www.linkedin.com/in/john-keene-4829428/
mailto:Business%40RealMe.govt.nz?subject=ATTIC%20article%20contact
mailto:Business%40RealMe.govt.nz?subject=ATTIC%20article%20contact
http://www.realme.govt.nz
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PATHWAY TO AML | RAY WHITE DAMERELL GROUP LTD 

Ray White Damerell Group, in 
business for over 20-years with 
offices across Auckland. 

ATTIC recently caught up with Robert Green, Contracts & Compliance Manager Ray White Damerell 

Group, in order to get an idea of what impact AML/ CFT has had on the Ray White team and their clients. 

Here, Robert shares their journey through the changes and a few challenges the real estate agency has 

faced along the way.

What have you seen as the biggest challenges in Real Estate 

with AML?

Public perception of the requirements and understanding why, as real 

estate agents, we are asking for sometimes personal details of their lives. 

Kiwis love Trusts, and sometimes these are hard to unravel.

What have you found to be the most frustrating/irritating 

about the rules/processes, i.e. what could be done better in 

your view?

Most new laws and requirements that are Government-led have 

difficulties. A lot of the framework that was implemented, I believe, 

was based on an overseas structure or belief. The framework has 

to be evolved to find the best implementation for New Zealand. In 

the early days the amount of required information and paperwork 

was astronomical, especially if you tried to effectively meet the new 

requirements.

How did Damerell Group approach those?

From day one we realised that this would require specialist and ongoing 

organic support meet the requirements of the new Act. We wanted to 

set up our own policies correctly, not only from a risk perspective but to 

manage our procedures and internal check systems. This would take the 

pressure off personnel as well as agents, allowing the latter to focus on 

what they do best – sell real estate.

What has been the biggest impact on the business for a. Real 

Estate Agents, b. the team?

Learning how to have those conversations at the start of our working 

relationship with clients. Being clear on what is required from clients 

before we start any form of real estate work is really important.         

In your opinion what risks are there with AML and real estate?

As AML is a risk-based assessment it is how you determine whether to 

go forward with your real estate relationship or not. Non-disclosure by 

clients and/or failing to complete due diligence can be a risk. This is why 

Damerell Group mitigate those risks by getting an outside third party 

to not only carry out our AML requirements, but constantly update our 

needs and review our polices and internal procedures.

No doubt Damerell Group have had long-established clients, 

what impact if any has AML had on them? 

Our many long-time well-established clients understand what we 

are asking of them – we are proud of the core level of trust and 

understanding our sales team have with these clients and this certainly 

helps.
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Do you see compliance as a cost of doing business, or has 

become one? How have those been monitored?

There is always a cost associated with any new requirements, and this 

is significant in this case. TIC Co constantly reviews our cost level and 

reports back to see how we are tracking. In the end, it is a user-pays 

system and the cost has to be reluctantly passed onto the client.

When taking steps to implement AML, what resources have 

you found helpful? Has specialist advice been sought? And, 

have you implemented your own Customer Due Diligence 

process or sought outside help with this?

As mentioned, right from day one we asked TIC Co to be our provider 

in all respects of our AML requirements, from due diligence, training, 

reporting, policy updates and notification of any legal change 

requirements from the DIA.

Best thing ever AML!

Ray White Damerell Group company profile

Ray White Damerell Group have been in the real estate business for over 

20 years and are one of Auckland’s top-selling agencies. We have a wide 

reach - with offices in Ponsonby, Grey Lynn, Mt Albert, Takapuna and 

Birkenhead - and a growing team of over 120 sales and support staff. 

Damerell Group has over 400 years’ combined experience in Auckland 

property sales, making us local experts but backed by the highly 

successful international Ray White brand.

Robert is married with two adult children and lives in South Auckland.  He has been in the industry 

for approximately 12 years - as a sales agent and then branch manager – and is currently working on 

finishing his agent’s license. As part of Ray White Damerell Group’s Contract and Compliance team, 

Robert has been involved with AML since the legislation came in.

Compliance Expert
Robert Green: Contracts & Compliance Manager

https://rwponsonby.co.nz/about-us/ 
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BUYER BEWARE 
THE COMPLIANCE COMPANY | JEANETTE KREFT: MD

We have a regulatory regime that is sufficiently mature for reporting 

entities to fully appreciate the regulatory burden of having to comply.  

We have Sector Supervisors who are becoming less patient with 

non-compliance and more likely to take enforcement action where non-

compliance is identified. We have a labour shortage when it comes to 

employees with compliance experience meaning that these employees 

are difficult to find and retain once found. We also have customers who 

are demanding a better customer experience and are less willing to 

deal with businesses that have cumbersome onboarding and account 

maintenance processes. 

There is a much-needed place in the market for external providers to 

assist reporting entities in complying with their regulatory obligations.  

There is, however, a worrying trend that is emerging. It’s the “I’ll pay 

and make the problem go away” approach to compliance without fully 

understanding whether in fact the product or service that is being offered 

will result in the reporting entity complying with its obligations. Now I 

hate to be the bearer of bad news but unfortunately, you can’t contract 

out of your regulatory obligations meaning that you are liable irrespective 

of a contractual arrangement in place with an external provider.

Set out below are some important things that you should consider when 

engaging an external provider to assist you with the satisfaction of some 

or all your regulatory obligations. Some of these suggestions relate to 

your obligations as a reporting entity, others relate to good business 

practice.

>  Understand your obligations

It’s crucial that you understand the regulatory obligations that you 

are required to comply with. Without a robust understanding of these 

regulatory obligations, you won’t be able to understand what obligations 

the external provider is and is not assisting you in satisfying and whether 

the external provider is in fact satisfying those obligations. 

>  Know who you are dealing with

Undertake due diligence on the external provider and document the due 

diligence undertaken. Set out below are some of the matters that could 

be considered when undertaking due diligence on an external provider, 

the exact matters that should be considered will depend on the product 

or service that the external provider is offering:

>   Personnel

 Does the external provider have the requisite capacity and internal 

knowledge and expertise to offer the product or service?  

We are seeing an increasing number of reporting entities 
engaging external providers to assist them with the 
satisfaction of their regulatory obligations, and why wouldn’t 
they? The conditions are perfect. 
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Now I hate to be the bearer of bad news but unfortunately, you can’t contract 

out of your regulatory obligations meaning that you are liable irrespective of a 

contractual arrangement in place with an external provider.   

>  Support

 What initial and ongoing support does the external provider offer?  

>  Privacy and Data

 How will information be stored and handled?  

>  Cyber Security

 What cyber security measures are in place to detect cyber threats and 

manage and mitigate cyber risks?

>  Business Continuity

 How will the external provider deal with a business disruption 

event that affects the products or services that they provide and 

what measures do they have in place to restore business as usual 

functions? 

>  Insurance

 What insurance does the external provider maintain and what is the 

level of cover?

>  Fees and charges

 What are the fees and charges for the product or services?  What 

additional fees and charges may be payable?

>  Notification

 How are breaches, failures or issues identified and how are these 

notified and within what timeframes?

>  Subcontract

 Can the external provider contract out some or all the services and if 

they can, are they required to notify you or obtain your consent? 

>  Termination

 How can either party terminate the contractual arrangement? 

> Cross your “t’s” and dot your “i’s”

Ensure that there is a contractual agreement between yourself and the 

external provider which governs the relationship and clearly sets out the 

products and services to be provided, as well as the service levels that 

the external provider is expected to achieve and maintain.  

> Understand who does what

Understand what regulatory obligations the external provider is helping 

you to satisfy and what regulatory obligations they are not helping 

you to satisfy. Most external providers in the market offer customer 

due diligence services. Customer due diligence is only one part of your 

obligations. There are others that are equally important.

>  Reality should align with your Risk Assessment and AML/CFT 

Compliance Programme

Make sure that your Risk Assessment and AML/CFT Compliance 

Programme contemplates the engagement of an external provider to 

assist with the satisfaction of your regulatory obligations and that any 
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procedures or controls that will be followed by the external provider or 

you are incorporated into your AML/CFT Compliance Programme.  

> Don’t be left behind

Ensure that you are in contact with your external provider following a 

regulatory change or the issue of new guidance to understand how their 

products or services are affected and what changes if any, will be made 

to give effect to the regulatory change or guidance. Where there is a 

change, check to see if your AML/CFT Programme needs to be updated. 

> If it isn’t written down, it didn’t happen

Make sure that the external provider gives you have access to all 

documents, information, and records. Remember if you don’t have 

evidence of something having taken place, it didn’t happen. 

Jeanette Kreft is the Managing Director of The Compliance Company. The Compliance Company is a 

boutique consultancy firm that provides compliance and AML/CFT services to businesses operating 

in the financial services industry. Prior to establishing The Compliance Company in 2015, Jeanette 

worked at two leading law firms in New Zealand, and a leading law firm in Japan.

Consultancy Expert
Jeanette Kreft: MD - The Compliance Company 

Customer due diligence is only one part of your regulatory obligations.

> Are they doing what they said they would do?

Update your Compliance Assurance Programme to include monitoring of 

the performance of the external provider. This includes whether they are 

delivering the products or service in accordance with your contractual 

agreement and whether the product or service satisfies your regulatory 

obligations. 

mailto:jeanette%40thecompliancecompany.co.nz?subject=ATTIC%20article
https://www.thecompliancecompany.co.nz/
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STRATEGI | FMA REPORT SOBER READ

In September 2021, the Financial Markets Authority (FMA) released their 

latest AML/CFT Monitoring Report which outlines findings from the last 

three years of regulatory review.

New Zealand’s AML/CFT regime has now been around for eight years, 

and you will no doubt have noticed through recent media reports that the 

AML/CFT regulators focus has been ramping up with more enforcement 

actions taking place.

James Greig, the FMA’s Director of Supervision, made a point in this 

report to say, “Businesses have had plenty of time to comply with the 

regulations. Accordingly, we have now less tolerance for companies not 

meeting their obligations”. He goes on to say that the FMA will continue 

to apply a risk-based approach to monitoring reporting entities and 

that they intend to perform desk-based and onsite reviews for longer 

durations. This will include more in-depth assessments of customer 

onboarding, account, and transaction monitoring, and reporting of 

suspicious activity to the Financial Intelligence Unit (FIU).

The report identifies several areas of continual non-compliance and 

anyone who has anything to do with AML/CFT compliance should not be 

surprised. With a list of areas that have been repeatedly discussed one 

suspects their patience is running thin!

Let’s look at the main area identified as non-compliant a little deeper.

Core documents: risk assessment and AML/CFT programme

This has been an issue since day one of the AML/CFT laws being 

introduced. It comes back to the simple fact that a significant percentage 

of risk assessment and compliance programme documents are not 

business specific.

Many are template based, which is fine, but not tailoring them sufficiently 

to describe the specific risks to the business and how these risks are 

mitigated is what is currently frustrating the AML/CFT supervisors.

If we can provide any practical advice, it would be to ensure that whoever 

is responsible for maintaining these documents reads all the guidance 

New FMA report findings make 
for sober reading
OCT 2021

and reference material (including regular updates) available from the 

supervisors. This will help ensure minimum standards are met.

We also recommend you keep up to date with information from other 

contributing parties like the NZ Police and the FIU. Information from 

these organisations will help you to:

>  Update your knowledge of the latest money laundering and terrorist 

financing techniques used by criminals.

> Create a ‘real world’ feel to your documents and processes.

>  Enable you to test your updated documents against the current risks 

identified and make amendments as needed.

Remember our team are here to help. Whether it’s a quick review of your 

existing templates or more detailed help to tailor them to your specific 

business don’t leave it to chance.

Republished with permission

For more information on Strategi Group:

Phone: +64 9 414 1300

Email: info@strategi.co.nz

https://strategi.co.nz/
https://strategi.co.nz/contact
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HAVING A CONSCIENCE | CORAL ERKKILA

Having a conscience | With no 
top-down Compliance Culture

With my children leaving the nest it was time to head out on my 

adventure. I had been working in the Trustee industry for several years 

and was a qualified financial advisor under the FMA. 

I decided to travel to the Pacific because of the Trustee Industry with 

six trustee companies based there. And with an interest to change my 

lifestyle and ‘going troppo’ was an ideal choice. 

For the first year, I worked for one of the trust companies, however, in 

my second year I secured a job as the Compliance & Risk Manager for a 

private bank where I remained for approximately 6 years.

Two weeks into my role someone senior in the organisation asked me my 

thoughts on an AML compliance matter. I considered the question posed 

and gave my reply to which the response was “I didn’t realise we’d hired 

a Compliance Manager with a conscience” It was then that I realised that 

this would be the most challenging role of my career.

For the first few years, there was very little, if any support from the 

top-down as far as Compliance was concerned. It was almost as if I 

was there on paper, employed to meet a regulatory requirement but not 

accepted as having or adding value to the business.

Not having the support from the top down to encourage a strong 

compliance culture meant that there were constant challenges in training 

… someone senior in the organisation asked me my thoughts 
on an AML compliance matter. I considered the question 
posed and gave my reply to which the response was “I didn’t 
realise we’d hired a Compliance Manager with a conscience” 
It was then that I realised that this would be the most 
challenging role of my career.
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the staff, funding being one of them and getting their buy-in to implement 

new processes and improve the overall standards. It felt like being 

isolated within the company as though compliance was considered a low 

priority or an evil necessity.

During the first few years, other major challenges presented themselves 

and in early 2016 I was settling into my new role, getting familiar with all 

aspects of the operations of the bank when due to a worldwide 

de-risking phenomenon we suffered the loss of our main correspondent 

bank and as a result, were nearly forced to close. 

This experience highlighted one of the most important risks that faced 

our bank (loss of correspondent partners through de-risking) and the 

importance of achieving and maintaining a good reputation both on the 

island and internationally.

Fortunately, with the support of the majority of our clients, and a lot of 

hard work in sourcing further correspondent partners and perseverance 

we managed to avoid the worst-case scenario, closure.

My second year saw a new set of regulations introduced under the 

Financial Transaction Reporting Act 2017 which meant huge changes to 

requirements and a total overhaul of all policies and processes to meet 

those requirements.

I found myself writing the bank’s Risk Appetite statement, Risk 

Management Framework and everything else that fell under that 

umbrella. This was a huge challenge and learning curve for me and 

through a lot of research and hard work managed to create a framework 

that not only met our regulatory requirements but the bank’s overall 

strategy.

2018 brought the country’s Mutual Evaluation by the Asia Pacific 

Group (APG). The bank was one of the entities selected to participate 

in the question/discussion sessions with the APG panel. The process 

highlighted the need to work together with regulators to achieve high 

standards and a good reputation not only for the bank but also for the 

country as this could affect our business long term.

Our bank employed approximately 10-12 people with four staff forming 

the senior management team, three men and myself.

Male senior managers were always included in decisions affecting the 

bank, where I was often excluded. On one occasion a strategy planning 

session was organised which was to include all the Board members as 

well as senior management. It came to my attention through an email 

that there was a query about whether or not I should be included. It was 

apparent that my opinion was considered unimportant and of little or no 

value.

On numerous occasions, I was not advised by other senior managers of 

risks posed to the bank. Often, I only found out a long time after the fact 

and then only because I overheard a conversation and queried it.

An example of this was a ransomware attack threatening the bank and 

wanting a bitcoin payment. When I queried why this hadn’t been brought 

to my attention, I was told it was on a need-to-know basis. When I 

challenged this decision, I was simply dismissed.

Learnings 

I have learnt to be strong and stand up for what I believe to be true, be 

unafraid of voicing my opinion and share my passion for Compliance with 

those around me. Maintaining standards even when others drop theirs. 

Persistence, persuasiveness is required and an understanding of the 

balance between compliance/risk and the growth required for a business 

to succeed.

Highs

Having faced a multitude of challenges presented in this role and 

coming out the other side having achieved great results and still feeling 

passionate about Compliance & Risk.

Building a very strong relationship with regulators, working together to 

create a strong AML environment, and improving the overall reputation of 

the bank resulting in a strong Mutual Evaluation for the country.

Becoming aware that the FBI had tried to open three new accounts with 

our bank … like a mystery shopper, checking if we were weak in our AML 

requirements and procedures. I had declined all three new accounts.

Being the sole person responsible for setting up strong procedures and 

policies in a high-risk business with predominantly high-risk customers 

and after having a very thorough external Audit by a New Zealand 

company, receiving great results.

Attending the FIU/ACAMS conference in Wellington each year and 

meeting numerous like-minded people who are passionate about the 

work they do.

Lows

Constantly battling to try and get buy-in by senior management to 

support and encourage a strong compliance culture.
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Regular roadblocks, making it difficult for me to do my job, achieve my 

goals and lift the overall standards of compliance within the bank.

As a female, not being included and feeling undervalued in the male-

dominated senior management team.

Towards the end of my contract, an internal applicant with next to 

no Compliance & Risk knowledge, with no experience or training was 

appointed as my replacement and I was expected to train her. 

Unfortunately, while processes can be taught it is impossible to make 

someone think for themselves, be willing to query and investigate 

scenarios and be passionate about Compliance & Risk.

In my opinion, this role required a person with at least 3-5 years of 

compliance and risk experience, someone who was strong and who 

would not be afraid to stand up and voice their opinion and certainly not 

a ‘yes’ person. The appointment appeared to be a move to eliminate the 

independent nature of the Compliance role.

As a result, I noted this as a Risk to the bank in my last Audit & Risk 

Committee report.

Finally in the last few weeks with the bank, when asked 
by the staff why I was working so hard, I smiled and 
remembered my initial conversation with that senior 

person within the bank and thought to myself … because 
I’m a Compliance & Risk Manager with a conscience.

 

I was born and raised on the North Shore in Auckland, representing New Zealand in Volleyball at a 

junior and senior level, then went onto University to complete a BA degree majoring in Spanish. 

My greatest achievement being raising my three children to become successful, kind human beings 

whom I’ve very proud of. Outside of this I enjoy spending time with friends, family, travel, summer 

holidays and cooking and baking. 

With a conscience
Coral Erkkila: Compliance & Risk Manager

mailto:oralerkkila%40hotmail.com?subject=ATTIC%20article
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LawFest 22 is back on Thursday 2 
June at the Cordis in Auckland. 
LawFest continues to be the only opportunity in New Zealand for the legal and technology 
community to come together to network, collaborate and learn about how to innovate and 
adapt to change - and to do so in-person !

The not to be missed programme will again feature amazing speakers delivering practical 
insights where you will see, hear and discover how to innovate and leverage technology to help 
prepare you for the future.

The one day event has something for all legal professionals, from those new to technology, to 
those currently at the forefront of legal innovation.

Our ‘super saver’ tickets are now available for a limited time for just $395. For 2022 we have also 
introduced a ‘Team Pass’ option, that also have the ‘super saver’ rate applied.  

http://
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ATTIC BRINGS YOU 
NEWS FROM AROUND 
THE WORLD ABOUT 
PANDORA PAPERS. 
DR AML SHINES 
A LIGHT ON NEW 
ZEALAND, AND ADAM 
HUNT WITH AN 
OPINION.
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DR AML: ALICE TREGUNNA

EXPOSED!
THE PANDORA PAPERS SHINE A LIGHT 
ON NEW ZEALAND’S AML COMPLIANCE 
FAILINGS

There was a frenzy of activity recently as the Pandora Papers hit the news networks, 

and media outlets ran with the latest exposé on the financial secrets of billionaires, 

politicians and prominent figures from around the world.

Many of the secrets revealed were not in themselves illegal but they shined a light 

on some questionable behaviour, and showed how New Zealand can be exploited. 

An exploitation which occurs because of the ease with which you can set up opaque 

structures via New Zealand, which is further exacerbated by the lack of a beneficial 

ownership or trust register.

For a long time New Zealand has been seen as a desirable place to do business – 

desirable not only because of our expertise but also because we are naïve, easy, and 

open to exploitation. With Pandora being yet another paper highlighting our failings, 

what’s next? When are we going to get all aspects of our AML compliance sorted so we 

can help prevent this exploitation?

Here we shine our own light on AML compliance programmes and what Pandora has 

shown us.

The Writer
Dr. Alice Tregunna: Chief Executive Officer TIC Company

http://TICc.nz
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1.  Create a customer due diligence framework

Customer due diligence is the cornerstone of AML compliance and it builds up your understanding of your client 

base - supporting your broader KYC processes.. 

It is important to get this right to ensure you are applying an appropriate level of CDD checks on your customers.

2.Commit to compliance

Identifying risk

Show how you handle risks and approach customer due diligence. Document how you identify 

material change in the nature or purpose of a business relationship with customers.

Know your customer

Show what customer information you use to conduct CDD and how you verify that information. 

Document the process you use to determine what type of CDD needs to be carried out (do you 

need to do standard, simplified or enhanced customer due diligence), and demonstrate how you 

incorporate CDD into your onboarding and  account opening process.

If you do have to carry out enhanced customer due diligence on a client, show how you’ll obtain 

information on their source of funds and/or source of wealth and how you would establish whether a 

customer or beneficial owner of a customer is a Politically Exposed Person (PEP).

Allocate roles and train staff

Show how your senior management approves establishing and continuing business relationships 

with a PEP, and show how your staff are trained and well-informed to deal with CDD processes and 

understand AML definitions such as ‘beneficial owner’.

5 ingredients of an AML compliance programme 

DR AML: ALICE TREGUNNA
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3. Record findings

Ensure your programme has policies and procedures in place to properly examine and store findings 

on any activity that might be related to money laundering. This includes ‘complex or unusually large 

transactions and unusual patterns of transactions with no obvious economic or lawful purpose.’

Also state in your programme how you will ‘monitor, examine, and keep written findings relating to 

business relationships and transactions with countries that do not have or have insufficient AML/CFT 

systems in place.’ These activities may be high risk so you should detail what additional measures you 

take if dealing with these countries.

And don’t forget to detail how you will go about reporting suspicious incidents to the FIU. This should 

include aspects such as; how to complete suspicious transaction reports; who is responsible; and how 

staff will determine whether or not they need to complete a suspicious transaction report.

4. Conduct regular reviews

Review your programme regularly and ensure you have an audit every three years. 

This will help identify any weaknesses in your programme, areas for improvement 

and the overall effectiveness of your programme.

5.  Have a well-informed compliance officer who has 
sufficient support

AML compliance can be a tough, time-consuming job so ensure your 

compliance officers and managers have all the support they need to 

carry out AML compliance requirements correctly and have been well 

trained to do so. 

AML compliance can be a tough, time-consuming job so ensure your compliance officers and managers have all the support they need to 

carry out AML compliance requirements correctly and have been well trained to do so. 

Make sure you document this training, stating the scope and nature of the training, what tasks can only be carried out by trained staff, 

how you apply training, the frequency of training, how training is tailored, how employees are assessed, and how you track completion of 

training.

Vetting is required for all employees whose roles involve AML/CFT tasks or duties, including the compliance officer and senior managers. 

These vetting policies and procedures must also be documented in your AML compliance programme.
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ICIJ | PANDORA PAPERS

AN OFFSHORE DATA TSUNAMI

By Emilia Díaz-Struck, Delphine Reuter, Agustin Armendariz, Jelena Cosic, Jesús Escudero, Miguel Fiandor Gutiérrez, Mago Torres, Karrie Kehoe, Margot 
Williams, Denise Hassanzade Ajiri and Sean McGoey

A 2.94 terabyte data trove exposes the offshore secrets 
of wealthy elites from more than 200 countries and 
territories. These are people who use tax and secrecy 
havens to buy property and hide assets; many avoid 
taxes and worse. They include more than 330 politicians 
and 130 Forbes billionaires, as well as celebrities, 
fraudsters, drug dealers, royal family members and 
leaders of religious groups around the world.

The International Consortium of Investigative Journalists spent more 

than a year structuring, researching and analyzing the more than 11.9 

million records in the Pandora Papers leak. The task involved three main 

elements: journalists, technology and time.

What is the Pandora Papers?

The Pandora Papers investigation is the world’s largest-ever journalistic 

collaboration, involving more than 600 journalists from 150 media outlets 

in 117 countries.

The investigation is based on a leak of confidential records of 14 offshore 

service providers that give professional services to wealthy individuals 

and corporations seeking to incorporate shell companies, trusts, 

foundations and other entities in low- or no-tax jurisdictions. The entities 

enable owners to conceal their identities from the public and sometimes 

from regulators. Often, the providers help them open bank accounts in 

countries with light financial regulation.

The 2.94 terabytes of data,  leaked to ICIJ and shared with media 

partners around the world, arrived in various formats: as documents, 

images, emails, spreadsheets, and more.

The records include an unprecedented amount of information on 

so-called beneficial owners of entities registered in the British Virgin 

Islands, Seychelles, Hong Kong, Belize, Panama, South Dakota and other 

secrecy jurisdictions. They also contain information on the shareholders, 

directors and officers. In addition to the rich, the famous and the 

infamous, those exposed by the leak include people who don’t represent 

a public interest and who don’t appear in our reporting, such as small 

business owners, doctors and other, usually affluent, individuals  away 

from the public spotlight.

The Pandora Papers’s 11.9 million records arrived from 14 
different offshore services firms in a jumble of files and formats 
– even ink-on-paper – presenting a massive data-management 
challenge Oct, ‘21

https://www.icij.org
https://www.icij.org/journalists/
https://www.icij.org/journalists/
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While some of the files date to the 1970s, most of those reviewed by 

ICIJ were created between 1996 and 2020. They cover a wide range 

of matters: the creation of shell companies, foundations and trusts; 

the use of such entities to purchase real estate, yachts, jets and life 

insurance; their use to make investments and to move money between 

bank accounts; estate planning and other inheritance issues; and 

the avoidance of  taxes through complex financial schemes. Some 

documents are tied to financial crimes, including money laundering.

What’s in the Pandora Papers?

The more than 330 politicians exposed by the leak were from more than 

90 countries and territories. They used entities in secrecy jurisdictions 

to buy real estate, hold money in trust, own other companies and other 

assets, sometimes anonymously.

The Pandora Papers investigation also reveals how banks and law firms 

work closely with offshore service providers to design complex corporate 

structures. The files show that providers don’t always know their 

customers, despite their legal obligation to take care not to do business 

with people who engage in questionable dealings.

The investigation also reports on how U.S. trust providers have taken 

advantage of some states’ laws that promote secrecy and help wealthy 

overseas clients hide wealth to avoid taxes in their home countries.

What form did the data come in?

The 11.9 million-plus records were largely unstructured. More than 

half of the files (6.4 million) were text documents, including more than 

4 million PDFs, some of which ran to more than 10,000-pages. The 

documents included passports, bank statements, tax declarations, 

company incorporation records, real estate contracts and due diligence 

questionnaires. There were also more than 4.1 million images and emails 

in the leak.

Spreadsheets made up 4% of the documents, or more than 467,000. The 

records also included slide shows and audio and video files.

What’s different about this leak from others we’ve heard about?

The Pandora Papers information – the 2.94 terabytes in more than 11.9 

million records – comes from 14 providers that offer services in at least 

38 jurisdictions. The 2016 Panama Papers investigation was based on 

2.6 terabytes of data in 11.5 million documents from a single provider, 

the now-defunct Mossack Fonseca law firm. The 2017 Paradise Papers 

investigation was based on a leak of 1.4 terabytes in more than 13.4 

million files from one offshore law firm, Appleby,  as well as Asiaciti Trust, 

a Singapore-based provider, and government corporate registries in 19 

secrecy jurisdictions.

The Pandora Papers presented a new challenge because the 14 providers 

had different ways of presenting and organizing information. Some 

organized documents by client, some by various offices, and others had 

no apparent system at all.  A single document sometimes contained  

years’ worth of emails and attachments. Some providers digitized their 

records and structured them in spreadsheets; others kept paper files 

that were scanned. Some PDFs contained spreadsheets that had to 

be reconstructed into spreadsheets. The documents arrived in English, 

Spanish, Russian, French, Arabic, Korean and other languages, requiring 

extensive coordination among ICIJ partners.

The Pandora Papers gathered information on more than 27,000 

companies and 29,000 so-called ultimate beneficial owners from 11 

of the providers, or more than twice the number of beneficial owners 

identified in the Panama Papers.

The Pandora Papers connected offshore activity to more than twice as 

many politicians and public officials as did the Panama Papers. And the 

Pandora Papers’ more than 330 politicians and public officials, from more 

than 90 countries and territories , included 35 current and former country 

leaders.
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The new leak also includes information on jurisdictions not explored in 

previous ICIJ projects or for which there was little data, such as Belize, 

Cyprus and South Dakota.

The legal entities in the files of six providers – the companies, 

foundations and trusts – were all registered between 1971 and 2018. 

The records show providers and clients shifting their business from one 

jurisdiction to another after investigations and resulting rule changes.

How did you explore the files?

Only 4% of the files were structured, with data organized in tables 

(spreadsheets, csv files and a few “dbf files”).

To explore and analyze the information in the Pandora Papers, ICIJ 

identified files that contained beneficial ownership information by 

company and jurisdiction and structured it accordingly. Each provider’s 

data required a different process.

In cases where information came in spreadsheet form, ICIJ removed 

duplicates and combined it into a master spreadsheet. For PDF or 

document files, ICIJ used programming languages such as Python to 

automate data extraction and structuring as much as possible.

In more complex cases, ICIJ used machine learning and other tools, 

including the Fonduer and Scikit-learn softwares, to identify and separate 

specific forms from longer documents.

Some provider forms were handwritten, requiring ICIJ to extract 

information manually.

Once information was extracted and structured, ICIJ generated lists 

that linked beneficial owners to the companies they owned in specific 

jurisdictions. In some cases, information about where or when a 

company was registered wasn’t available. In others, information was 

missing about when a person or an entity had become the owner of the 

company, among other details.

After structuring the data, ICIJ used graphic platforms (Neo4J and 

Linkurious) to generate visualizations and make them searchable. This 

allowed reporters to explore connections between people and companies 

across providers.

To identify potential story subjects in the data, ICIJ matched information 

in the leak against other data sets: sanctions lists, previous leaks, public 

corporate records, media lists of billionaires and public lists of political 

leaders.

ICIJ’s partner in Sweden, SVT, generated spreadsheets containing data 

extracted from passports found in the Pandora Papers.

ICIJ shared records with media partners using Datashare, a secure 

research and analytical tool developed by ICIJ’s technical team.  

Datashare’s batch-search function helped reporters match some public 

figures with the data.

The leak contains routine documents that service providers gather 

for due diligence – news articles, Wikipedia entries, information from 

financial data provider World-Check – that don’t necessarily confirm 

whether a person is hiding wealth in a secrecy jurisdiction. ICIJ used 

machine learning to tag such files in Datashare, enabling reporters to 

exclude them from their searches.

Our 150 media partners shared tips, leads and other information of 

interest using ICIJ’s global I-Hub, a secure social media and messaging 

platform. Throughout the project, ICIJ held extensive training sessions 

for partners on the use of ICIJ technology to explore, mine and better 

understand the files.

What did you research and how did you organize it?

Having identified documents that contained information on the owners of 

offshore entities and structured the information by provider, ICIJ unified 

the data in a centralized database.

This provided ICIJ and its media partners with a unique data set of 

beneficial owners of companies in secrecy jurisdictions.

ICIJ eliminated duplications in the data and identified key elements, such 

as nationality of the owner, country of residence and place of birth. This 

enabled us to find, for instance, nearly 3,700 companies with more than 

4,400 beneficiaries who were Russian nationals – the most among all 

nationalities in the data. The figure includes 46 Russian oligarchs.

ICIJ also researched and analyzed the use of U.S. trusts, using keyword 

searches and matches with public data, among other methods.

As a result, ICIJ identified more than 200 trusts settled, or created, in 

the U.S from 2000 to 2019, with the largest number registered in South 

Dakota. The trusts were connected with people from 40 countries (not 

including the U.S.). ICIJ identified assets in single trusts worth between 

$67,000 and $165 million held between 2000 and 2019. The data shows 

that U.S. trusts held assets worth a total of more than $1 billion. Those 

included U.S. real estate and bank accounts in Panama, Switzerland, 

Luxembourg, Puerto Rico, the Bahamas and elsewhere.
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To perform the analysis of U.S.-based trusts, ICIJ manually gathered 

information on the creators, known as settlors; the beneficiaries, and the 

assets held by the trusts. ICIJ was able to identify and gather data on 

trusts from 15 U.S. states and the District of Columbia.

ICIJ and its media partners used keyword searches to identify politicians 

in the data, using passport information to help with the identification.

ICIJ used public records to verify details related to the companies and 

to be sure the people named in the data were actually the political 

leaders identified with those names. We found some false positives and 

discarded them. Among sources used in the research were the Dow 

Jones Risk and Compliance database, Sayari, Nexis, OpenCorporates, 

property records in the U.S and U.K., and public corporate records. More 

than 330 politicians and high level public officials, including 35 country 

leaders were confirmed.

ICIJ structured the information in a spreadsheet and put it through two 

rounds of fact-checking. Data gathered on politicians was also visualized 

in the profiles in our  Power Players feature.

ICIJ matched Forbes’s billionaires lists against the Pandora Papers to 

find more than  130 who had entities in secrecy jurisdictions. More than 

100 of them had a combined fortune valued at more than $600 billion in 

2021.

ICIJ analyzed 109 so-called suspicious activity reports to financial 

authorities filed by the Panamanian law firm Alemán, Cordero, Galindo & 

Lee, or Alcogal, and learned that 87 of the anti-money-laundering forms 

were written only after authorities or journalists had publicly identified 

the firm’s clients as involved in alleged wrongdoing.

ICIJ also read through several thousand publicly available employees’ 

profiles  and found out that more than 220 lawyers associated with 

the giant law firm Baker McKenzie in 35 countries had previously held 

government posts in agencies including justice departments, tax offices, 

the EU Commission, and offices of heads of state.

ICIJ also did research and analysis to explore the role offshore finance 

plays in hiding looted art and ancient relics that authorities and 

communities seek to reclaim.

Finally, the Pandora Papers investigation identified more than 500 BVI 

companies that had been clients of Mossack Fonseca, the law firm at the 

center of the Panama Papers scandal, and moved their business to other 

BVI providers in the aftermath whom we found in the data.

ICIJ also matched Panamanian companies from the Panama Papers 

data against  data available for the Panama corporate registry on 

OpenCorporates, and found out that at least 113 companies had changed 

registered agents and simply moved to Alcogal between April 3, 2016 and 

2020. Together with The Miami Herald data team, ICIJ also counted 759 

BVI companies that specifically considered moving to Trident Trust as 

part of the provider’s so-called “Mossfon Project”.

How big a slice of all offshore provider data in the world does 

the Pandora Papers leak represent?

The Pandora Papers probe offers a broad look at secrecy jurisdictions 

and offshore service providers, but the data came incomplete.

The quality of the data varied by provider. In some cases, the data tied to 

companies didn’t offer information about the jurisdiction where they were 

registered, the period during which an individual was linked to an entity, 

or about intermediaries. The data still offered important information 

about owners and, in some cases, transactions and other financial 

details.

The 14 providers, which offered services in at least 38 jurisdictions, are 

part of a larger industry of offshore services operating around the world. 

It’s hard to say how much of the universe of provider data we have, a 

small fraction, probably.

For example, in the BVI, where six, or nearly half, of the providers found 

in the Pandora Papers have acted as registered agents, they are among 

at least 101 firms acting in that capacity, according to the BVI Financial 

Services Commision. In March 2021, there were more than 370,000 

active companies, about a dozen for each of the tiny island nation’s 

inhabitants.
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Who are the firms at the heart of the Pandora Papers?

The leaked files come from 14 offshore service providers that help clients 

establish companies in secrecy jurisdictions.

Why so many more  ‘ultimate beneficial owners’ – UBOs – here 

than in previous leaks?

A significant proportion of the beneficial ownership information in the 

Pandora Papers comes from reports generated by providers for the BVI’s 

Beneficial Ownership Secure Search System, or BOSS, established in the 

wake of the 2016 publication of the Panama Papers. This information is 

not available to the public.

A 2017 BVI law requires providers to report to BVI authorities the names 

of the real owners of the companies registered there. The leak identified 

many documents containing such information.

Why so many world leaders and politicians in the data?

Alcogal and Trident Trust was where we found a large number of 

current and former politicians and public officials as clients. Most of 

their companies were registered in the BVI and Panama. Alcogal clients 

include nearly half of the politicians and public officials identified in the 

Pandora Papers. In the beneficial ownership data that ICIJ was able to 

structure, nearly half of the companies were linked to Alcogal. Alcogal, 

headquartered in Panama, has among its founders several politicians, 

one of whom served as Panama’s ambassador to the United States.

Why so many beneficial owners from Russia and Latin 

America?

Some of the providers, based on their location and the jurisdictions where 

they do business, such as Cyprus, have a large proportion of Russian 

clients, the largest group by nationality in the Pandora Papers data.

In the Pandora Papers, more than 30% of the companies that received 

services from Demetrios A. Demetriades LLC, or DadLaw, a provider 

headquartered in Cyprus, had one or more Russians as beneficial owners. 

Similarly,  more than 40% of the companies that received services from 

Seychelles-based Alpha Consulting Group, also had one or more Russians 

as beneficial owners. Alcogal and Fidelity Corporate Services Limited 

were also among the providers with the largest number of Russian 

clients.

A large proportion of beneficial owners appearing in the data are from 

Latin America.  More than 90 of the more 330 politicians and public 

officials in the data are from Latin America.  Argentina, Brazil and 

Venezuela are among the countries with the largest representation of 

beneficial owners. In the leaked data, Alcogal headquartered in Panama, 

has the largest group of Latin American clients.

Where are the U.S. citizens and multinational corporations?

When it comes to creating offshore companies, foundations and trusts, 

parties from different parts of the world and with different needs select 

different providers and jurisdictions for their shell companies.

Pandora Papers documents cover a large number of providers, but 

obviously not all, or even most, of them, and many jurisdictions are not 

represented in the data.

In previous ICIJ investigations, including 2017’s  Paradise Papers, 

the leak came from a prestigious law firm with a larger corporate 

practice, Appleby. As a result, the data  included more documents about 

multinationals. Bermuda and the Cayman Islands, which are popular 
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havens for corporations, were among the jurisdictions with a large 

presence in that leak.

As for U.S. nationals, ICIJ identified more than 700 companies with 

beneficial owners connected to the U.S. in the Pandora Papers;  

Americans were also among the top 20 nationalities represented in the 

data. In the Pandora Papers, Russia, the United Kingdom, Argentina, 

China and Brazil, are among the countries with the largest representation 

of beneficial owners.

Republished with permission

In the Paradise Papers, U.S. citizens had a larger relative presence.

Is ICIJ going to release the Pandora Papers data?

With today’s publication, ICIJ is sharing data and details about the use of 

companies in secrecy jurisdictions by more than 50 politicians, through 

the Power Players feature. ICIJ is planning to incorporate data from the 

Pandora Papers into the Offshore Leaks database. To learn more about 

The Pandora Papers reveal the inner workings of a 
shadow economy that benefits the wealthy and well-
connected at the expense of everyone else.

Millions of leaked documents and the biggest journalism partnership in 

history have uncovered financial secrets of 35 current and former world 

leaders, more than 330 politicians and public officials in 91 countries and 

territories, and a global lineup of fugitives, con artists and murderers.

The secret documents expose offshore dealings of the King of Jordan, 

the presidents of Ukraine, Kenya and Ecuador, the prime minister of the 

Czech Republic and former British Prime Minister Tony Blair. The files 

also detail  financial activities of Russian President Vladimir Putin’s 

“unofficial minister of propaganda” and more than 130 billionaires from 

Russia, the United States, Turkey and other nations.

The leaked records reveal that many of the power players who could help  

bring an end to the offshore system instead benefit from it – stashing 

assets in covert companies and trusts while their governments do little 

to slow a global stream of illicit money that enriches criminals and 

impoverishes nations.

Among the hidden treasures revealed in the documents:

A $22 million chateau in the French Riviera – replete with a cinema and 

two swimming pools – purchased through offshore companies by the 

Czech Republic’s populist prime minister, a billionaire who has railed 

against the corruption of economic and political elites.

More than $13 million tucked in a secrecy-shaded trust in the Great 

Plains of the United States by a scion of one of Guatemala’s most 

powerful families, a dynasty that controls a soap and lipsticks 

conglomerate that’s been accused of harming workers and the earth.

Three beachfront mansions in Malibu purchased through three offshore 

companies for $68 million by the King of Jordan in the years after 

Jordanians filled the streets during Arab Spring to protest joblessness 

and corruption.

The secret records are known as the Pandora Papers.

The International Consortium of Investigative Journalists obtained the 

trove of more than 11.9 million confidential files and led a team of more 

than 600 journalists from 150 news outlets that spent two years sifting 

through them, tracking down hard-to-find sources and digging into court 

records and other public documents from dozens of countries.

The leaked records come from 14 offshore services firms from around 

the world that set up shell companies and other offshore nooks for 

clients often seeking to keep their financial activities in the shadows. 

The records include information about the dealings of nearly three times 

as many current and former country leaders as any previous leak of 

documents from offshore havens.

Read the article in full.

Offshore havens and hidden riches of 
world leaders and billionaires exposed in 
unprecedented leak

https://www.icij.org/investigations/pandora-papers/
https://www.icij.org/investigations/pandora-papers/global-investigation-tax-havens-offshore/
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TRANSPARENCY INTERNATIONAL | WHAT HAVE WE LEARNT?

CORPORATE SERVICE 
PROVIDERS STILL 
GUARDING ANONYMOUS 
COMPANIES
Have we learned anything in the five years since the Panama 
Papers?

Five years after the Panama Papers were first published following a 

document leak from Mossack Fonseca – then one of the largest offshore 

law firms in the world – governments have recovered more than US$1.36 

billion in back taxes and penalties. Authorities around the world continue 

to pursue civil and criminal cases against those accused of money 

laundering and corruption.

The release of the Panama Papers in 2016 was a watershed moment 

for global financial transparency. The leaked documents provided vast 

evidence on the use of anonymous companies by politicians, executives, 

billionaires and criminals to game the system and hide illicitly acquired 

funds.

The Panamanian firm Mossack Fonseca was just one of many law 

firms that still operate as corporate service providers, incorporating 

companies in offshore jurisdictions on behalf of clients, serving as 

nominee shareholders and directors and administering these companies 

for a yearly fee. Other corporate service providers have also been in the 

spotlight in recent years for allegedly aiding clients to launder dirty funds.

�WHAT THE GLOBAL STANDARD ON COMPANY  

OWNERSHIP SHOULD LOOK LIKE: FIVE KEY FIXES   

Transparency loopholes in corporate ownership in Panama’s 

regulations still in place

In Panama, corporate service providers like Mossack Fonseca are key as 

they serve as “resident agents”. Offshore companies set up in Panama 

need a resident agent and the obligation to identify the actual people – 

beneficial owners – behind companies lies with them.

Once these companies are successfully incorporated, authorities usually 

do not collect any information on the real owners of companies. In case 

https://www.transparency.org
https://www.transparency.org/en/news/panama-corporate-service-providers-beneficial-ownership-panama-papers
https://www.icij.org/investigations/panama-papers/panama-papers-revenue-recovery-reaches-1-36-billion-as-investigations-continue/
https://www.icij.org/investigations/panama-papers/panama-papers-revenue-recovery-reaches-1-36-billion-as-investigations-continue/
https://www.icij.org/investigations/panama-papers/germany-seeks-arrest-of-panama-papers-lawyers/
https://www.icij.org/investigations/panama-papers/germany-seeks-arrest-of-panama-papers-lawyers/
https://www.transparency.org/en/news/panama-papers-four-years-on-anonymous-companies-and-global-wealth
https://www.transparency.org/en/news/panama-papers-four-years-on-anonymous-companies-and-global-wealth
https://www.transparency.org/en/press/29leaks-why-governments-shouldnt-rely-on-corporate-service-providers
https://www.transparency.org/en/news/fatf-consultation-global-standard-company-beneficial-ownership-transparency-key-fixes
https://www.transparency.org/en/news/fatf-consultation-global-standard-company-beneficial-ownership-transparency-key-fixes
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of suspicions or investigations against a particular company, law 

enforcement or tax authorities would have to request information from 

the corporate service provider. If the authorities are lucky, the corporate 

service provider will disclose the information in a timely manner, this 

information will be accurate, and the provider will not tip off their client 

in the meantime.

Given what we know about corporate service providers’ role thanks to 

the Panama Papers, such an arrangement is far from ideal as it allows 

resident agents to shield offshore companies embroiled in corruption.

In the case of Panama, other gaps also severely impact the efficacy 

of these rules. For instance, resident agents are only obliged to collect 

beneficial ownership information at the beginning of their relationship 

with a client and there is no obligation for them to update this 

information. Authorities also need to indicate to resident agents the 

reasons why they need information on the owner, which could result in 

resident agents tipping off their clients.

Furthermore, as of 2018, only 12 per cent of resident agents were 

registered for supervision with the country’s financial intelligence unit 

(FIU). This limits effective supervision and the ability of the responsible 

authorities to ensure that resident agents are complying with their 

obligations.

Five years after the Panama Papers it seems unthinkable that such a 

flawed model is still in place in Panama and that it is considered a viable 

option in a country’s anti-money laundering framework.

Flawed framework, inertia in implementation thwarting 

transparency efforts

In January 2020, the government of Panama approved Law 129 which 

established a regulatory framework to create a beneficial ownership 

register in Panama. While this was an important step towards detecting 

and fighting corruption, this framework was riddled with gaps. 

At that time, Libertad Ciudadana – Transparency International’s chapter 

in Panama – raised red flags that the system, as proposed by the 

government, would leave important loopholes which would adversely 

impact its effective implementation. Two major drawbacks of the 

proposed system are the limits on access – it would not be a public 

register, which are more effective than private registers – and the lack 

of a responsible party to ensure the truthfulness or accuracy of the 

information provided. The approved legislation also ignores important 

issues like trusts (fideicomisos), effective supervision, and sanctions for 

non-compliance or for filing incorrect information.

The problem is, however, much more serious than anticipated. Almost 

two years since the adoption of Law 129, the Panamanian beneficial 

ownership register still exists only on paper. The government has taken 

no steps to adopt the regulation and it does not seem likely that any 

steps will be taken in the near future.

Panama also continues to rely on resident agents that are poorly 

supervised – and Panamanian companies continue to be seen as a 

secret weapon to commit crimes and launder money.

Further, Libertad Ciudadana found that the law passed by the 

government in 2020 was hastily designed and approved mainly to satisfy 

the Financial Action Task Force (FATF) and ensure that Panama would 

be removed from the grey list of countries with anti-money laundering 

deficiencies.   

The Panamanian government’s inertia in implementing the regulatory 

framework for the creation of a beneficial ownership register seems 

to stem from their misplaced focus on removing the country from such 

grey lists rather than from an understanding of the need for an effective 

beneficial ownership transparency regime. This also explains the 

inadequacies in the proposed framework – it did not stem from a need 

to meaningfully address the underlying issues that led to Panama being 

featured on such grey lists in the first place. 

The corrupt should have nowhere to hide

A campaign by Libertad Ciudadana – Que no se Puedan 

Esconder (nowhere to hide) – shows the value of beneficial ownership 

registers in not only fighting financial crime and corruption in Panama 

but also globally.

An effective beneficial ownership regime would do a lot more than 

just help Panama to have its name removed from grey lists. There 

is growing evidence from countries that have already implemented 

effective beneficial disclosure systems that such a system would also 

help authorities to be better equipped to detect and fight corruption, 

fraud and conflicts of interest in public procurement. It would also 

https://www.transparency.org/en/news/three-years-after-the-panama-papers-progress-on-horizon
https://www.transparency.org/en/publications/who-is-behind-the-wheel-fixing-the-global-standards-on-company-ownership
https://www.libertadciudadana.org/wp-content/uploads/2021/04/RBFWEB1.pdf
https://www.libertadciudadana.org/proyecto/quenosepuedanesconder/
https://www.libertadciudadana.org/proyecto/quenosepuedanesconder/
https://www.transparency.org/en/news/how-public-beneficial-ownership-registers-advance-anti-corruption


33

support businesses and help to increase trust and integrity in the 

business and financial sectors. 

To ensure that contracts are awarded based on best offered value, 

performance in previous awards and in the best interest of taxpayers, 

fair and open selection processes are required, where the identity of the 

people receiving public funds is disclosed as a safeguard against the 

ineffective and corrupt use of resources.

Changing the guard

The government of Panama should address the weaknesses in its 

proposed framework for a beneficial ownership regime in the country and 

Beneficial ownership registers & privacy: No reason to panic 
By Ivy Solís Valdés, co-author Panama: Beneficial Owners Registry

In Panama, there are serious concerns that the implementation of a beneficial ownership registry could violate the privacy rights of individuals. However, 

publicity offers legal security of private property. The Public Registry of Panama collects, updates and integrates data and guarantees the authenticity of 

documents, titles and acts, ranging from the transfer of ownership of real estate to an individual’s legal capacity. For example, for the minutes of a meeting of 

co-owners in horizontal properties to be registered, a list of attendees and data about their property must be included.

Risks associated with the disclosure of information will depend on the context of each case. Depending on these, exceptions could be implemented. Such is the 

case in the United Kingdom, where only the authorities have access to certain data and suppression of information can be exceptionally requested if, due to the 

company’s activity or personal characteristics of the beneficial owners, they could be at risk of violence or intimidation if their data were made public.

On 29 March 2021, Law 81 on protection of personal data came into force which is inspired and governed by the principles of loyalty, purpose, proportionality, 

truthfulness and accuracy, security of data, transparency, confidentiality, legality, and portability. A public registry of ultimate beneficial owners complies 

with these principles. Regardless, the processing of personal data by the authorities for the purposes of prevention, investigation, detection or prosecution of 

criminal offenses or the execution of criminal sanctions does not fall within the scope of application of this law.

Republished with permission Transparency Org

move towards implementing the framework to put an end to the abuse of 

anonymous companies. 

The international community – and in particular FATF, as the global anti-

money laundering standard-setter – should once and for all review the 

international standards on beneficial ownership transparency. This will 

help in providing more clarity and guidance to countries on the measures 

that should be in place to ensure that accurate, adequate and up-to-date 

beneficial ownership information is available to competent authorities 

in a timely manner. In doing so, FATF should learn from the past and not 

insist on measures that have clearly been failing across countries.

Read the Related Project: Global Anti-Corruption Consortium

Republished with permission

https://www.libertadciudadana.org/wp-content/uploads/2021/04/RBFWEB1.pdf
https://www.transparency.org
https://www.transparency.org/en/projects/global-anti-corruption-consortium
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ICIJ | FOREIGN MONEY FLOWS

SUSPECT FOREIGN MONEY 
FLOWS INTO BOOMING AMERICAN 
TAX HAVENS ON PROMISE OF 
ETERNAL SECRECY
Confidential documents lay bare the inner workings of U.S. 
trust industry that serves global leaders and the super rich.
By Will Fitzgibbon, Debbie Cenziper and Salwan Georges

SIOUX FALLS, SD: Across from a Holiday Inn, in a 
red-brick building with a welcome sign that reads “The 
Heart of America,” a little-known financial firm set up 
shop seven years ago and extended an invitation to the 
world’s elite.

Trident Trust promised to protect the fortunes and privacy of its new 

customers by relying on the laws of a state that had become a global 

destination for wealth. The company called it: “The South Dakota 

Advantage.”

Among those who answered the call: A Colombian textile magnate 

caught in a scheme to launder the proceeds of an international drug ring, 

an orange juice mogul who settled with authorities in Brazil for allegedly 

colluding to underpay local farmers and family members of the former 

president of a sugar producer in the Dominican Republic that has been 

accused of exploiting laborers and forcibly evicting families from their 

homes.

The U.S. government has long condemned prominent offshore financial 

centers, where liberal rules and guarantees of discretion have drawn 

oligarchs, business tycoons and politicians.

“The investigation identified 206 U.S.-based trusts holding 
combined assets worth more than $1 billion, including 

nearly 30 trusts that held assets linked to people or 
companies accused of fraud, bribery or human rights 

abuses”

But a burgeoning American trust industry is increasingly sheltering the 

assets of international millionaires and billionaires by promising levels of 

protection and secrecy that rival or surpass those offered in overseas tax 

havens. That shield, which is near-absolute, has insulated the industry 

from meaningful oversight and allowed it to forge new footholds in U.S. 

states.

The Washington Post and the International Consortium of Investigative 

Journalists (ICIJ) gained an unprecedented look into the money flowing 

into trusts in the United States by examining a trove of more than 11.9 

million confidential documents maintained by trust and corporate 

services providers around the world.

The records, known as the Pandora Papers, expose how foreign political 

and corporate leaders or their family members moved money and other 

assets from long-established tax havens to U.S. trust companies.

Read the full article.
Republished with permission

https://www.icij.org
https://www.icij.org/investigations/pandora-papers/us-trusts-offshore-south-dakota-tax-havens/
https://www.icij.org/investigations/pandora-papers/us-trusts-offshore-south-dakota-tax-havens/
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OPINION | ADAM HUNT

The Pandora papers today and the Panama papers five years 

ago expose how financial structures are being abused to 

conceal a vast array of wealth derived from dubious sources. 

The world of white-collar crime is riddled with language designed to 

soften the impact of the crimes involved – we talk of evasion, laundering, 

layering, havens and Smurfs, all words that hide the impact of behaviour 

that hurt real people. But in my opinion, the people who decide to the 

abuse these practices are thieves at best, and sometimes much worse. 

Our tools for dealing with these problems spread across many laws and 

treaties, fragmentation that is not entirely an accident of history. The 

industries that thrive on abusive financial practices adopt the strategies 

of big tobacco, oil and pharma, creating a confusopoly to divide and 

conquer, pitting nations against one another. 

From our safe haven in the South Pacific, it is easy to forget that we can 

be playing a part. Tax evasion is code for stealing from our community. 

It’s like robbing the KidsCan charity box on the counter of a café – it’s 

not clear who the theft is against, but we know who suffers in the end. 

Supporting money launderers can be even worse, assisting slavers and 

child pornographers; those who prey on the weak and defenceless. That 

is the reality of what we couch in the innocuous term “predicate offence”, 

the crime that leads to laundering. 

We should not forget there are genuine reasons for using many of these 

techniques. In the same way that encryption is a crucial tool to enable 

freedom of speech, there is an ideological argument that helping, say, 

a businessperson get their profits into a jurisdiction where they won’t 

be stolen by a corrupt government justifies the entire industry. But who 

decides what is acceptable and what is not? That judgment is largely 

made by the lawyer, accountant and bank that will provide the service. 

And they are just ordinary people with school fees to pay.

The other problem is practicality. What can we as a nation really do about 

the abuse of our laws from overseas? Often, we will not even know it is 

happening: we are being used as an unwitting tool, especially if we don’t 

look too hard. Kiwis have a striking affinity for being practical, sacrificing 

justice on the altar of efficiency. A glaring example of this is the massive 

hole in our tax system (our almost unique lack of a capital gains tax) that 

is often justified on the basis that it is too hard to administer, despite 

every other developed nation seeming to manage to do so. Remember 

those who said the digital services tax couldn’t be enforced? Here we are, 

collecting millions in revenue from it. 

We often see the same argument applied to money laundering. Cowards 

arguments are that here is no point in passing laws that are easy to 

ignore, that they don’t have any effect, that we are too small to have an 

influence, that we should wait for the international consensus and move 

with them. The cynicism of this position ignores the fact that someone 

has to go first, to show leadership. And that there is nothing wrong with 

a principled stand, the absence of a silver bullet does not justify a lack of 

action. 

Cynics often call themselves realists, but often they are simply guilty of 

lazy thinking that leads to a race to the bottom. They suggest there is 

an economic cost to challenging the financial services sector, despite a 

growing body of evidence showing that every dollar spent on professions 

like tax lawyers damages the real economy. The Bank for International 

Settlements (a body not exactly known for its liberalism) suggests that 

beyond a certain proportion of employment (about 3% of the working 
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population) the financial services sector starts to damages economic 

growth.  

Our country is the envy of the world in so many regards. We still have 

a reputation for going our own way, of showing leadership. So why not 

in this area? There are things we could do. Launderers and tax cheats 

are almost more frightened by visibility than losing their money. The 

Financial Action Task Force, the international anti money laundering 

body, has recommended that New Zealand beefs up the visibility of who 

controls companies and trusts; let’s do it. We could get on with passing a 

Modern-Day Slavery law. We should fully complete the implementation of 

the recommendations of the 2016 inquiry into foreign trusts. Many parts 

of the puzzle are in progress, but they often don’t get the attention they 

deserve.  

Perhaps most importantly it is time to look again at the industry that 

supports these practices. Globalisation has democratised access to 

concealment of wealth: what used to be the tool of royalty and the 

upper classes, has become accessible to the masses. Once a problem is 

allowed to get too big, systems start to lose integrity, and that includes 

democracy itself. The issue becomes normalised. “Everyone does it” 

becomes a self-fulfilling statement. 

The industry of concealment and facilitation represents an extraordinary 

amount of money, and with that comes power. The favourite tools of this 

power base are abuse of law and secrecy. The victims of this abuse are 

often the people of less developed nations: the weak and the voiceless. 

And we shouldn’t forget the corruption and extortion behind the dirty 

money often facilitates terrible environmental and social crimes.

Opinion

The people of the developing world are relying on us to speak for them, 

and that means standing up to the powerful: ordinary New Zealanders 

making sure that our laws and reputation are not being abused for the 

oppression of the weak. But we must not forget to keep our own house 

in order, for hypocrisy is the fastest way to lose the high ground. That 

means sorting out the fragmentation in our regime for tackling financial 

crime, increasing transparency of Trusts both on- and off-shore, and 

stepping up our regional leadership in the field even if it means annoying 

some important trading and security partners.

Politicians can only be courageous with our support. In practical terms 

that means accepting some minor inconvenience for the greater good 

and understanding that if we choose to use tools that present a high 

risk of abuse then we need to be prepared to suffer the inconvenience. 

It also means letting politicians know that we want them to stand up to 

the industries that create these problems because we want to show our 

support for the victims of these crimes. And having these foundations 

empowers the caring majority of business and government leaders to 

take a stand and do the right thing. 

A version of this article first appeared in the New Zealand Herald. 

Adam Hunt established the strategic intelligence functions of Inland 

Revenue and the Financial Markets Authority. He is the founder of 

New Zealand’s leading anti-money laundering service provider and is 

a member of the panel of experts of the International Monetary Fund 

working with developing nations. He is a member of the board of 

Transparency in New Zealand.
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COMBATING WILDLIFE 
CRIME IN UGANDA

This project aims to strengthen key Ugandan stakeholders’ capacity to detect, 

deter and prosecute wildlife crime, working with security and law-enforcement 

agencies in the country. 

Through this five-year project (2020–2025), RUSI is partnering with the 

Wildlife Conservation Society (WCS), the African Wildlife Foundation 

(AWF) and the Natural Resources Conservation Network (NRCN) to 

provide research, analysis and expertise to increase the capacity of 

Ugandan agencies to detect, deter and prosecute wildlife crime.

Aims and objectives

The goal of this project is to reduce wildlife crime in Uganda. The project 

aims to achieve this by strengthening the capacity of Ugandan agencies 

to detect, deter and prosecute wildlife crime, working directly with the 

security and law-enforcement agencies, private sector companies and 

communities living adjacent to protected areas.

Specifically, RUSI is enhancing the capacity of the Uganda Wildlife 

Authority and Financial Intelligence Authority to detect and disrupt 

illicit financial flows linked to wildlife crime through the provision 

of targeted, tailored on-the-ground mentorship, under the banner of 

the National Wildlife Crime Coordination Taskforce. The project also 

supports operationally-focused regional workshops, with the goal of 

providing targeted support, enhancing cooperation and allowing effective 

information-sharing and skills transfer.

RUSI helps the project to ‘Think and Work Politically’ by providing an 

ongoing political economy analysis of how power and resources are 

distributed and contested in the Ugandan context, and the implications of 

this for the proposed interventions under the broader USAID programme.

In addition, RUSI will conduct a dedicated empirical study on the linkages 

between wildlife crime, money laundering and the financing of terrorism 

in Uganda.

The Wildlife Conservation Society 

This project is part of the USAID-funded WCS-

led programme ‘Uganda Combatting Wildlife 

Crime Activity’.

Find out more

Project partners

Project outputs and impact Review the impact of this project. 

Republished with permission

http://rusi.org
https://rusi.org/explore-our-research/projects/combatting-wildlife-crime-uganda#project-outputs-and-impact
https://uganda.wcs.org/usaid-cwc-activity.aspx
https://rusi.org/explore-our-research/projects/combatting-wildlife-crime-uganda#project-outputs-and-impact
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RUSI | FOLLOWING THE MONEY

This paper assesses the relationship between illegal 
wildlife trade and illicit finance in Uganda, and considers 
how effectively the country is responding to these 
threats.

Uganda occupies a critical position as a logistics hub for transnational 

flows of illegally sourced wildlife. As a source, consolidation and transit 

country, it acts as a nexus state – a ‘one-stop shop’ for criminals looking 

to illegally buy and sell wildlife, launder the proceeds, and tie this in with 

other illicit activity, from trafficking in timber to drugs.

In this context, illegal wildlife trade (IWT) in Uganda is highly lucrative for 

criminals. Yet, little is known about the associated money flows, despite 

strong momentum to address the finances of IWT at a global level.

In parallel, little research has assessed Uganda’s record in disrupting 

these flows. While the country has taken tangible steps to target 

the finances of IWT, the effectiveness of its actions has not yet been 

analysed.

Based on 35 semi-structured interviews with key stakeholders, a rigorous 

review of open-source literature and analysis of confidential information, 

this paper assesses the relationship between IWT and illicit finance in 

Uganda and considers how effectively the country is responding to these 

threats. In doing so, the paper represents the most in-depth independent 

study of a single jurisdiction’s experience of and response to the finances 

of IWT to date.

Download PDF

ILLEGAL WILDLIFE TRADE 
IN UGANDA: 
TRACKING PROGRESS ON ‘FOLLOWING  
THE MONEY’

Cathy Haenlein and Vincent Opyene

Illegal Wildlife Trade in Uganda: Following Financial Footprints

Vincent Opyene, CEO and Founder of the Natural Resource Conservation 

Network (NRCN), and Cathy Haenlein, Director, Organised Crime and 

Policing at RUSI, explain the importance of analysing the money 

generated by the illegal wildlife trade, and what needs to happen in order 

to build on recent progress in Uganda on following the financial footprints 

of wildlife criminals.

Republished with permission

http://rusi.org
https://rusi.org/explore-our-research/publications/occasional-papers/illegal-wildlife-trade-uganda-tracking-progress-following-money
https://static.rusi.org/295-OP-IWT-Uganda.pdf
https://rusi.org/news-and-comment/video-commentary/llegal-wildlife-trade-uganda-following-financial-footprints
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ARACHNYS | MONEY LAUNDERING DOG TRAFFICKING

The increasing risk of money laundering 
through illegal dog trafficking 

Criminals will infiltrate any business that will garner financial 

gain, or cover up their other illicit activities. We’ve already seen 

this through fishing, the cattle trade, and through shipments of 

gold. But while these industries may seem far-flung to those 

not involved in the process, financial criminals are hitting far 

closer to home, laundering money through man’s best friend.

The illegal dog trade has been very much on the radar of prosecutors, 

NGOs and financial investigators for the past decade, albeit the penalties 

handed to organized crime gangs for the offence have not gotten any 

harsher. The activity of selling unhealthy, illegally bred canines has seen a 

drastic increase in recent times, particularly as a result of the pandemic, 

and it must now surely ramp up pressure for governments, regulatory 

bodies and financial institutions to impose drastic legislation and 

sanctions to hinder the heinous crime.

Capitalising on fads

With dogs continually poised as the ultimate companion to humankind, 

they become a prime target to criminals ignorant of animal rights 

violations. Indeed, much like any illegal animal-smuggling activity, 

puppies are raised in horrific conditions, where mothers are forced to 

breed in disease ridden dens to meet demand for in-vogue dogs.

Certain dog breeds seem to experience a renaissance; a fashion 

statement as well as a loved family member, championed by celebrity 

culture at the time. In 2017, a surge of popularity for French bulldogs was 

rife, causing organized crime syndicates to focus their attentions away 

from drug or human trafficking to puppy-smuggling. In this year, it was 

estimated that crime lords were profiting nearly $40,000 a week from the 

practise, with around 200 puppies smuggled into the UK every day by 

around 100 gangs, many operating in Romania.

There are numerous reasons why criminals scoped out this opportunity. 

In 2011, pet passports allowed for dogs to enter Britain without the need 

to go into quarantine. Puppies of ill health could therefore enter the 

country to be sold on undetected. Companion animals (not limited to 

dogs) were also legally stated as ‘objects of rights’, that can be bought 

and sold and therefore at risk of commodification.

Covid’s impact

That picture has only negatively ballooned in the years since. Demand for 

puppies in Europe is so high that around an estimated 8 million new dogs 

are needed each year to fulfil that want. Even more shocking is that only 

an eighth of those are reared by licensed breeders or breeding facilities. 

Much like any trade-based money laundering technique, traffickers 

https://www.arachnys.com
https://nypost.com/2017/02/14/organized-crime-is-taking-over-the-french-bulldog-puppy-trade/
https://www.occrp.org/en/37-ccblog/ccblog/14263-the-canine-connection-europe-s-illegal-dog-trade
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see dogs as an easy way to be domestically produced, and trafficked 

from cheaper countries cross-border through easy means of falsifying 

payments and documents. There are also multiple touchpoints to make 

the AML tracking of dogs difficult; breeders, transporters, and retailers all 

in limited capacity roles. Puppies are often newborn and transported in 

cages in cars, or unfortunately hidden in floorboards and walls.

This illegal trade is attractive to organized gangs as it generates more 

money than others, including the illegal organ trade. The UK, Swiss and 

EU online dog trade is estimated to garner around €1.5 billion, so much 

so that “Zoo-Mafias” have been coined by the Italian authorities.

In the UK particularly, the covid-19 pandemic has seen a surge in 

‘dog-knapping’, with gangs stealing the pets of owners for a quick buck. 

A UK charity, DogLost, identified that compared to 172 stolen dogs in 

2019 (still a drastic number), around 465 thefts were reported in 2020. 

Sadly, only 1% of this crime in recent years has resulted in some form 

of prosecution. The ease of selling dogs online has become easier for 

criminals, distributing on legitimate sites including eBay, Facebook 

marketplace and Gumtree, who need to set up strict protocols to 

remove any blame from consumers unwittingly purchasing ill pups from 

launderers.

Whats more, on top of other fatal illnesses pervading the world, the crime 

of trafficking illegal dogs is another huge public health crisis. With the 

dogs bred in dirty conditions, the risk of disease being transmitted from 

country to country and person to person is astounding. OCCRP outlines 

that it poses a bigger problem on public health than other illegal wildlife 

trade and kills more European animals than the European arms trade kills 

humans.

Saving pets and people

Regulators and financial investigators both have an onus to flush out the 

illegal activity of puppy smuggling and the flow of its financial gain (as 

well as cash that may have been collected from other organized crime 

activities).

Such pioneering examples as the Biocrime Project, which targets illegal 

pet trafficking on the Italian-Austrian border, are one way to investigate 

trafficking at the source. But as this is confined to a specific jurisdictional 

area, more needs to be done to make the investigation of dog trafficking 

more EU-wide, and even further afield. This would be a huge help for 

governments and financial institutions to clamp down on the activities, 

and subsequent penalties, of perpetrators.

Already, the European Parliament looked to clamp down on unlawful 

pet trading adding a resolution in February 2020, and requiring all dog 

breeders to register with national authorities under the EU Animal Health 

Law. Online platforms will be forced to regulate themselves under the 

EU Digital Services Act too. However, with various countries operating 

of their own accord, many without compulsory Identification and 

Registration (I&R) protocols, a centralised database for the EU should 

become commonplace, stopping criminals attacking loopholes in the 

current ‘pet passport’ scheme.

For banks and financial institutions conducting AML investigations, 

utilising an EU-wide database would be a great way to detect illicit 

financial flow from animal trafficking. UBO registers go some way in 

identifying the hierarchical structure of organisations that can include 

various strands (i.e. shell companies), and these could play a role in 

tracking criminals’ involvement in the illegal pet game when a mandatory 

microchipping programme is rolled out to identify illegally bred puppies. 

A public register can also instil confidence in consumers looking to 

purchase legitimate dogs. Repeat offenders can also be flagged by 

financial bodies by the imposition of sanctions. With banks focusing 

on activities by organized crime groups, including tax evasion, these 

offences can be one way to identify their role in illegal pet trading and 

impose stricter regulations.

Stringing together the web of trafficked dogs – from the illegal breeding 

programs to transporters to eventual sellers, and the organized gangs 

that run the show – requires a large partnership of AML investigators, 

specific organisations and EU officials. By targeting offenders, individuals 

profiting from the proceeds can then be identified by banks through 

effective KYC and AML methods and public registers. By implementing 

a holistic, cross-jurisdictional method of tracking puppies from birth to 

sale, the health and wellbeing of all can be accomplished, we just need 

more time to get there.

Arachnys 
Elliot Burr: Digital Marketing Executive at Arachnys

Republished with permission

https://www.theguardian.com/lifeandstyle/2021/may/08/uk-taskforce-to-tackle-rising-number-of-pet-thefts
https://www.almonature.com/en_GB/blog/illegal-pet-trade-what-is-it-and-why-should-you-care/
https://www.almonature.com/en_GB/blog/illegal-pet-trade-what-is-it-and-why-should-you-care/
https://www.arachnys.com/
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Photo by Michael M from Pexels

FORWARD LOOK
Cheating the System: Where Permits Come as  
Freely as the Wildlife
Lauren Young 

Urgent action is needed to modernise the operation of the 

Convention on International Trade in Endangered Species 

of Wild Fauna and Flora (CITES), to prevent the systematic 

‘laundering’ of threatened species such as cheetahs.

The Global Initiative Against Transnational Organized Crime (GI-TOC) 

published in September 2021 a stark reminder of how current regulations 

on wildlife trade fail to protect some of our most threatened species. 

The GI-TOC Black Market Brief details how, with only 7,000 individuals 

remaining, wild populations of cheetahs are declining due to the 

continued pressure of commercial trade.

Despite being listed as CITES Appendix I – prohibiting trade in all 

but exceptional circumstances – cheetahs are still traded on the 

international market. South Africa is one of the few countries to allow 

legal exports of the species – where registered breeding facilities exploit 

a definitional loophole and sell cheetahs to private zoos abroad for 

‘educational’ purposes. Although the trade is regulated, the system is 

subject to substantial irregularities and as such has been subjected to 

much criticism.

Cheetahs Never Prosper: Unless You Are a Wildlife Trafficker Cheating 

CITES

Cheetahs are widely acknowledged to be a species that breeds poorly 

in captivity. Despite nearly all live exports of cheetah from South 

Africa being declared as captive bred, there is significant evidence to 

suggest that many cheetahs are in fact illegally taken from the wild and 

‘laundered’ through captive breeding facilities.

GI-TOC’s report highlights how cheetah cubs are removed from 

free-roaming southern populations in Botswana, Namibia and South 

Africa, and allocated micro-chips to falsely present the appearance of 

being captive bred. Other requirements imposed by the South African 

CITES Scientific Authority – such as studbook records, identification 

photographs and DNA fingerprints – are commonly ignored.

Only two captive breeding facilities in South Africa – out of a total of 

18 – are authorised to undertake trade in the species. However, as the 

report stresses, neither the facilities themselves nor the Department 

of Forestry, Fisheries and the Environment – the country’s designated 

CITES Management Authority – can effectively trace the movement of 

specimens between captive breeding facilities in South Africa. Therefore, 

who can say with any confidence that the cheetahs traded on the 

international market are not illegally taken from the wild?

http://rusi.org
https://shoc.rusi.org/blog/cheating-the-system-where-permits-come-as-freely-as-the-wildlife/
https://shoc.rusi.org/member/lauren-young/
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With cheetahs also illegally trafficked from East Africa and the Horn, 

the plight of cheetahs is grim. International buyers dealing with South 

African breeding facilities face legal expenses alone of up to $25,000 per 

cheetah. On the black market, a cheetah would cost at most $30,000. 

While recent articles have focused on illegal trade from East Africa and 

the Horn, in GI-TOC’s comparison with the ‘regulated’ trade from South 

Africa, one overarching message surfaces. This message is that both 

systems provide an avenue to illegally trade wild-caught cheetahs – the 

only notable difference being that one does it under a legal pretence.

Cheating CITES – Beyond the Cheetah Trade

Lack of traceability is not a problem unique to the cheetah trade. Wildlife 

traffickers also exploit the legal trade of many other species.

Between 2000–2010, the Solomon Islands was at the centre of a scam 

which saw tens of thousands of wild-caught birds traded ostensibly 

legally with CITES permits. The birds were falsely declared as captive 

bred, despite there being no substantial breeding facilities on the 

Solomon Islands.

Elsewhere, notwithstanding a worldwide ban on wild-sourced caviar, wild 

caviar is to this day laundered with falsified labels, forged documents or 

by mixing eggs into farmed stock globally. Meanwhile, as another Nature, 

Guns and Money article recently highlighted, in Latin America shark 

species are frequently sourced in neighbouring jurisdictions – thereby 

bypassing regional fishing bans – and traded internationally, ostensibly 

legitimately, with CITES documentation.

In the case of another species, great apes – like cheetahs – are listed 

as CITES Appendix I, yet criminals frequently try to export wild-caught 

species, either with false documentation or via captive breeding facilities.

Wildlife laundering also extends beyond fauna. Wild-harvested rare 

orchids are sometimes laundered through commercial greenhouses 

and exported with CITES permits falsely declaring them as artificially 

propagated.

Timber laundering is also a widely acknowledged problem. A recent study 

by the Environmental Investigation Agency found that timber companies 

operating in Africa and Asia – which on the surface appear to use 

appropriate CITES permits – often deal in illegally harvested timber.

Read the full article
Republished with permission

https://shoc.rusi.org/blog/cheating-the-system-where-permits-come-as-freely-as-the-wildlife/
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GIJN | INVESTIGATING-ARMS-TRAFFICKING
Editor’s Note: Over the next few weeks, GIJN is running a series drawn from our forthcoming Reporter’s Guide to 
Investigating Organized Crime, which will debut in full in November at the Global Investigative Journalism Conference. This 
section, which focuses on the illegal arms trade, was written by Khadija Sharife, senior editor for Africa at the Organized 
Crime and Corruption Reporting Project (OCCRP).

When film director Andrew Niccol began purchasing props for the 2005 

movie “Lord of War,” he learned an expensive lesson. Buying weapons — 

the real kind — was cheaper and easier than buying fake weapons. So, as 

he explained during the press tour for the film, he went ahead and bought 

a cache of 3,000 actual Kalashnikov rifles, while also leasing military-

grade tanks. The costly bit came afterwards. Though he destroyed some 

of the weapons in South Africa to prevent them from being reused, 

budget demands forced him to sell the rest (at a loss), cutting his price in 

half because the market was so flush with arms.

Loosely based on real-life arms dealers like Russia’s Viktor Bout, 

“Lord of War” opens by tracing the allure and threat of a bullet as it is 

brought into being from gunpowder to metal casing, conveyer belt to 

crate. Somewhere between the crates and the killing, as weapons are 

transported to garden-variety militia, terrorists, and totemic “warlords” on 

battlefields around the world — the movie plays with the roles of Liberian 

dictator Charles Taylor as buyer and Bout as supplier — the complex 

and opaque interplay between governments, lobbyists, arms dealers, 

financiers, intelligence agents, carriers, and couriers is brought out in the 

open.

Since the downfall of Bout and Taylor — the former was sentenced to 

25 years in a US prison after a sting operation, the latter to 50 years 

after a war crimes tribunal at The Hague — world military expenditure 

grew to nearly $2 trillion dollars in 2020. The four biggest spenders — 

the United States, China, Russia, and the United Kingdom — are also 

among the biggest arms suppliers globally. The global weapons market 

interlocks trade-based and financial exchanges within the same business 

models that drive transnational organized crime, war profiteering, and 

authoritarian or conflict-driven economies.

This is because national laws that govern arms dealing are uneven, 

contradictory, influenced by corrupted leadership, and rife with loopholes. 

Other barriers to exposing the weapons trade range from maritime and 

aviation secrecy concealing the transportation of arms; corporate entities 

that shield dealers and operators; the role of neighboring countries as 

conduits; and a barter system that allows one illicit commodity, such as 

ivory, to be exchanged for another.

So long as documents appear to be in order, trafficked goods can be 

transported within plain sight unless customs, or other official bodies, 

have formidable evidence to seize and search. As one South African 

official, based at a private airport, told me: “We earn nothing and have 

nothing … it is not within our power to confront or make powerful 

enemies.”

Investigative journalists are often the first to identify illicit, 
illegal, or corrupt activity involving arms.

 

Unlike drug or human trafficking which is prohibited everywhere, the triad 

of financial secrecy, arms, and too often, environmental crime, such as 

timber trafficking or wildlife poaching, can slip through the cracks. It can 

all depend upon the secrecy afforded by different jurisdictions as well as 

their corresponding legal, financial, and transportation systems.

Bout’s imprisonment, for instance, did not stop his network from 

continuing to supply weapons from Sudan to Syria using South African 

and Russian directors, Mauritian front companies, and fake air permits to 

acquire a fleet of gun-running planes. Some of these aviation companies 

are reportedly still operational in Mauritius, boasting “private jet” flights.

Commercial aircraft may turn their transponders off when in international 

airspace, rendering air traffic controllers blind. But Bout’s fleet of small 

planes — especially those older models without built-in GPS systems — 

are virtually undetectable and could literally fly under the radar within 

or between countries. The government of Mauritius, at the time, did not 

substantively act beyond media statements denying any wrongdoing.

The shield permitted by governments that sell arms or subsidize their 

private industries, as well as the tax havens that enable the outsourcing 

of activities from “here to elsewhere,” allow for an almost total blackout 

on publicly accessible information.

Investigative journalists are often the first to identify illicit, illegal, or 

corrupt activity involving arms, which are often linked to ongoing or 

forthcoming conflict, organized crime, corruption, and exploitation of 

natural resources.

https://gijn.org
http://rusi.org
https://gijn.org/2021/10/04/investigating-arms-trafficking/
https://gijc21.us2.pathable.com/
https://www.occrp.org/en/aboutus/staff/khadija-sharife
https://www.nzherald.co.nz/nz/director-finds-real-guns-cheaper-than-props/46QMNCH3JD3MGQQ3ABR4G3VOMQ/
https://www.newyorker.com/magazine/2012/03/05/disarming-viktor-bout
https://www.sipri.org/media/press-release/2021/world-military-spending-rises-almost-2-trillion-2020
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Global Scope

The arms industry has less mandatory and enforceable international 

legislation than the banana or soy industry, leading experts to previously 

claim that the sector has accounted for at least 40% of known global 

corruption.

Just 10 countries provide 90% of the global arms supply. In recent years, 

almost 40% of documented global supply came from the US. About half 

of US arms exports went to the Middle East, chiefly Saudi Arabia, the 

world’s biggest arms importer.

Diplomatic ties and peer pressure encourage states to report on annual 

arms imports and exports. For example, the Arms Trade Treaty (ATT) 

adopted by the United Nations General Assembly creates a multilateral 

framework for limiting the weapons trade and the use of arms for 

conflict, human rights abuses, and terrorism. But while the treaty has 

been ratified by more than 100 countries, major arms exporting nations 

like the US and Russia have not signed — and even some of those 

ratifying it, like China, have failed to provide annual reports.

In practice, these disclosures routinely fail to include corroborating data, 

and instead merely provide a checklist of claims that are impossible 

for the public, or foreign governments, to verify. In addition, in some 

countries that do report on their arms trading, a high-powered patron or 

politician may facilitate illegal activities under a legal framework. And 

among those nations that regulate the role of arms trading, sometimes 

the legal definitions of what constitutes illegal activity are vague or 

contradictory.

So, how can you dig deeper and bulletproof your investigations by 

leveraging public data?

World military expenditure has grown to nearly $2 trillion dollars but it can be 

difficult to investigate the international trade in arms.

Unless a country is embargoed or sanctioned, arms 
trading between nations is a largely private affair with little 

in the way of checks and balances.

 

A Private Affair

Unless a country is embargoed or sanctioned, arms trading between 

nations is a largely private affair with little in the way of checks and 

balances. But to start your reporting, it helps to understand the basic 

process of an arms deal:

1.  An importing government typically advertises tenders or privately 

solicits suppliers — or has been on the receiving end of lobbying from 

foreign companies and governments that seek to sell to them.

2.  The exporting government then authorizes the international sale 

of weapons, as well as services and technological systems, to the 

importing party. (Each country has its own domestic process for this 

approval.)

3.  Weapons may be manufactured and sold by private companies or 

government-owned or controlled entities.

Note: the weapons provided may end up being manufactured and sold 

by the exporting government itself (as a “foreign military sale”) or by that 

exporting country’s private defense sector (a “commercial” deal).

Read the full article and Case Studies 

Republished with permission

https://www.sipri.org/yearbook/2011/01
https://www.sipri.org/yearbook/2011/01
https://sipri.org/sites/default/files/2021-03/fs_2103_at_2020.pdf
https://www.sipri.org/media/press-release/2021/international-arms-transfers-level-after-years-sharp-growth-middle-eastern-arms-imports-grow-most
https://www.sipri.org/media/press-release/2021/international-arms-transfers-level-after-years-sharp-growth-middle-eastern-arms-imports-grow-most
https://thearmstradetreaty.org/download/ca484e55-0961-3851-b786-e83cbad741d3
https://gijn.org/2021/10/04/investigating-arms-trafficking/
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HUMAN TRAFFICKING. SOBERING 
REPORTS ON THE STATE OF MODERN 
DAY SLAVERY AND ORGAN REMOVAL. 

INTERPOL| CHILD SMUGGLING 

Chile: Police dismantle crime 
group smuggling hundreds of 
children 
October 2021

The network allegedly attempted to smuggle children of Haitian 
migrants to the United States, often unaccompanied by their 
parents. 

LYON, France – An operation codenamed ‘Frontera Norte’ has allowed 

Chile’s Criminal Investigations Police (Policía de Investigaciones – PDI) to 

arrest nine suspected members of a migrant smuggling ring following an 

investigation supported by INTERPOL and law enforcement across South 

and Central America.

The arrests took place on 29 September in the city of Arica, in northern 

Chile close to the Peruvian border. Those detained include four Chileans, 

two Venezuelans, one Peruvian, one Haitian and one Paraguayan, all of 

whom will face charges of unlawful association and migrant smuggling.

The ring is suspected of smuggling an estimated 1,000 Haitian migrants 

from Chile, with Mexico or the United States being the final intended 

destination.

To date, 267 Chilean children aged six or under – all children of Haitian 

migrants – have been detected on the irregular migration route to the 

United States in Costa Rica, Guatemala, Mexico, Nicaragua and Panama.

Not travelling with their real parents

The investigation began in January 2020, as Chile’s PDI began to receive 

reports of an abnormal flow of Chilean children of Haitian migrants 

crossing the border to Peru. Soon, in the midst of the global COVID-19 

pandemic, border stations in Costa Rica, Mexico, Nicaragua and Panama 

were reporting that large numbers of children of Chilean nationality were 

stranded, unable to continue their journey to the United States.

Oct 2021

https://www.interpol.int/News-and-Events
https://www.interpol.int/News-and-Events/News/2021/Chile-Police-dismantle-crime-group-smuggling-hundreds-of-children
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That March, Chile contacted INTERPOL’s Human Trafficking and 

Smuggling of Migrants unit, requesting that member countries in 

Central and South America and the Caribbean share any relevant 

information. The resulting data allowed Chilean investigators to 

compile a list of 185 minors smuggled through Central America by 

November 2020 – a list that has since grown to include 267 names.

Based on this list – and within the framework of the INTERPOL-

coordinated Operation Turquesa II – INTERPOL has issued Yellow 

Notices (global police alerts to locate missing persons) for each 

of the 267 children as well as 526 Blue Notices, which request 

additional information on a specific case, at Chile’s request. 

Investigators sought to locate the children’s parents and establish 

whether they were on their way to the United States.

In some cases, it was confirmed that children were not travelling with 

their real parents and, in other instances, they had been abandoned or 

their parents had died en route.

Promoted via WhatsApp groups

In the course of the PDI investigation, police identified a transnational 

criminal network dedicated to promoting and facilitating the irregular 

travel of Haitian migrants from Chile to the United States.

The facilitators promoted their services through WhatsApp groups and 

were responsible for transporting the migrants across the Chile-Peru 

border, after which the migrants began the long land route to the United 

States. The facilitators operating in Chile also had contacts with migrant 

smugglers in the other countries on the route.

“It is horrifying to think what these vulnerable children, some just a few 

years old, have suffered,” said INTERPOL Secretary General Jürgen Stock. 

“The diligence of the Chilean PDI in investigating and dismantling this 

network, with support from other involved countries via INTERPOL shows 

what law enforcement cooperation can achieve when information is 

shared.”

“INTERPOL’s databases and other information-sharing capabilities 

constituted a key element enabling the PDI to dismantle this international 

network dedicated to smuggling Haitian migrants to the United States 

and Mexico,” said PDI Director General Sergio Muñoz Yañez. “During 

the investigative process carried out by PDI’s Human Trafficking 

Investigation Brigade – which lasted more than one year – we had the 

support of law enforcement from different parts of the world, which 

demonstrates the commitment and support of our peers when there is a 

common goal such as fighting transnational organized crime”.

In response to migrant smuggling, INTERPOL offers a range of expertise, 

databases and services to law enforcement officials in source, transit and 

destination countries, helping to exchange information and coordinate 

action against smuggling syndicates through the Organization’s 194 

member countries.

“It is horrifying to think what these vulnerable 

children, some just a few years old, have suffered,” 

said INTERPOL Secretary General Jürgen Stock.

Republished with permission



47

NORTH AND WEST AFRICA: INTERPOL 
REPORT HIGHLIGHTS HUMAN 
TRAFFICKING FOR ORGAN REMOVAL
Strategic analysis will support a coordinated law enforcement response in the region and beyond.

INTERPOL| ORGAN TRAFFICKING

A new report from INTERPOL assesses the problem of 

trafficking in human beings for organ removal (THBOR), which 

is driven largely by the global shortage in organs for ethical 

transplant. While organ trafficking exists in all regions of the 

world, it is of particular concern in North and West Africa 

where impoverished communities and displaced populations 

are at greater risk of exploitation.

The strategic assessment report, produced as part of Project 

ENACT, provides insight and analysis into the issues, to enable 

law enforcement agencies in North and West Africa to devise 

the appropriate responses.

Transplant tourism

Organized crime groups are known to be behind trafficking in human 

beings for organ removal, drawn by the substantial profits that can be 

made.

Information suggests a wide spectrum of actors are involved in organ 

trafficking in North and West Africa with connections to the medical 

sector in countries from Africa and beyond, notably in Asia and the 

Middle East.

Trafficking in human organs can be done only in the framework of 

complex networks, due to the required skills (medical specialists, 

surgeons, nurses), logistics (matching compatible patients and donors), 

and healthcare facilities (analytical laboratories, clinics, operating 

rooms).

The report shows probable links between transplant tourism – where a 

patient travels abroad to buy an organ for illegal transplant – and THBOR 

in North and West Africa. Either in the context of transplants performed 

in North Africa with organs illegally sourced in the region, or transplants 

done elsewhere with illegally sourced organs from nationals from North 

and West Africa.

Vulnerable communities

Organized criminal groups profit from the desperation of the unemployed, 

migrants, asylum seekers and refugees to coerce them into selling an 

organ. Victims of human trafficking for sexual and labour purposes also 

find themselves at additional risk.

The techniques used for the recruitment and control of the victims are 

the same as those used for other types of human trafficking, such as 

promises of job opportunities abroad, as well as the use of threats and 

violence.

Most often, victim-donors receive a smaller amount of the money than 

had been agreed with the recruiter or broker, and in some cases they may 

not get any of the promised payment. Many victim-donors have suffered 

post-operative complications and health issues.

The socioeconomic impact of the COVID-19 pandemic is expected to 

fuel THBOR as it will likely be easier for brokers to coerce vulnerable 

individuals to sell an organ to improve their economic conditions. This 

is exacerbated by the fact that legal organ donations, and therefore 

transplants, have suffered major decreases since the outbreak of 

COVID-19.

Actionable intelligence

“While trafficking in human beings for organ removal is not a new 

phenomenon, it is underreported due to the clandestine nature of the 

crime, combined with a lack of awareness by law enforcement agencies 

and the deficiency of information sharing channels between the medical 

and police sectors,” said Cyril Gout, INTERPOL’s Direct of Operational 

Support and Analysis.

“This strategic assessment provides INTERPOL member countries with 

actionable strategic intelligence on THBOR in North and West Africa and 

https://www.interpol.int/News-and-Events
https://www.interpol.int/News-and-Events/News/2021/North-and-West-Africa-INTERPOL-report-highlights-human-trafficking-for-organ-removal
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will further facilitate law enforcement cooperation among the countries 

affected,” added Mr Gout.

The report supports law enforcement agencies to set priorities, so as to 

identify potential victims, investigate trafficking in human being cases 

that are motivated by the organ trade, and target the criminal networks 

that facilitate THBOR.

Project ENACT

Project ENACT (Enhancing Africa’s Response to Transnational Organised 

Crime) seeks to assist police in Africa to adopt proactive strategies to 

combat organized crime threats, facilitate information exchange and 

enhance investigative skills.

Project ENACT is funded by the European Union and implemented by 

INTERPOL and the Institute for Security Studies, in partnership with the 

Global Initiative Against Transnational Organized Crime.

Read the related documents

Trafficking of Human Beings for the purpose of Organ Removal in North 

and West Africa
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Trafficking of Human Beings for 
the purpose of Organ Removal 
in North and West Africa

July 2021

This project is funded  
by the European Union

Republished with permission

http://Trafficking of Human Beings for the purpose of Organ Removal in North and West Africa
http://Trafficking of Human Beings for the purpose of Organ Removal in North and West Africa
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EXPAND USE OF INTERPOL TO ADDRESS 
GLOBAL CRIME THREATS-G7 MINISTERS
Data sharing essential in preventing extremists from travelling to and from Afghanistan

INTERPOL| G7 MINISTERS

LONDON, United Kingdom – G7 Interior and Security Ministers 

have called for expanding the use of INTERPOL to respond to 

global crime threats and terrorism through increased sharing 

of information, expertise and operational support.

During discussions on the current situation in Afghanistan, the 

importance of data sharing and having the right capabilities and 

processes to identify terrorists travelling into, or out of, the country were 

identified as priority areas.

With more than 4,200 INTERPOL alerts related to subjects with either 

direct or indirect links to Afghanistan, as well as details of some 60,000 

profiles of foreign terrorist fighters, Secretary General Jürgen Stock 

underlined the need to make this information as widely available as 

possible.

Fingerprint match

An example of this was the identification and arrest of an irregular 

migrant at the Schengen border in September 2020 after checks against 

INTERPOL’s databases revealed a fingerprint match to an improvised 

explosive device recovered years before in Afghanistan.

Given this success, Secretary General Stock welcomed the G7 Ministers’ 

recognition of the need to increase the provision of biometric data 

particularly DNA and fingerprint information, where appropriate, as well 

as contributions to INTERPOL’s Crime Analysis Files.

INTERPOL Secretary General Jürgen Stock said: “We 
can do more, and with the right support we will do more, 

because the global threat requires it.

“Intelligence flows should mirror an increasingly interconnected world, 

which is why we must avoid creating regional silos or duplication of 

processes which prevent global information fusion.

“A fully integrated global security architecture supported by INTERPOL 

can help more effectively address crime threats such as terrorists 

attempting to cross borders, child abusers exploiting their victims, or 

ransomware attacks against critical infrastructure,” added the INTERPOL 

Chief.

“The leadership shown by the UK and especially the Home Secretary 

during this G7 Ministers meeting has provided a strong platform for real 

action, and I look forward to further strengthening our relationship to 

achieve positive results,” concluded Secretary General Stock.

https://www.interpol.int/News-and-Events
https://www.interpol.int/en/News-and-Events/News/2021/Expand-use-of-INTERPOL-to-address-global-crime-threats-G7-Ministers2
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Identifying child abuse victims
Reflecting the Ministerial support for INTERPOL, the ‘London Interior Commitments’ issued at the end 
of the meeting also identified the need to coordinate funding for INTERPOL’s core capabilities.

Additionally, Ministers committed to the active promotion and use of the International Child Sexual 
Exploitation (ICSE) database. On average, the ICSE database helps identify seven child abuse victims 
every day, and in total has assisted in the identification of more than 26,000 victims worldwide, and 
more than 12,000 offenders.

Tackling money laundering and illicit finance, which along with corruption, was also highlighted in 
the London Interior Commitments as a crucial element in disrupting serious and organized crime 
networks, an increasing priority through the COVID-19 pandemic.

INTERPOL’s work with the International Anti-Corruption Coordination Centre in London facilitates 
secure operational communications. To date, nearly 1,600 INTERPOL alerts have been issued by 99 
countries against suspects involved in alleged corruption and bribery offences.

In this respect, the G7 Ministerial support for strengthening INTERPOL’s mechanisms to maintain the 
integrity of its system of notices and diffusions was also welcomed by Secretary General Stock.

Republished with permission
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AUSTRAC | FIGHTING CHILD EXPLOITATION

Fighting child 
exploitation, through 
strong partnerships

Republished with permission

September 2021

This month marks the third anniversary of the Australian Centre to 

Counter Child Exploitation (ACCCE). We partner with the ACCCE to drive 

a collaborative national response against child sexual exploitation, to 

protect some of the most vulnerable members of our community—our 

children.

AUSTRAC is a proud member of the AFP-led ACCCE, which partners 

with government and Commonwealth agencies, law enforcement and 

investigative authorities, non-government organisations, the private 

sector and academia, to counter the epidemic of child exploitation.

Recently, the ACCCE launched the Stop the Stigma campaign to 

encourage conversation about this difficult topic and help victims to 

speak up and seek support.

Combating child exploitation is a top priority for AUSTRAC. We work with 

our partners to identify and detect potential signs of child exploitation, 

and support law enforcement to investigate and prosecute these crimes. 

Since the establishment of Fintel Alliance, we’ve seen:

    > a 945% increase in reporting of suspected child-related offending

     >  improvements in the quality of reporting, referring to multiple 

indicators

     >  the arrests of significant offenders and dismantling of child 

exploitation networks.

How you can help
We all have a role to play in the fight to identify and prevent these terrible 

crimes against children. Your business can help identify potential signs 

of child exploitation, and report to AUSTRAC.

AUSTRAC’s Fintel Alliance ‘Combating the sexual exploitation of 

children for financial gain activity indicators report’ helps the financial 

services sector to detect suspect transactions, to combat child sexual 

exploitation.

Download: Combating the sexual exploitation of children for financial 

gain activity indicators report

Visit the ACCCE’s website to learn more about its important work and 

how you can help.

Together, we can help protect children in Australia and overseas.

https://www.austrac.gov.au/
https://www.austrac.gov.au/fighting-child-exploitation-through-strong-partnerships
https://www.afp.gov.au/news-media/media-releases/groundbreaking-campaign-urges-australians-start-national-conversation
https://www.austrac.gov.au/business/how-comply-guidance-and-resources/guidance-resources/combating-sexual-exploitation-children-financial-gain-activity-indicators-report
https://www.austrac.gov.au/business/how-comply-guidance-and-resources/guidance-resources/combating-sexual-exploitation-children-financial-gain-activity-indicators-report
https://www.accce.gov.au/
https://www.accce.gov.au/


52

FEATURING
Suz Hall | Bayleys

Lindsey Shaw | Yovich

Hazel Fasthorse | Survivor



53

WOMEN IN AML: SUZ HALL

ATTIC interview Kickass 
Woman Suz Hall

What your journey looked like to becoming an AML compliance 

& Privacy specialist?

Haha – I still wonder sometimes how I got here! To be honest I kind of fell 

into becoming an AMLCO and Privacy Officer…. I didn’t even know what 

“AML/CFT” was...I had to google it! And trust me, when I read about the 

responsibility of the role within the business, my eyes reflected that of a 

possum in headlights!

After five years of being a General Manager for a very large property 

management company spanning Hawkes Bay through to Tauranga, I 

decided to take some time out, and in the New Year think about my next 

career move. One day I got a call from James Macpherson (Director), and 

he asked to meet with me. He explained that the business was growing 

and there was the need for someone to take over the role of AMLCO

from Rachel Goodyer. Rachel is also the CFO and who had for the last 18 

months pioneered and implemented AML into the business, which also 

included the Gisborne and Masterton offices.

What collection of experiences have influenced, or given you 

invaluable knowledge with AML?

I have always been a firm believer – if you are privileged enough to have 

the opportunity to do something you are passionate about – then grab it 

with both hands and do it.

I had no experience with AML, and I wasn’t sure I actually felt qualified 

to do the role, but I have been a real estate agent, general manager, a 

private investigator, owned a business, a professional singer/musician 

and a marriage and funeral celebrant and all these career choices and 

experiences definitely put me in good stead for my role as an AMLCO. I 

learnt how to understand and apply law, have an inquisitive mind, trust 

my instinct, be empathetic, listen to people, be strong in communication, 

be process driven and articulate.

And how have you been able to apply these to the role?

Business is about people – without people, you have no business. You 

need to be a trusted person to many.

In this role you are speaking and working with many people from all 

sectors like the FIU, the DIA, solicitors, accountants, trustees, senior 

management, vendors, and agents. You need to be confident in your 

role as an AMLCO and have a solid understanding of AML. My past 

experiences in different industries have allowed me to confidently grow 

in this role.

What challenges do you think as an AML & Privacy compliance 

person have or face daily?

I think people’s “perception” of what AML/CFT is. If AML is not explained 

correctly and thoroughly with a vendor, they can sometimes be quite 

resistant in supplying documentation for CDD. AML is often thought of 

as very unnecessary, deemed to be “targeting” the wrong people and very 

much an inconvenience to the process of selling real estate. The most 

seamless CDD’s are when agents have a good understanding of AML, 

they have explained the process well to the vendor and have presented 

AML in a positive manner.

Throughout your career journey, what stand-out people who 

have motivated, mentored, and or guided you?

In my 18 months of being an ALMCO, I would definitely have to say 

James Macpherson, Rachel Goodyer, Kerry Geange and of course Donna 

McMillian. Their combined knowledge of the real estate industry is 

second to none, they are 100% supportive of me and my role and see me 

as a valued member of their team…. Thanks, James, for making that call!
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And, could we get a little 
personal . . .
Favourite eating place? Hmm – given I have lived much of the last few 

years living rural – takeaways or eating out isn’t something I have done a 

lot of. However, I do like to sit and relax over a glass of Sav at any rustic 

winery.

Chill time – what works for you? And hey, lets be honest here – no 

judgment . . . For many years I sang and played acoustic guitar 

professionally – now it’s something I only get to do occasionally when 

things aren’t so hectic.

I love the outdoors! – Once a month I try and get down to the South 

Island to do a road trip which includes camping, tramping, river 

canyoning, kayaking – doesn’t matter the season. I’m keen! - The best 

times have been when nothing is planned – you just drive that car like 

you stole it haha.

What are clear traits that make you great at what you do? I love to see 

people excel in what they do – and in order for the agents to do that, I 

need to be on top of my game. So, this requires me to be knowledgeable, 

accessible, adaptable, well organised, calm,dependable…. oh! and 

definitely a great sense of humour for when things get a little bit stressy!

What’s the last thing you geeked out about? Oh gosh – because of my 

“inquisitive and investigative” mind – when I get the time, I love binge 

watching crime movies/series... Friends hate watching them with me as I 

always seem to work out the ending and “who’s dunnit” halfway through…

of course I have to let them know and spoil the whole thing for them.

Family time: best spots? My grandson is nearly six years old – from the 

day that he was born I have had him pretty much every weekend to stay 

– Picking him up on a Friday after school is certainly the high light of my 

week as we get to do so many things…from fighting zombies, to making 

couch forts, to exploring new places, kayaking, and camping. He truly is 

my little sidekick.

Recommended, preferred drink? This would definitely have to be Whitley 

Neill Rhubarb and Ginger gin – no other comes close!

Favourite meal to make? That’s assuming you can cook . . . again, no 

judgment! Easy – This has to be the traditional family roast – however 

it’s more about the people sitting around the table eating and sharing 

time together … But I do have to admit I think I have mastered the art of a 

perfect lamb roast with the help of a meat thermometer and a weber bbq!

With knowledge and wealth of experience in property management, as a co-owner of a property 

management business growing to become one of the Hawkes Bays largest leading companies over 

four-years my continued passion for property continues in the AML compliance and as a Privacy 

specialist.

I’ve been described as a capable, committed, and tenacious person when once assigned a task I stick 

at it doggedly until a successful outcome is obtained.

Suz Hall
AMLCO

mailto:suz.hall%40bayleys.co.nz?subject=ATTIC%20Women%20in%20AML
https://www.bayleys.co.nz/
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1. What has the journey looked like working in AML? 

It’s been a huge learning curve. When accountants were captured from 1-October-2018, it was all new 

and everyone I spoke to had a different interpretation of the legislation. There was no one answer. I 

learnt to trust my instinct and never be afraid to seek clarification or guidance from our regulator. This 

helped in putting policies and procedures in place. There has been a degree of trepidation, not knowing 

if what you’ve implemented would meet the requirements of the DIA, however we have just had our 

first Audit and received a positive result and feedback which has been a huge sense of relief.

2. And what part of what you’ve learnt has helped or lead to your current role? 

An eye for detail and understanding the importance of policies and procedures and getting buy in 

from the whole team. This allows me to fulfill my dual role of Operations & Compliance Manager in an 

Accounting practice.

3. Is this something you’ve consciously worked towards, or saw as an opportunity to 

gain more experience in the AML sector and your AML journey? 

I wouldn’t say that it was something I consciously worked towards. I have worked in compliance for 

many years, so when I was offered the opportunity of becoming the compliance officer in a previous 

firm, it seemed a natural progression. The processes and procedures I put in place and the learning 

I undertook was integral for my current role. I am passionate about compliance and the AML/CFT 

sector is certainly an area I want to continue to learn and develop in.

4. What are some of the biggest challenges, in your opinion, businesses and people face 

with AML? And does this differ from industry-to-industry? 

One of the biggest challenges in the beginning was getting buy in from our existing clients. One of the 

key messages we have received throughout the journey is ‘Know your client’… it’s tough to approach 

a client that has been with a firm for many years and ask them to prove who they are, it was deemed 

offensive by some, so being able explain why we need the information was key.

Another challenge has been the push-back from other professionals, some seem to have quite a 

relaxed approach to compliance, however I do think this is changing.

Technology options are improving which has been fantastic. It has made the onboarding process 

easier for our clients however there needs to be some work done in the biometric space as this seems 

to be where most issues come in.

5. Do you think there is a lack of understanding or confusion with AML? And what can 

those in the industry do better, in your opinion? What are or is the biggest positive 

change you’ve seen? 

I do believe there is a lack of understanding and confusion around AML. I think as a small country the 

common thought has been that it won’t happen in New Zealand, but as we’ve seen… it does happen in 

New Zealand. Since being captured by the Act in 2018 there is more information available and there is 

WOMEN IN AML: LINDSEY SHAW

… One of the key messages we 

have received throughout the 

journey is ‘Know your client’ …
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Lindsey Shaw
OPERATIONS & COMPLIANCE MANAGER

E lindseys@yovichadvisory.com

P 09 601 3300

Now lets get a little personal . . . 
Favourite eating place? Split Bar & Restaurant 
here in Whangarei. The food is fantastic, the staff 
are friendly, and you are always greeted with a 
smile.

Chill time – what works for you? And hey, lets 
me honest here – no judgement . . . Netflix, I’m 
currently watching S.W.A.T, it’s addictive. I also 
like to read. Favourite author at present is James 
Patterson, I like a good detective story.

What are clear traits that make you great at 
what you do? Attention to detail and an enquiring 
mind. 

What’s the last thing you geeked out about? My 
boss would say AML…

Family time: best spots? Time at home together 
when there is no rush to be anywhere. We also 
like to spend time in Hamilton with family and 
friends.

Recommended, preferred drink? Coffee by day, 
Gin lime and soda by night

Favourite meal to make? That’s assuming you 
can cook . . . again, no judgement! I lack creativity 
in the kitchen, so HelloFresh is my friend. It takes 
the stress out of having to decide what to cook 
and allows variety. My kids love it!

more training material out there. We are hearing of more and more prosecutions in this space, and it 

makes it real. What we are doing is important.

6.  During your career have there been standout people who’ve motivated and mentored 

you How did they, if at all, impact where you are now? 

There is no one person that stands out amongst the other, but the support and encouragement I 

have received from Senior Managers and Directors along the way has helped me to believe in myself, 

move out of my comfort zone and keep working hard to achieve my goals. Without their support and 

feedback, I’d never be where I am today.

What are your top tips/suggestions for those looking to further their journey in this 

sector? 

Be passionate and stay focused. Read all the information and updates that are provided. 

Attend as many Summits and Conferences as you can. This is where the best learning takes place. It’s 

a chance to connect with others in the industry and discuss what is working and what is not working.

https://www.yovich.co.nz/
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SURVIVOR STORY: 
HAZEL FASTHORSE

POLARIS PROJECT

The last time I was sex-trafficked it was January 2010. I was a senior 

in high school and my trafficker controlled me for nine months of the 

school year. When I escaped and went to the police, I was blessed to 

have a detective that understood sex-trafficking. He told me there was 

one program in my city that would meet my needs, but they only had 

three beds and might not be able to take me right away, so he gave me 

the number to the National Human Trafficking Hotline.

The hotline advocate who took my call was exactly what I needed her to 

be at the time: supportive yet firm. She listened closely to me and pushed 

back on some of the languages I used to describe myself – language that 

indicated that I had internalized my victimization and abuse. When I used 

the label prostitute to describe myself, for example, she said “did you 

want to work in the sex industry as a little girl?” she reminded me that I 

was 17 and that according to U.S. law, I was a sex-trafficking victim, not 

a prostitute. She told me “you can’t use a label you didn’t pick/ Did you 

pick that label for yourself?” While this may sound a bit harsh, the truth 

was, it was precisely the message I needed to hear: This isn’t your fault. 

This isn’t your doing. You are not responsible for this and you deserve to 

feel safe and treated with dignity and respect. Up until this conversation, 

I had never viewed myself or my situation in this way. I was the teenager 

who spit on cops and had multiple gang initiations. I was tough. I was a 

fighter. I didn’t think I needed help because I didn’t see myself as a victim 

of anything. 

The hotline advocate listened, took me seriously, and treated me like a 

human being worthy of love, compassion, and kindness. She fought for 

me in a way that didn’t void but instead supported my inner warrior. It 

took time to find services because the anti-trafficking field at the time 

was still so new. The hotline didn’t give up on me though. They found 

a service provider who would meet my needs. But the advocate went 

above and beyond this even. While I was waiting to connect with a direct 

service provider, she connected me to a survivor leader in my area for 

additional support. Connecting with another survivor for the first time 

was life-changing. I felt understood. For the first time, I felt like someone 

really saw me for who I was.

My initial healing journey was a long one. I was dealing with complex 

PTSD and coping with it in a healthy way was a learning curve. I often 

felt overwhelmed and confused and many times when I felt like I had no 

one to talk to – I called the hotline. The hotline was always my “last-ditch 

effort” – the resource I called when I felt at the end of my rope. And they 

were always there for me to listen, provide validation and emotional 

support, and re-orient myself to my support network on the ground. They 

never over-promised or told me they were going to fix things for me. 

In fact, the only promise they ever made was that they would try their 

absolute best. Hearing this was so important because it made me feel 

like I truly had a safety net. Like many survivors, I was never looking for 

someone to “save” me and the hotline never attempted to play that role.

Instead, the advocates were the listening ears, the advocates, the 

service provision landscape navigators who put me in a position to save 

myself. I will always be grateful for the hotline advocates who helped me 

when I most needed it. And today, now that I am a victim advocate and 

well-respected leader in the anti-trafficking field, I rely on the hotline as a 

professional, knowing that to the extent this is possible, they will do what 

they can to serve other survivors facing the same battles I once faced. 

– Hazel Fasthorse 

Republished with permission

https://polarisproject.org/our-work/
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I WAS TOUGH. I WAS A FIGHTER. I DIDN’T 
THINK I NEEDED HELP BECAUSE I DIDN’T 
SEE MYSELF AS A VICTIM OF ANYTHING. 

COMBATING MISINFORMATION Understanding Human Trafficking

25 Million people ARE TRAFFICKED WORLDWIDE.

We cannot end this one person, one survivor at a time. But 

with your help, we can target the systems that make human 

trafficking possible.

MYTH

Human trafficking is always or usually a violent crime.

All human trafficking involves commercial sex.

Traffickers target victims they don’t know.

Who We Are The Polaris Project

Founded in 2002, Polaris is named for the North Star, which people held in slavery in the United States used as a guide to navigate their way to freedom. Today 

we are filling in the roadmap for that journey and lighting the path ahead.

Serving victims and survivors through the 

National Human Trafficking Hotline.

Building a dataset that illuminates how human 

trafficking really works, in real time.

Turning knowledge into targeted systems-

level strategies to disrupt and prevent human 

trafficking.

VIEW THEIR IMPACT

	 	 	 

https://polarisproject.org/our-work/
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WOMEN WHO WILL NEVER 
BE SILENCED
Natalia Estemirova and Daphne Caruana Galizia

JUSTICE FOR JOURNALISTS

Trouble with the Truth focuses on two women who were guided by 

the relentless pursuit of truth and were punished for it in the most 

inhumane way. Natalia Estemirova was an activist and a journalist from 

Chechnya who investigated and documented human rights abuses in 

the region. Daphne Caruana Galizia exposed corruption in Malta, naming 

and shaming powerful individuals. Their children Lana Estemirova 

and Matthew Caruana Galizia talk about their mothers and the search 

for justice in the aftermath of their murders. They discuss the latest 

developments in their mothers’ cases, (including the recent decision of 

the ECHR regarding Natalia), what led them to their own path of activism 

and what they do to ensure the memory of their loved ones lives on.

Matthew Caruana Galizia opens up about the family’s struggle for justice 

in a Justice for Journalists podcast with Lana Estemirova.

Lana Estemirova, daughter of assassinated Chechen activist and 

journalist Natalia Estemirova, and Matthew Caruana Galizia, son of 

assassinated journalist Daphne Caruana Galizia, spoke about the 

parallels and differences between their struggles for justice in the 

aftermath of their mothers’ deaths in an episode of ‘trouble with the 

truth’, a podcast hosted by the Justice for Journalists Foundation.

Matthew Caruana Galizia, himself a journalist who has, since his mother’s 

assassination, been at the forefront of projects that followed up on her 

work while actively campaigning for justice, said the family “knew” their 

“lives would be hell” after the murder.

“I knew it would be like that the moment the murder happened, that it 

was going to be a very long fight. You could tell straight away, and I think 

that the intent was to send a message that says the people who did it are 

very powerful,” Caruana Galizia stated.

“Obviously, my instinct was not to run away but to react to it, and it was 

the same for the rest of the family. We wanted to resist this attempt to 

silence everyone,” he added.

When asked about what living in Malta was like after his mother was 

assassinated on 16 October 2017, Matthew said “there’s definitely a dark 

cloud” hanging over the family’s prospects ever since.

“It’s difficult to live here. Every time I leave the house, I have to drive 

past the same spot my mum was murdered. In court, I sit one metre 

away from people who are being prosecuted for the murder. My family is 

harassed in public, there’s constant intimidation – it’s difficult,” he said.

“At the same time, I live in the house that my mum and my dad restored, 

that’s filled with all of her things. Her garden, everything; it’s a beautiful 

place. It goes some way towards making up for everything else,” he 

added.

Lana Estemirova spoke of how she was just 15 years old when her 

mother was murdered, and that she had to flee to the UK from Chechnya, 

her family’s home country when Natalia was murdered over a decade 

ago.

When asked to describe what the reaction to news of the murder of his 

mother was like for him, Matthew Caruana Galizia further spoke of how 

the family felt the need to dive straight into activism, with much of their 

work as individuals coming together with the Daphne Caruana Galizia 

Foundation as its guiding framework.

“I think it was very important to have my family in this. Without that 

kind of support system, you wouldn’t be able to get very far. It would 

be impossible to cope on your own; things would just eat away at you 

slowly,” Caruana Galizia said.

The Foundation’s core mission, according to Caruana 
Galizia, is “to obtain justice” for Daphne’s murder and her 

investigations. On a long term basis, the Foundation  
is on a mission to make the country “more democratic  

and less corrupt”.

https://jfj.fund/
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“The fact we were all adults by the time it happened played a huge part 

in the process. I was working for an organisation that had hundreds of 

investigative journalists as members. My middle brother was working 

for the government; my youngest brother was working for a think tank in 

London,” he continued.

“We knew our way about the international realm by then, it would have 

been very different if we were teenagers when my mother was killed,” he 

added.

Estemirova is convinced that the Russian State, which should 

have directed scrutiny towards Chechen dictator and Kremlin ally 

Ramzan Kadyrov, should have exposed the link between her mother’s 

investigations into crimes against human rights committed by Chechnya. 

The investigation failed to factor in the extensive list of threats her 

mother was facing from Kadyrov’s government.

She expressed her disappointment over the European 
Court of Human Rights’ conclusion that the Russian 

State’s investigation into her mother’s murder in 2009 was 
bereft of the evidence needed to draw a conclusion about 
who was responsible for the murder, labelling the case in 
the human rights court as the last hope she had for any 

form of justice.

The two also spoke of the lengthiness of court proceedings and how in 

both murder investigations, any tangible convictions will likely end up 

taking years to secure, with Estemirova stating that she was absolutely 

sure “she would never see justice as long as Putin and Kadyrov are in 

power”.

To hear the full episode and learn more about Justice for Journalists

https://theshiftnews.com/2021/09/22/we-knew-our-lives-would-be-hell-after-my-mothers-murder-matthew-caruana-galizia/
https://jfj.fund/
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Chuck Collins, author of The Wealth Hoarders: How Billionaires 

Pay Millions to Hide Trillions, and co-editor of Inequality.org at the 

Institute for Policy Studies, said in a statement that "the U.S. has 

become the weak link in stopping global crime and wealth hiding." 

"States like South Dakota and Delaware have morphed their laws 

to attract billions, sometimes illicitly obtained, from around the 

world," he said. "We in the U.S. should be embarrassed that we've 

become a magnet for kleptocratic funds."



62

Make a Difference in the 
Fight Against Human Crime

The Knoble is a growing network of professionals that prevents 
criminals from profiteering through the world’s financial systems 
from human trafficking, scams, child exploitation, and elder abuse.

25+ Million People are Victims of 
Human Trafficking

$63 Billion Lost in Unemployment 
Benefit Fraud in 2020

25+ Million Child Exploitation 
Images Found Each Year

5.5 Million Individuals Over 65 are 
Victims Every Year

Join The Knoble Network
Follow us on LinkedIn

https://www.theknoble.com/
https://www.linkedin.com/company/the-knoble/
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FMA steps up enforcement of anti-money  
laundering breaches
MR No. 2021 – 46

During 2019/20, an 

assessment by the 

Financial Action Task 

Force (FATF) of the 

effectiveness of New 

Zealand’s AML/CFT 

measures found the 

country was doing 

well but there is room 

for improvement.

NEW ZEALAND | FMA

The Financial Markets Authority (FMA) - Te Mana Tātai Hokohoko – has escalated its enforcement 

approach to non-compliance with New Zealand’s anti-money laundering and countering financing of 

terrorism (AML/CFT) rules, according to a new report.

The FMA’s AML/CFT Monitoring Insights Report covers the regulator’s monitoring of the AML/CFT Act 

over the past three years (1 July 2018 – 30 June 2021). The report notes the FMA issued three public 

warnings, brought its first High Court proceedings under the Act and 27 formal, private warnings were 

issued. The FMA’s previous monitoring report (1 July 2016 – 30 June 2018) said the regulator issued 

one public warning and 17 formal, private warnings.

The FMA is one of three supervisors under the AML/CFT Act, along with the Reserve Bank of New 

Zealand (RBNZ) and Department of Internal Affairs (DIA). The FMA supervises around 750 reporting 

entities under the Act, two-thirds of which define themselves as financial advice providers.

In the three-year period the FMA conducted 60 monitoring reviews on firms, identifying 363 issues 

requiring remedial action. The most common areas of concern were inadequate and outdated AML/

CFT programmes and entity self-risk assessments, as well as insufficient customer due diligence by 

entities. 

James Greig, FMA Director of Supervision, said: “New Zealand’s AML/CFT regime has been in place for 

eight years and businesses have had plenty of time to comply with the regulations. Accordingly, we 

have now less tolerance for companies not meeting their obligations, which is reflected in an increased 

number of enforcement actions. Disappointingly, we found numerous instances of businesses not 

meeting basic requirements, particularly around having a robust AML/CFT programme.

“The FMA has also spent considerable time educating the industry on what’s expected, including 

targeted training for compliance officers on how to monitor accounts and transactions, and file 

suspicious activity reports. This appears to have had an impact, with large increases in volumes of 

suspicious activity reports being filed by firms.”

Read the full media release

https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
https://financialmarketsauthority.createsend1.com/t/r-l-trshdc-blkdkhjjit-j/
https://financialmarketsauthority.createsend1.com/t/r-l-trshdc-blkdkhjjit-t/
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AML/ CFT monitoring insights report

Aug 21 

Insights from the FMA’s monitoring of New Zealand’s anti-money laundering and countering financing 

of terrorism measures by FMA reporting entities from 1 July 2018 – 30 June 2021 .

Download the full report

AML/CFT Monitoring Report
Last updated: 30 September 20211 

AUGUST 2021 

AML/CFT monitoring 
insights report 
Insights from the FMA’s monitoring of New Zealand’s anti-money 
laundering and countering financing of terrorism measures by FMA 
reporting entities from 1 July 2018 – 30 June 2021 

 

  

Issued by FMA; Reserve Bank of New Zealand and Internal Affairs: 

The purpose of this report is to help reporting entities (REs) better understand our expectations, and 

what they can do to improve their systems and processes to comply with the Anti-Money Laundering 

and Countering Financing of Terrorism Act 2009 (the Act) and its supporting regulations.

AML/CFT monitoring report 2021

This report summarises the findings of our monitoring activities undertaken during the period 1 

July 2018 to 30 June 2021, which marked the eight year of the Act becoming effective. We focused 

on risk assessments being up to date and well-maintained; adequacy and effectiveness of policies, 

procedures and controls included in AML/CFT programmes; customer due diligence, ongoing 

customer due diligence including account and transaction monitoring, enhanced customer due 

diligence; governance and management oversight.

Download the AML/ CFT Monitoring report 2021, PDF

https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
https://www.fma.govt.nz/assets/Reports/AMLCFT-monitoring-report-2021.pdf?utm_medium=email&utm_campaign=MEDIA%20RELEASE%20FMA%20steps%20up%20enforcement%20of%20anti-money%20laundering%20breaches&utm_content=MEDIA%20RELEASE%20FMA%20steps%20up%20enforcement%20of%20anti-money%20laundering%20breaches+CID_ffe806e8b3e27db9a6ff273f97303748&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=AMLCFT%20Monitoring%20Insights%20Report
https://www.fma.govt.nz/news-and-resources/covid-19/covid-19-aml-cft-deadline-extension/?utm_medium=email&utm_campaign=Covid%20FMA%20Update%20-%2026%20August%202021&utm_content=Covid%20FMA%20Update%20-%2026%20August%202021+CID_9b5f5c97d1ac07b3c25d3a1548f73576&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20the%20full%20extension%20announcement
https://www.fma.govt.nz/assets/Reports/AMLCFT-monitoring-report-2021.pdf
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Financial Intelligence Unit Update 
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The Suspicious 
Activity Report 

AUGUST 2021 

New Zealand Financial Intelligence Unit 

 

Notes from the Acting Head of FIU: Detective Senior Sergeant Dave Bealing 

Kia ora all, welcome to the latest edition of the Suspicious Activity Report. I am filling in for Christiaan 

for a couple of months while he is in the Financial Crime Group Director’s chair. 

I have been in the FIU for nearly six years now, firstly as an Intelligence Supervisor, then as Operations 

Manager. During that time the FIU has doubled in size, in part as a response to resourcing the fight 

against organised crime, but also in recognition of the importance of the AML/CFT regime. Increased 

awareness within Police of the FIU’s information and capabilities has raised demand for our financial 

intelligence holdings. You can be assured we are making good use of the information you provide.

In line with Police’s Prevention First operating model, there is now a wider understanding and 

acceptance that our AML/CFT legislation spearheads our efforts not only to identify and target crime, 

but to prevent it. To achieve the New Zealand Police vision of being the safest country, and to really 

prevent money-laundering and other acquisitive crime, we need to stop illicit funds from entering our 

financial system. I appreciate this is easier said than done, and I acknowledge the cost to businesses, 

but I encourage all reporting entities to be robust in your decision making when it comes to customer 

due diligence. If you have suspicions, file a report, but also consider declining the person as a 

customer. It’s ‘anti’-money laundering, right?   

Last year over half of all reported crime was financially motivated; our AML/CFT system is the tool to 

prevent a good proportion of this crime, and I’m confident it already has significant impact.

’d like to finish by hijacking this forum to personally acknowledge our reporting entities for their 

ongoing contributions and dedication. I have spent the last few years of my life reading innumerable 

Suspicious Activity Reports (SARs); SARs about cannabis grow houses and meth sales, SARs about 

illegal fishing, SARs about stolen credit cards, SARs about right-wing extremists and faith-based 

fundamentalists, SARs about drug dealers with flash cars, SARs about gambling dens, SARs about 

scams (so many scams), and a lot of SARs where it’s not immediately clear what is going on, but do 

our best to find out.  I can tell you that your work has contributed to many successful outcomes across 

New Zealand and further afield. Thank you.  

Hopefully I’ll see some of you at our AML/CFT Conference.  I’ll be the one wearing the Muppet mask.

To read the report in full, PDF

https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
http://’d like to finish by hijacking this forum to personally acknowledge our reporting entities for their ongoing contributions and dedication. I have spent the last few years of my life reading innumerable Suspicious Activity Reports (SARs); SARs about cannabis grow houses and meth sales, SARs about illegal fishing, SARs about stolen credit cards, SARs about right-wing extremists and faith-based fundamentalists, SARs about drug dealers with flash cars, SARs about gambling dens, SARs about scams (so many scams), and a lot of SARs where it’s not immediately clear what is going on, but do our best to find out.  I can tell you that your work has contributed to many successful outcomes across New Zealand and further afield. Thank you.  Hopefully I’ll see some of you at our AML/CFT Conference.  I’ll be the one wearing the Muppet mask.
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Views sought on enforcement framework  
Oct 21

NEW ZEALAND | THE RESERVE BANK OF NEW ZEALAND

 

Ref #X007094 v3.0   

  

Enforcement 
Principles and 
Criteria 
Consultation paper 

13 October 2021 

The Reserve Bank of New Zealand - Te Pūtea Matua is seeking views on its enforcement framework to 

promote confidence in compliance across the sectors we regulate.

“The Reserve Bank’s Enforcement Department was established in March 2021 to help us achieve our 

compliance goals, and we are developing an enforcement framework to guide its actions,” Deputy 

Governor and General Manager of Financial Stability Geoff Bascand says.

Our compliance goals across regulated sectors are to:

  > Incentivise and monitor prudent behaviour;

  > promote confidence in compliance; and

  > enforce compliance by holding institutions to account for non-compliance

 “We are developing our enforcement framework to promote confidence and consistency in our 

enforcement decision-making and actions.”

We are seeking feedback on the principles and criteria which guide our enforcement decision making 

process. The principles are a set of high-level ideals that guide the direction of our enforcement 

strategy and inform our approach to applying our enforcement discretion. The criteria are specific 

considerations which will be worked through and weighed against the available evidence when 

deciding on the appropriate enforcement response.

We invite feedback on the consultation document until 24 November 2021. We expect to release our 

finalised Enforcement Principles and Criteria in early 2022.

More information: Enforcement Principles and Criteria Consultation

https://www.rbnz.govt.nz/
https://govt.us20.list-manage.com/track/click?u=bd316aa7ee4f5679c56377819&id=c977154774&e=cdba8339f7
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Taking the measure of biometrics 
Oct 21

If you’re reading this on your phone, you may have unlocked your device 

using your face or fingerprint. If so, you’re one of a growing number of 

people who regularly interact with biometric technologies.

What are biometrics?

Biometrics (or biometric recognition) is the automated recognition of 

individuals from their biological or behavioural characteristics. There 

are many different types of biometric systems, based on characteristics 

as diverse as a person’s face, fingerprints, eyes, voice, or even the way a 

person walks or smells. These technologies can be used to verify people’s 

identities or to identify unknown people, and sometimes to determine 

things like a person’s gender, ethnicity, or mood.

Biometrics and privacy

Biometric technology can be convenient because our individual 

characteristics are unique and always with us. But the very factors 

that make the technology so convenient also raise significant privacy 

concerns. That’s why the Office of the Privacy Commissioner has 

released a position paper setting out our approach to regulating 

biometrics under the Privacy Act.

This paper is partly a response to concerns that have been raised about 

the use of facial recognition technology (FRT) in Aotearoa New Zealand, 

in both the public and the private sectors. Māori data sovereignty 

advocates have expressed concern about the impacts of FRT on Māori, 

and a 2020 report funded by the Law Foundation argued that greater 

regulation of FRT is needed.

OPC’s view

We’ve developed this paper so that we can contribute to public 

discussion and make our position clear to agencies that are using, or 

considering using, biometrics. We’re not technical experts, but we’ve 

consulted with people who 

have technical, legal, and policy 

expertise in this area.

The Office of the Privacy Commissioner believes that careful regulation 

of the use of FRT and other biometric technologies is important. 

Biometric information is especially sensitive because it’s connected 

to our sense of personhood and identity. Using this technology with 

insufficient transparency and oversight can result in harms such as 

surveillance, profiling, and bias and discrimination. Its regulation needs 

to address the risks and potential harms of biometrics, while maintaining 

the benefits of its use.

In our view, because biometric information is personal information, 

the Privacy Act already regulates the use of biometrics to a significant 

extent. The position paper sets out how the Act applies to biometrics, 

and how we’ll exercise our role as regulator. There’s also a summary 

resource available that highlights some important issues agencies and 

organisations should consider before using biometric technology. Read 

the full paper and resource here. 

Where to from here?

Biometrics is a complex issue and the technology is changing fast, so 

this paper is just the beginning of an ongoing conversation. We also 

recognise that there are issues which don’t fit within the Privacy Act 

framework, such as hapū and iwi rights to biometric information and the 

potential for bias and discrimination resulting from the use of biometrics.

We’ll continue to monitor the use of biometrics in Aotearoa New Zealand 

and overseas to see if stronger action is needed. We’ll also review our 

position in six months, so there will be more opportunities to participate 

in this discussion. If you’re keen to be involved, subscribe to our monthly 

Privacy News email to be the first to hear about new developments.

To comment

https://privacy.org.nz/publications/guidance-resources/biometrics-and-privacy/
https://www.rnz.co.nz/news/national/424845/police-setting-up-9m-facial-recognition-system-which-can-identify-people-from-cctv-feed
https://www.stuff.co.nz/technology/118202977/the-quiet-creep-of-facial-recognition-systems-into-new-zealand-life
https://www.temanararaunga.maori.nz/s/TMR-press-release_surveillance.pdf
https://www.wgtn.ac.nz/__data/assets/pdf_file/0010/1913248/Facial-Recognition-Technology-in-NZ.pdf
https://privacy.org.nz/subscribe/
https://privacy.org.nz/subscribe/
https://privacy.org.nz/blog/taking-the-measure-of-biometrics
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We want to hear what you think about our 
Anti-money Laundering Laws  
The closing date for submissions and completed online surveys is 3 December 2021. If you need more time to respond, please contact  

us at aml@justice.govt.nz as we may be able to accommodate you.

The Anti-Money Laundering and Countering Financing of Terrorism Act 

2009 (the AML/CFT Act) keeps New Zealand safe from money laundering 

and terrorism financing. 

Money laundering is the process criminals use to 'clean' the money they 

make from crimes such as fraud, dealing in illegal drugs, and the like so 

they can cover their tracks and avoid detection. By making it harder for 

criminals to launder money, or finance terrorism, we also make profit-

motivated crime, like selling drugs or defrauding people, less appealing.

Money laundering affects all of us. It is happening every day across the 

country. It’s estimated that over $1 billion a year comes from drug dealing 

and fraud and can be laundered through New Zealand businesses.

We have begun reviewing the Act

On the 1 July 2021, the Minister of Justice asked the Ministry of Justice 

to review the Act. This review will look at:

    1. How has the Act operated since 2013?

    2. Is there any part of the Act that should change?

The review will finish by 30 June 2022, with the Ministry providing a 

report to the Minister. The Minister will then make the report public.

Read the Terms of Reference [PDF, 115 KB] for the review outlining how 

the review will be conducted.

We want New Zealand to become the hardest place in the world to 

launder money and finance terrorism. Effective AML/CFT laws will help 

maintain a safe and legitimate economy.

What do you think?

Every time someone buys a house or a car, or moves money around to 

different banks, or sends it back home, it is an opportunity to launder 

illegal money.

While the anti-money laundering laws are very important, we know 

that it can make things more difficult, or cause frustration in certain 

circumstances. We want to hear about people’s experiences such as 

when buying a house or dealing with their bank.

Has it become harder for you to open or maintain bank accounts, or has 

it become harder or more expensive to send money to family and friends 

overseas?

Have we got the balance right about protecting people’s privacy? 

Businesses need to collect a large amount of personal information from 

their customers, and we want to make sure the Act protects people’s 

privacy.

The Summary Document provides an overview of the six key issues we 

would like to hear your views on.

The Consultation Document has more detailed information including:

    > institutional arrangements and stewardship

     > scope of the AML/CFT Act

     > supervision, regulation, and enforcement

    > preventive measures

     > other issues or topics

     > minor changes.

Summary and Consultation documents

Factsheet and FAQs

Translated factsheets and FAQs

Have your say by 3 December 2021

To have your say, please complete the online public survey:

Public consultation on Citizen Space(external link)

Alternatively, you can email your feedback to: aml@justice.govt.nz

Post your feedback to:

AML/CFT consultation team 

Ministry of Justice 

SX 10088 Wellington 6140

https://www.justice.govt.nz/justice-sector-policy/key-initiatives/aml-cft/aml-cft-review/
https://www.justice.govt.nz/assets/Documents/Publications/Terms-of-Reference-for-Stat-Review-Final.pdf
https://www.justice.govt.nz/assets/Documents/Publications/AMLCFT-Statutory-Review-Summary-Document.pdf
https://www.justice.govt.nz/assets/Documents/Publications/AMLCFT-Statutory-Review-Consultation-Document.pdf
https://www.justice.govt.nz/assets/Documents/Publications/AMLCFT-Stat-Review-Factsheet.pdf
https://www.justice.govt.nz/assets/Documents/Publications/AMLCFT-Stat-Review-FAQ.pdf
http://Translated factsheets and FAQs
https://consultations.justice.govt.nz/policy/aml-cft-review/
mailto:aml%40justice.govt.nz?subject=Feedback
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Financial Action Task Force
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Anti-money laundering 
and counter-terrorist 
financing measures

Canada
October 2021

4th Enhanced Follow-up Report & 
Technical Compliance Re-Rating
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Canada’s progress in strengthening measures to 
tackle money laundering and terrorist financing
Oct 21 

Since the 2016 assessment of Canada’s measures to tackle money laundering and terrorist financing, 

the country has taken a number of actions to strengthen its framework. 

Canada has been in an enhanced follow-up process following the adoption of its mutual evaluation in 

2016. In line with the FATF Procedures for mutual evaluations, the country has reported back to the 

FATF on the action it has taken since its mutual evaluation. Consequently, to reflect Canada’s progress, 

the FATF has now re-rated the country on the following Recommendations:

12 – Politically exposed persons (PEPS), from non compliant to largely compliant 

16 – Wire transfers, from partially compliant to largely compliant 

17 – Reliance on third parties, from non compliant to compliant 

20 – Reporting of suspicious transactions, from partially compliant to largely compliant

22 –  Designated non-financial businesses and professions (DNFPBs): customer due diligence, from 

non-compliant to partially compliant

23 – DNFPBs: Other Measures, from non-compliant to largely compliant

The report also looks at whether Canada’s measures meet the requirements of FATF 

Recommendations 2, 5, 7, 8, 15, 18 and 21, which changed since their 2016 mutual evaluation. The 

FATF agreed to downgrade Canada on rating 8 (Non-profit organisations) from compliant to partially 

compliant, and upgrade the rating for Recommendation 15 (New technologies) from non compliant to 

largely compliant.

Today, Canada is compliant on 11 of the 40 Recommendations and largely compliant on 23 of them. It 

remains partially compliant on 5 Recommendations and non-compliant on one.

The FATF has agreed to move Canada from enhanced follow-up to regular follow-up. Canada will 

continue to report back to FATF on its progress.

More on:

Mutual Evaluation Report Canada - 2016

https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/media/fatf/documents/reports/fur/Follow-Up-Report-Canada-2021.pdf
https://www.fatf-gafi.org/countries/a-c/canada/documents/mer-canada-2016.html
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South Africa’s measures to combat money 
laundering and terrorist financing
Paris, Oct 21

The Financial Action Task Force 

and the Eastern and Southern 

Africa Anti-Money Laundering 

Group assessed South Africa's 

AML/CFT system. The Mutual 

Evaluation Report of South 

Africa is a comprehensive 

review of the effectiveness of 

South Africa's measures and 

their level of compliance with 

the FATF Recommendations. 

1060517676 
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Anti-money laundering 
and counter-terrorist 
financing measures

South Africa
Mutual Evaluation Report

2021

South Africa has a solid legal framework to fight money laundering and terrorist financing but has 

significant shortcomings implementing an effective system, including a failure to pursue serious 

cases.

The International Monetary Fund staff-led assessment comprehensively reviews the effectiveness 

of South Africa’s measures to combat money laundering and terrorist financing, and their level of 

compliance with the FATF Recommendations as at the time of the on-site visit in November 2019. 

The FATF adopted this report at its June 2021 Plenary meeting. This was a joint assessment with the 

Eastern and Southern Africa Anti-money Laundering Group (ESAAMLG) which also adopted the report 

in September 2021.

South Africa is a G20 economy and a regional financial hub for sub-Saharan Africa. Its banks offer a 

diverse suite of products and are the main entry point to the financial system. South Africa is exposed 

to the laundering of domestic crime proceeds and foreign crime proceeds from the region. It is also 

exposed to terrorism financing risks associated with foreign terrorism, foreign terrorist fighters (FTFs), 

and potential domestic terrorism.

South Africa needs to pursue money laundering and terrorist financing in line with its risk profile, 

including so-called “State Capture”, the corruption practices involving businesses and politicians 

conspiring to influence South Africa’s decision-making process to advance their own interests. It 

helped generate substantial corruption proceeds and undermined key agencies with roles to combat 

such activity. Recent initiatives have started to address the situation, including replacing key staff and 

increasing resources at law enforcement and judicial agencies.

Read in full and download the report:

Mutual Evaluation Report South Africa-2021

Executive Summary Mutual Evaluation South Africa-2021

ESAAMLG

https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-south-africa-2021.html
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-South-Africa.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Executive-Summary-Mutual-Evaluation-South-Africa.pdf
https://www.esaamlg.org/
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The Financial Action Task Force (FATF) is considering proposals for 

amendments to Recommendation 24 and its Interpretive Note on the 

transparency and beneficial ownership of legal persons. Following 

a White Paper consultation in June-August 2021 on a number of 

key policy areas, the FATF has analysed the views received from 

various stakeholders in considering the potential amendments. These 

amendments seek to reinforce the Recommendation to ensure greater 

transparency about the beneficial ownership of legal persons, and take 

action to mitigate the risks. The draft text of proposals for amendments 

is available here. Proposed amendments are in redline.

The FATF is consulting all affected stakeholders before finalising these 

amendments. We primarily seek views from companies and other legal 

persons, financial institutions, designated non-financial businesses and 

professions (DNFBPs), and non-profit organisations, but also welcome 

contributions from other interested stakeholders. We would welcome 

views on specific proposals of the amendments to the text, as well as on 

the broader themes that they address, in particular on the areas of focus 

below:

>   Multipronged approach to collection of Beneficial Ownership 

information

The requirement in paragraph 7 includes a compulsory company 

approach, a requirement for a public authority or body to hold 

beneficial ownership information (a beneficial ownership registry or 

another body) or an alternative mechanism, and the supplementary 

measures. Countries should decide, on the basis of risk, context and 

materiality, what form of registry or alternative mechanisms they will 

use to enable efficient access to information by competent authorities, 

and should document their decision. Do you agree with the approach 

set out in paragraph 7 of the Interpretive Note?

>  Bearer Shares and Nominee arrangements

Should bearer shares and bearer share warrants without any 

traceability be subject to additional controls as set out in amendments 

to paragraph 14 of the Interpretive Note? Is the draft glossary 

definition sufficiently clear to avoid inadvertently applying excessive 

controls to traceable and legitimate uses of such instruments? If there 

remains undue controls, how should this be mitigated?

Should nominee arrangements be subject to the disclosure 

requirements as set out in amendments to paragraph 15 of the 

Interpretive Note? Will the proposed rules and the new glossary 

definitions create undue restrictions for institutional investors or other 

legitimate uses of such instruments, and if so, how should this be 

mitigated?

Are there other specific mechanisms that should be permitted, in 

addition to those proposed, which could ensure their transparency?

> Risk-Based Approach

Should countries be required to assess the ML and TF risks associated 

with foreign-created legal persons and take appropriate steps to 

manage and mitigate them? What constitutes a sufficient link with the 

country?

Should a risk-based approach be applied to verification of beneficial 

ownership information?

> Access to Information

Taking into account needs of competent authorities and other 

stakeholders, and concerns relating to privacy, security and 

other potential misuse of BO information, do you agree with the 

requirements on access to information as set out in paragraphs 12 

and 13?

FATF Revisions to Recommendation 24 and 
its Interpretive Note - Public Consultation

https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/Pdf-file_R24-Beneficial-Ownership-Public-Consultation.pdf
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Please provide your response, including any drafting proposals to FATF.

Publicconsultation@fatf-gafi.org with the subject-line “Comments 

of [author] on the draft Amendments to Recommendation 24”, by 3 

December 2021 (18h00 CET).

While submitting your response, please indicate the name of your 

organisation, the nature of your business, and your contact details. You 

may insert any specific drafting proposals directly in the attached text of 

the draft amendment text in tracked changes. We will use your contact 

information only for the purpose of this public consultation and for 

further engagement with you on this issue. The FATF will not share this 

information with third parties without your consent.

At this stage, the FATF has not approved the draft amendments to R.24. 

The FATF will consider the views received and revise the text of the R.24 

for discussions at its February 2022 meetings.

We thank you for your kind contribution.

PDF File: R24 Beneficial Ownership Public Consultation

Download pdf ( 304kb)

Also available:

Word File: R24 Beneficial Ownership Public Consultation

More on:
Recommendation 24 - White paper for public consultation

      || 1 

      
      

Revisions to Recommendation 24 and the Interpretive Note – 
Public Consultation 

The Financial Action Task Force (FATF) is considering proposals for amendments to 
Recommendation 24 and its Interpretive Note on the transparency and beneficial ownership 
of legal persons. Following a White Paper consultation in June-August 2021 on a number 
of key policy areas, the FATF has analysed the views received from various stakeholders 
in considering the potential amendments. These amendments seek to reinforce the 
Recommendation to ensure greater transparency about the beneficial ownership of legal 
persons, and take action to mitigate the risks. The draft text of proposals for amendments 
is available here. Proposed amendments are in redline. 

The FATF is consulting all affected stakeholders before finalising these amendments. We 
primarily seek views from companies and other legal persons, financial institutions, 
designated non-financial businesses and professions (DNFBPs), and non-profit 
organisations, but also welcome contributions from other interested stakeholders. We 
would welcome views on specific proposals of the amendments to the text, as well as on 
the broader themes that they address, in particular on the areas of focus below:  

 

Multipronged approach to collection of Beneficial Ownership information 

The requirement in paragraph 7 includes a compulsory company approach, a 
requirement for a public authority or body to hold beneficial ownership information 
(a beneficial ownership registry or another body) or an alternative mechanism, and 
the supplementary measures. Countries should decide, on the basis of risk, context 
and materiality, what form of registry or alternative mechanisms they will use to 
enable efficient access to information by competent authorities, and should 
document their decision. Do you agree with the approach set out in paragraph 7 of 
the Interpretive Note? 

Bearer Shares and Nominee arrangements  

Should bearer shares and bearer share warrants without any traceability be subject 
to additional controls as set out in amendments to paragraph 14 of the Interpretive 
Note? Is the draft glossary definition sufficiently clear to avoid inadvertently 
applying excessive controls to traceable and legitimate uses of such instruments? If 
there remains undue controls, how should this be mitigated? 

Should nominee arrangements be subject to the disclosure requirements as set out 
in amendments to paragraph 15 of the Interpretive Note? Will the proposed rules 
and the new glossary definitions create undue restrictions for institutional investors 
or other legitimate uses of such instruments, and if so, how should this be mitigated? 

Are there other specific mechanisms that should be permitted, in addition to those 
proposed, which could ensure their transparency?  

 

mailto:Publicconsultation%40fatf-gafi.org?subject=Revisions%20to%20Recommendation%2024
https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/Pdf-file_R24-Beneficial-Ownership-Public-Consultation.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Word-File_R24%20Beneficial%20Ownership%20Public%20Consultation.docx
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/white-paper-r24.html
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FATF events calendar

The FATF’s plenary year begins in July and ends in June. During a plenary year, the FATF holds three 

plenary meetings, a meeting of experts on typologies, and, depending on the focus of current work, 

intersessional meetings and meetings of various ad hoc groups. The plenary meetings usually take 

place in October, February and June of each year.  

All of these meetings are only open to delegations from FATF members, observer jurisdictions and 

observer organisations. They are not open to the public.

The following list of events includes the major FATF meetings along with the meetings of other 

FATF-style regional bodies and some international organisations that also deal with money laundering 

issues.

FATF events calendar here

FATF-GAFI | CROSS BORDER PAYMENTS

Cross Border Payments - Survey Results on 
Implementation of the FATF Standards
Paris, Oct 2021 

Cross-Border Payments

Survey Results on 
Implementation of the 
FATF Standards 

 
October 2021

Faster, cheaper, more transparent, and more inclusive cross-border payment services, that are safe and 

secure can facilitate economic growth, international trade, global development and financial inclusion.

Enhancing cross-border payments is a key priority of the G20. In October 2020, G20 Finance Ministers 

and Central Bank Governors endorsed the Roadmap for Enhancing Cross-border Payments, which 

comprises 19 Building Blocks.

The FATF initiated an industry survey in consultation with the Basel Committee on Banking 

Supervision (BCBS) to identify areas where divergent AML/CFT rules or their implementation cause 

friction for cross-border payments. 

The survey results highlight, among others, that lack of risk-based approach and inconsistent 

implementation of the AML/CFT requirements increases cost, reduces speed, limits access and 

reduces transparency.  Inconsistent national approaches also create obstacles in identifying and 

verifying customer and beneficial owners, effective screening for targeted financial sanctions, 

sharing of customer and transaction information where needed, and establishing and maintaining 

correspondent banking relationships issues.

https://www.fatf-gafi.org/calendar/eventscalendar/?hf=10&b=0&s=asc(fatf_date1)
https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/cross-border-payments.html
https://www.fatf-gafi.org/media/fatf/documents/reports/fur/Follow-Up-Report-Canada-2021.pdf
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/cross-border-payments.html
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FATF-GAFI | UPDATES

Outcomes FATF Plenary, 19-21 October 2021
Paris, 21 Oct 2021 - The fifth Plenary of the FATF under the German Presidency of Dr. Marcus Pleyer 

took place on 19-21 Oct.

Delegates representing the 206 members of the Global Network and observer organisations, such as 

the IMF, the United Nations and the World Bank met for three days of meetings.  After five completely 

virtual Plenary events due to the COVID-19 pandemic, this Plenary meeting took place in a hybrid 

format, allowing the limited number of delegates who could travel to meet face-to-face, while the 

remaining delegations connected virtually. Around the world, many countries are re-opening and 

focusing on rebuilding economies that have strained under the pressure of this unprecedented health 

crisis.  There is still a long road ahead until every country has fully emerged from the COVID-19 

imposed restrictions.  Nevertheless, they must continue to fully and effectively implement the risk-

based FATF Standards and ensure that criminals and terrorist do not find new and emerging loopholes 

to exploit.

Delegates finalised work in a number of important areas, including an updated guidance for a risk-

based approach to virtual assets and virtual asset service providers as well as a final report on survey 

results on implementation of the FATF Standards on cross-border payments. The FATF finalised a 

report for government officials that focuses on the digital transformation of AML/CFT for operational 

agencies.

The Plenary discussed the evolving situation in Afghanistan and issued a statement on the matter. 

The Plenary also discussed and issued a statement on the risks associated with the financing of ISIL, 

Al-Qaeda and Affiliates. 

Finally, the FATF agreed to release for consultation, the proposed revisions to its Recommendation 

24 on beneficial ownership of legal persons to ensure greater transparency about the beneficial 

ownership of legal persons, and take action to mitigate the risks. The recently released Pandora 

Papers have highlighted, once again, that not enough is being done to prevent criminals from 

hiding illicit wealth and activities behind complex corporate structures and in offshore banks. The 

proposed changes aim to strengthen measures that will prevent criminals from hiding illicit activity 

and proceeds, including by requiring countries to establish a beneficial ownership registry or use an 

alternative system that also enables efficient access to beneficial ownership information.

FATF Plenary outcomes here

https://www.fatf-gafi.org/about/
http://www.fatf-gafi.org/publications/fatfgeneral/documents/outcomes-fatf-plenary-october-2021.html
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BASEL GOVERNANCE | UPDATES

Money laundering risks: are we paying enough 
attention to lawyers, accountants and others beyond 
the financial sector?
Sep 21 

What are DNFBPs?

DNFBPs are non-financial entities or 

individuals with a particular exposure 

to ML/TF risks due to the nature of 

their business. According to the FATF 

definition, DNFBPs include casinos; 

real estate agents; dealers in precious 

metals and precious stones; lawyers, 

notaries, other independent legal 

professionals and accountants; and 

trust and company service providers 

(TCSPs).

In an effort to support the various 

DNFBPs in applying a risk-based 

approach to AML/CFT, the FATF 

has issued sector-specific guidance 

documents for legal professionals, 

TCSPs, casinos and accounting 

professions.

To explore what is holding back progress in combating money laundering and terrorist financing 

(ML/TF) around the world, the 2021 Basel AML Index report examined data on money laundering 

vulnerabilities beyond the financial sector. Banks and other financial institutions bear the brunt of 

anti-money laundering AML/CFT supervision and attention, but perhaps we’re missing weaknesses 

elsewhere?

In brief, the Basel AML Index reveals that lawyers, accountants, real estate agents, casinos, precious 

metal dealers,       and other so-called designated non-financial businesses and professions (DNFBPs) 

are significantly less protected against ML/TF risks than financial institutions. They also do less to 

contribute to anti-money laundering and counter financing of terrorism (AML/CFT) efforts. They should 

be considered a serious vulnerability in most jurisdictions’ AML/CFT framework. 

We believe more supervision is urgently needed to close that gap. Extract from the full report:

Growing attention to non-financial entities exposed to ML / TF risks

A significant issue highlighted by the Basel AML Index data analysis is the generally weak application 

of AML/CFT preventive measures by non-financial entities – so-called designated non-financial 

businesses and professions (DNFBPs). A related weakness lies in their supervision.

In what way are DNFBPs exposed to ML/TF risks?

Traditionally, national AML / CFT policies, standards and financial supervisory bodies have focused 

more on financial institutions than DNFBPs. However, the latter are important players in financial and 

economic sectors and have clear exposure to ML/TF risks arising from tax evasion, corruption and 

bribery, fraud schemes, insider trading or other crimes.

To read in full

https://baselgovernance.org/
https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/rba-legal-professionals.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/rba-trust-company-service-providers.html
https://www.fatf-gafi.org/documents/documents/fatfguidanceontherisk-basedapproachforcasinos.html
https://www.fatf-gafi.org/media/fatf/documents/reports/RBA-Accounting-Profession.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/RBA-Accounting-Profession.pdf
https://index.baselgovernance.org/download
https://baselgovernance.org/blog/money-laundering-risks-are-we-paying-enough-attention-lawyers-accountants-and-others-beyond


76

BASEL GOVERNANCE | UPDATES

Why do so many jurisdictions score so poorly for the effectiveness 

of their anti-money laundering systems? What’s the biggest problem 

- prevention or enforcement? Answer from our Basel AML Index 2021 

report: Ineffective systems are the general rule, but jurisdictions 

consistently score worse for prevention than for enforcement. Excerpt:

Last year in our 2020 Basel AML Index we lamented jurisdictions’ 

consistently poor results in terms of the effectiveness of their anti-money 

laundering and counter financing of terrorism (AML/CFT) systems. It is 

all too common for jurisdictions to have laws and institutions in place 

that are largely compliant with FATF Recommendations yet ineffective 

in practice.

The Wolfsberg Group, a Collective Action initiative of 13 global banks that 

develops frameworks and guidance on financial crime risks, reinforced 

our concerns in a June 2021 statement on Demonstrating Effectiveness:

“[L]argely in response to supervisory expectations, AML/CFT risk 

assessments are focused on technical compliance with requirements 

rather than the effectiveness of the [financial institution’s] efforts to 

prevent and detect financial crime”.

Data on the effectiveness of AML/CFT systems is drawn from Financial 

Action Task Force (FATF) Mutual Evaluation Reports. The FATF uses 11 

“Immediate Outcomes” (IOs) to assess the effectiveness of AML/CFT 

systems according to its 40 Recommendations.

The 11 IOs and the assessment methodology are detailed on the FATF 

website.

Is there any sign of improvement in the figures for 2021?

Not really. Based on the latest FATF data, the average score for 

effectiveness across all assessed jurisdictions is only 30%. That is two 

times lower than the average score for technical compliance with FATF 

Recommendations, which stands at 64%.

Weak spots vary between jurisdictions, but overall they are as shown in 

the chart:

Are jurisdictions doing better at prevention or enforcement?

Ideally, AML/CFT systems need to be particularly effective at preventing 

money laundering from occurring. Enforcement remains of course 

important, and it must be effective. But relying too heavily on catching 

the criminals post factum presents an unreasonable risk and also means 

that some damage invariably will remain.

So we should be asking if jurisdictions doing enough on the prevention 

side, or if they are too heavily focused on enforcement. To explore this 

question, we divided FATF data on effectiveness criteria (IOs, see chart 

above) into two categories:

How effective are jurisdictions at preventing money 
laundering? Insights from the 10th Basel AML Index 
Oct 21

https://baselgovernance.org/
https://www.fatf-gafi.org/about/
https://index.baselgovernance.org/download
https://index.baselgovernance.org/download
https://baselgovernance.org/news/basel-aml-index-2020-released-today
https://www.wolfsberg-principles.com/sites/default/files/wb/Wolfsberg%20Group_Demonstrating_%20Effectiveness_JUN21.pdf
https://www.fatf-gafi.org/publications/mutualevaluations/documents/effectiveness.html
https://www.fatf-gafi.org/publications/mutualevaluations/documents/effectiveness.html
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FATF indicators on the effectiveness of AML/CFT system * 

Prevention Enforcement

IO1: Risk, policy and coordination IO7: Money laundering investigation 

and prosecution

IO3: Supervision IO8: Confiscation

IO4: Preventive measures IO9: Terrorist financing investigation 

and prosecution

IO5: Legal persons and 

arrangements 

IO6: Financial intelligence (mainly 

enforcement)

IO10: Terrorist financing preventive 

measures (mainly prevention)

*Note that IO2 is not included as it refers to elements of both prevention and enforcement, while 

IO11 is not relevant to the topic.

Based on an analysis of 112 jurisdictions assessed with the FATF’s 

latest (fourth-round) methodology by 15 July 2021, the data shows that 

jurisdictions are less effective at preventing ML/TF than at enforcing 

AML/CFT measures. And this is in a context where performance for 

enforcement is unsatisfactory already.

>  Globally, average effectiveness for prevention was 27%, compared to 

31% for enforcement.

>  Nineteen jurisdictions (17%) scored zero for the effectiveness of 

their preventive measures, compared to 12 jurisdictions (11%) for 

enforcement.

>  Nine jurisdictions demonstrated zero effectiveness in both prevention 

and enforcement criteria. These are: Cape Verde, Democratic Republic 

of the Congo, Haiti, Mali, Mauritania, Mozambique, Pakistan, Uganda 

and Vanuatu.

>  The UK and Spain are the only jurisdictions assessed so far to 

achieve scores of 67% or above for both prevention and effectiveness 

criteria.

A regional perspective shows some variation, but the same overall story: 

When it comes to money laundering, jurisdictions seem to be more 

effective at enforcement than prevention.

Region Prevention  
average 

Enforcement 
average

East Asia and Pacific 26% 32%

Eastern Europe and Central Asia 37% 38%

Latin America and Caribbean 25% 26%

Middle East and Northern Africa 32% 40%

North America 53% 56%

South Asia 7% 13%

Sub-Saharan Africa 5% 8%

Western Europe and EU 37% 43%

That being said, it is a well known fact that measuring effectiveness in 

prevention is considerably more difficult than measuring effectiveness at 

enforcement, for which data and statistics are often available from law 

enforcement and judicial actions.

So what?

These findings should ring an alarm bell for policy makers. Jurisdictions 

should invest more resources in the prevention of ML/TF, because a fire 

contained is always better than an arsonist caught when the house has 

burnt down. Although of course, the arsonists must also be caught and 

punished.

We are far from arguing that such an increase of resources for prevention 

should come at the detriment of enforcement. On the contrary, both sides 

clearly need a serious boost, except perhaps the boost for prevention 

needs to be even more serious than that for enforcement.

More from the Basel AML Index

Find out about the Basel AML Index, view the latest Public ranking and 

find out whether your organisation is eligible for a free Expert Edition 

account at our brand new website: index.baselgovernance.org.

See the Basel AML Index 2021 press release.

https://index.baselgovernance.org/
https://baselgovernance.org/news/basel-aml-index-2021-4-things-holding-back-global-fight-against-money-laundering
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BASEL GOVERNANCE | 5TH GLOBAL CONFERENCE 

Registration open: Criminal Finances  
and Cryptocurrencies

Registration is now open for the 5th Global Conference on Criminal Finances and Cryptocurrencies on 

7–8 December 2021. The virtual conference explores trends, strategies and tactics in tackling crimes 

involving virtual assets.

A joint initiative of the Basel Institute on Governance, INTERPOL and Europol, the annual event now 

draws hundreds of experts and interested parties from around the world.

Through presentations, discussions and case studies, the conference participants seek to illuminate 

how criminals can abuse the virtual asset ecosystem and develop recommendations on what law 

enforcement, regulators and the private sector can do about it.

Attendance is free but pre-registration is required. Please note that day 2 (8 December) is restricted 

to law enforcement and related public authorities; attendance is subject to confirmation by the 

organising committee.

Agenda and registration: 7 December, 12:00–15:30 GMT

Open to all, this day is dedicated to contrasting perspectives on virtual assets, regulation and 

compliance from the public and private sectors, media and regulatory bodies. Topics include:

>  The challenges posed by decentralised finance for identifying and tracing suspicious cryptocurrency 

transactions;

>  what media investigations reveal about how criminals launder the proceeds of crime using 

cryptocurrencies;

> changing scenarios of compliance with AML regulations relating to VASPs.

The agenda and speaker names will be published in November: Register for day 1

8 December, 12:00–15:30 GMT

Limited to law enforcement and related public authorities (judicial authorities, Financial Intelligence 

Units, anti-money laundering supervisors, etc.) The second day is an opportunity to explore the 

changing modi operandi of criminals abusing the cryptocurrency ecosystem to hide and launder 

money, and how law enforcement can fight back.

The agenda will be released to participants shortly before the conference: Apply to attend day 2

https://baselgovernance.org/
https://www.fatf-gafi.org/about/
https://baselgovernance.org/5CrC
https://baselgovernance.zoom.us/webinar/register/WN_JtKkk8atRy-cRrTlduZLaQ
https://baselgovernance.zoom.us/webinar/register/WN_xBQ3LmOgRI-PeUUqdDrGuw
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BASEL GOVERNANCE | MENTORING PROGRAMME

Collective Action Mentoring Programme

The Basel Institute’s Collective Action Mentoring Programme is a pioneering effort to 

support civil society / non-profit organisations that work with the private sector and 

other stakeholders on tackling corruption.

The Programme offers tailored advice, support and technical assistance from leading experts in anti-

corruption compliance and Collective Action – all for free. Our aim is to support organisations engaged 

in anti-corruption Collective Action in building a strong, sustainable and successful initiative.

Only a select number of organisations can benefit from the Mentoring Programme, which we offer in 

English, Spanish and French. To apply for the Programme, please fill in the form at the end of this page 

as soon as possible. The first round of applications will close on 31 January 2022.

What does the Collective Action mentoring programme offer?

We offer organisations involved in our programme free advice, support and technical assistance on all 

aspects of Collective Action to address corruption.

Don’t worry if you don’t know what you should be asking for – our experts will work together with you 

to develop a mentoring approach that fits your aims, needs, context and stakeholders.

For instance, if you are just starting out, we can help you to set up a Collective Action initiative step 

by step. Perhaps you need guidance on an appropriate governance structure for your initiative, or you 

would like advice on how to overcome challenges you face when establishing or implementing the 

initiative.

To learn more

https://baselgovernance.org/
https://www.fatf-gafi.org/about/
https://baselgovernance.org/b20-collective-action-hub/collective-action-mentoring-programme
https://baselgovernance.org/b20-collective-action-hub/collective-action-mentoring-programme
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This month’s update turns a critical eye on the biggest sectors in the 

finance sector from Australia, the UK, the US and Overseas. From the 

UK we bring you a further update on NatWest criminal proceedings 

and UK regulators tell finance firms to ‘step up’. Australia the AFP 

Special Operations ‘Ironfront’ confiscate $6M with NSW Government 

cracking down on Real Estate Compliance, and more…
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AUSTRALIA | UPDATES

AFP | First Ironside multi-million cash forfeiture  
Sep 2021

A jailed member of a criminal syndicate has lost $6 million of ill-gotten gains to taxpayers after the 

Australian Federal Police won its first assets confiscation case under Operation Ironside.

The man - the first to be convicted in Western Australia under Operation Ironside - did not challenge 

the forfeiture orders made this month by the Supreme Court of WA.

The $6 million in cash will be redistributed from the Confiscated Assets Account by the Minister for 

Home Affairs Karen Andrews to support crime prevention, law enforcement and related community 

initiatives.

The conviction and cash forfeiture sends a clear and determined message by the AFP: offenders will 

be identified and brought before the courts.

Separately, asset confiscation applications will be lodged with courts to restrain and forfeit proceeds 

of crime.

To date, Operation Ironside has charged 297 people for alleged crimes including drug trafficking, 

money laundering and weapons’ offences.

The AFP-led Criminal Assets Confiscation Taskforce has so far obtained Proceeds of Crime Act 

restraining orders for more than $31 million as a direct result of Operation Ironside.

The orders capture:
    Real Estate (residential) $15,657,500

    Cash $12,192,541

    Motor vehicles $1,066,500

    Bank accounts $1,025,291

    Financial instruments, including trusts $579,638

    Real estate (commercial) $478,000

    Cryptocurrency $244,553

    Other valuables (including luxury watches) $139,513

The Australian Financial Security Authority manages the custody of restrained assets and at the end 

of successful legal proceedings, liquidates them. The funds are deposited into the Commonwealth’s 

Confiscated Assets Account for redistribution by the Minister for Home Affairs.

Read the full media release

https://www.fatf-gafi.org/about/
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NSW Government cracks down on real estate 
compliance   
Sep 2021 Released by: Fair Trading

A specialised operation run by NSW Fair Trading has led to disciplinary action being taken against 20 

real estate agents, resulting in the cancellation of eight real estate agent’s licences and $173,500 in 

penalties for failure to comply with strict rules around trust accounts.

NSW Fair Trading Executive Director of Investigations and Enforcement Valerie Griswold said the 

operation targeted real estate agents who failed to lodge their trust account audits for 2019/20. 

“Trust accounts consist of funds belonging 100 per cent to consumers so it’s critical the agents 

managing them stick to the rules,” Ms Griswold said. 

“Fair Trading takes this incredibly seriously and these 20 agents were each fined sums of up to 

$11,000, eight had their licences cancelled, and nine are currently disqualified from being involved in 

the direction, management or conduct of the business of a licensee until the outstanding trust account 

audits are returned.”

Ms Griswold said failure to lodge an audit is a standalone offence, and a major red flag as it could 

indicate agents might have something to hide.

“Trust account fraud is the number one offence real estate agents are prosecuted for in NSW. In the 

past we’ve seen real estate agents using trust account funds for gambling, alcohol and drugs – in 

some cases spending hundreds of thousands of dollars,” Ms Griswold said. 

“We’re not talking about small amounts here - these 20 agents alone held a combined total of $2.95 

million in their trust accounts, and it is crucial this money is being handled correctly at all times.”

The compliance operation was carried out by Fair Trading’s Consumer, Building and Property Unit, 

which worked swiftly in conjunction with Fair Trading’s Disciplinary Action Unit in addressing non-

compliance. 

Read the full media release:  

20 real estate agents subject to disciplinary are

There are currently no allegations that the 20 real estate agents have engaged in fraud.

https://www.fatf-gafi.org/about/
https://www.nsw.gov.au
https://www.nsw.gov.au/customer-service/news-and-events/nsw-government-cracks-down-on-real-estate-compliance?fbclid=IwAR2a7C2EgtCt3-CGvz7pGgosNewqkJrLTOiiUNKQY5IK7l538wgsDOQT_Mo
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Real Estate and the Need for “Real” Reforms in 
Australian AML Regulations 
Aug 2021

“Incremental” is a word that is often used to describe the pace of AML/CTF reforms in Australia. The 

release in 2021 June of the latest Tranche 1.5 by the AUSTRAC is emblematic of the glacial pace at 

which reforms are being passed through the regulatory system in Canberra.

AML compliance has remained a hot topic in the country in recent years, with the regulator handing 

out record fines running into the billions of dollars to major Australian banks for serious compliance 

violations.

After taking the banking system to task, AUSTRAC has continued its aggressive enforcement with the 

Casino industry as its next target. But this proactive stance continues to be undermined by the lack of 

concrete overhaul of a system that has shown clear weaknesses and gaps.

The Story of Tranche 1.5

In 2015, the Financial Action Task Force (FATF) – the global authority on AML/CTF, did not mince its 

words in a highly critical assessment of the AML regulations existing under the 2006 Act. Even before 

that, as early as 2013, a statutory review of the Act had highlighted serious flaws that needed urgent

As a result of that review, the Attorney General submitted proposals to the parliament for fundamental 

changes in the regulations in 2016. Progress on that front was slow and tortuous, as signalled by a 

2018 follow-up evaluation by the FATF – stating that Australia had failed to implement even one-third 

of the 2016 recommendations.

Eventually, after much political debate and lobbying from industry groups, a 2020 Amendment was 

passed, paving the way for Tranche 1.5 in 2021. It has the following substantial reforms:

Correspondent Banking – streamlined to make KYC easier for banks

Information Sharing – SARs can be shared with third parties, in specific circumstances

Stricter Compliance – no delivery of services allowed without complete KYC

Cross border payments – streamlined with a single reporting requirement for all instruments

Read the full article

https://www.fatf-gafi.org/about/
https://www.arachnys.com/real-estate-and-the-need-for-real-reforms-in-australian-aml-regulations/
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The fallen Star: Sydney’s cleanskin casino 
caught in ‘dirty’ company   
Oct 2021 Via SMH.com.au: By Nick McKenzie and Joel Tozer

Crown has endured two years of inquiries and a serious threat to its licence over criminal links, money 

laundering and foreign influence. Now it’s the turn of Sydney-based Star Entertainment.

Listed gaming giant Star Entertainment has been enabling suspected money laundering, organised 

crime, large-scale fraud and foreign interference within its Australian casinos for years, even though its 

board was warned its anti-money-laundering controls were failing.

Between 2014 and 2021, Star cultivated high-roller gamblers who are allegedly associated with 

criminal or foreign-influence operations, according to multiple casino and law-enforcement sources 

with knowledge of the company’s operations, including Star insiders.

Sydney-based The Star Entertainment Group, which runs casinos in Sydney, Brisbane and the Gold 

Coast, has portrayed itself as the cleanskin casino company compared to its rival, Crown Resorts, 

whose reputation has been shattered by the findings of two royal commissions and a regulator’s 

investigation. But an Age, Sydney Morning Herald and 60 Minutes investigation has confirmed that 

Star has engaged in many of the same improper practices while escaping the withering public 

examinations faced by Crown’s executives and key shareholder James Packer.

Among the high-roller gamblers feted by Star were an alleged Sydney cocaine importer, a Canberra 

restaurateur and accused drug trafficker and money launderer, the nation’s most infamous accused 

foreign-interference agent and some of Australia’s biggest alleged tax cheats and corporate fraudsters.

Star allowed these figures to gamble vast amounts of money, ignoring a number of red flags about 

their conduct while wooing them with luxury goods, free hotel rooms and other incentives.

Punters banned from Crown Melbourne and The Star Sydney by the NSW and Victorian police 

commissioners because of their links to organised crime have been permitted to gamble at The Star 

Gold Coast’s casino.

Read the full article

https://www.smh.com.au/national/the-fallen-star-sydney-s-cleanskin-casino-caught-in-dirty-company-20211006-p58xqq.html
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UK NEWS | FCA: FINANCIAL CONDUCT AUTHORITY

NatWest Plc pleads guilty in criminal proceedings  
Oct 2021

National Westminster Bank Plc (NatWest) entered guilty pleas at Westminster Magistrates’ Court 

to criminal charges brought by the Financial Conduct Authority (FCA) under the Money Laundering 

Regulations 2007 (MLR 2007). 

NatWest accepts that it failed to comply with regulation 8(1) between 7 November 2013 until 23 June 

2016; and regulations 8(3) and 14(1) between 8 November 2012 until 23 June 2016 under MLR 2007 

in relation to the accounts of a UK incorporated customer. These regulations require certain firms, 

including those regulated by the FCA, to ensure they have adequate anti-money laundering systems 

and controls to prevent money laundering.

The case has now been referred to the Southwark Crown Court for sentencing.

This is the first criminal prosecution under the MLR 2007 by the FCA. 

No individuals are being charged as part of these proceedings.

Notes to editors:

1.  The Money Laundering Regulations 2007 came into force on 15 December 2007 and form part of 

the UK’s legislative framework designed to prevent the use of the financial system for the purpose of 

money laundering and terrorist financing. They were superseded by the Money Laundering, Terrorist 

Financing and Transfer of Funds (Information on the Payer) Regulations 2017.

2. NatWest is a subsidiary of NatWest Group Plc (formerly the Royal Bank of Scotland Group plc).

https://www.fca.org.uk/
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The Financial Conduct Authority has fined Credit Suisse over £147 

million for serious financial crime due diligence failings related to 

loans worth over $1.3 billion, which the bank arranged for the Republic 

of Mozambique. These loans, and a bond exchange, were tainted by 

corruption. Credit Suisse has also agreed with the FCA to forgive US$200 

million of debt owed by the Republic of Mozambique as a result of these 

tainted loans.

Mark Steward, Executive Director of Enforcement and Market Oversight 

at the FCA, said:

‘The FCA’s fine reflects the impact of these tainted transactions which 

included a debt crisis and economic harm for the people of Mozambique. 

The fine would have been higher if not for Credit Suisse agreeing to 

provide the debt write-off of US$200 million. The FCA will continue to 

pursue serious financial crime control failings by regulated firms.’

Between October 2012 to March 2016, Credit Suisse failed to properly 

manage the risk of financial crime within its emerging markets business. 

It had sufficient information from which it should have appreciated the 

unacceptable risk of bribery associated with the two Mozambican loans 

and a bond exchange related to government sponsored projects. 

Credit Suisse was aware Mozambique was a jurisdiction where the risk 

of corruption of government officials was high and that the projects were 

not subject to public scrutiny or formal procurement processes. The 

contractor engaged by Mozambique on the projects was described as a 

“master of kickbacks”.

The contractor secretly paid significant kickbacks, estimated at over 

US$50 million, to members of Credit Suisse’s deal team, including two 

Managing Directors, in order to secure the loans at more favourable 

terms.

While those Credit Suisse employees took steps to deliberately conceal 

the kickbacks, warning signs of potential corruption should have been 

clear to Credit Suisse’s control functions and senior committees. Time 

and again there was insufficient challenge within Credit Suisse, or 

scrutiny and inquiry in the face of important risk factors and warnings. 

The Republic of Mozambique has subsequently claimed that the 

minimum total of bribes paid in respect of the two loans is around 

US$137 million. 

The FCA fine is part of an approximate US$475 million global resolution 

agreement announced today involving the US Department of Justice, 

the US Securities and Exchange Commission, and the Swiss Financial 

Market Supervisory Authority (FINMA). The FCA would like to thank these 

agencies for their co-operation.

The FCA took into account Credit Suisse’s undertaking to forgive 

US$200m of debt owed by the Republic of Mozambique when 

determining its financial penalty. Credit Suisse also agreed to resolve this 

case with the FCA, qualifying it for a 30% discount in the overall penalty. 

Without the debt relief and this discount, the FCA would have imposed a 

significantly larger financial penalty.

Notes to editors: FCA Final Notice.
The dollar conversion rate for the financial penalty is correct as of 14 October 2021 and the 

amount will not change.

For the purposes of this release and the Final Notice “Credit Suisse” comprises Credit Suisse 

International, Credit Suisse Securities (Europe) Ltd and Credit Suisse AG.

As to the action brought by the DOJ, Credit Suisse pleaded guilty to one count of conspiracy to 

violate the federal wire fraud statute. The SEC’s order against Credit Suisse found that it violated 

antifraud provisions as well as internal accounting controls and books and records provisions of 

federal securities laws. Updated 21 October 2021.

In 2019, one former employee of Credit Suisse pleaded guilty to a charge of conspiring to commit 

wire fraud, and two others to charges of conspiracy to commit money laundering, such charges 

having been brought by the DoJ in relation to the matters detailed in the Notice. All three are 

awaiting sentence.

FINMA also published the findings of its investigation today. Please refer to the FINMA website 

for further details.

FCA Principles for Businesses.

To read further UK updates

Credit Suisse fined £147,190,276 (US$200,664,504) 
and undertakes to the FCA to forgive US$200 million of 
Mozambican debt
Oct 2021

https://www.fca.org.uk/about/principles-good-regulation
https://www.fca.org.uk/news/press-releases/credit-suisse-fined-ps147190276-us200664504-and-undertakes-fca-forgive-us200-million-mozambican-debt
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UK NEWS | UK REGULATORS: FINANCE FIRMS TO STEP UP

UK regulators tell trade finance firms to step up 
crime controls
Oct 2021: Reporting by Huw Jones; Editing by David Clarke

Britain’s financial regulators said on Thursday that trade finance firms must do more to identify 

potentially suspicious activities by undertaking additional risk assessments.

During the past 18 months there have been several high-profile failures of commodity and trade 

finance firms with significant losses, the Bank of England and Financial Conduct Authority said in a 

letter to the chief executives of trade finance firms they regulate.

Greensill Capital, a trade finance company, collapsed this year, highlighting risks in the $1.3 trillion 

supply chain finance business.

“Our recent assessments of individual firms have highlighted several significant issues relating to both 

credit risk analysis and financial crime controls,” the letter said.

Read more

UK: Government taskforce to tackle sharp rise in 
scams during pandemic
Oct 2021: 

A government taskforce is to meet on Thursday to discuss ways to tackle the sharp rise in scams that 

has hit the UK since the start of the pandemic.

Groups representing banks, telecoms companies and consumers will meet with the minister for 

security, Damien Hinds, to discuss measures to tackle online fraud, and increase public awareness.

The meeting comes after the scourge of scam texts and calls was laid bare by UK telecoms regulator 

research showing almost 45 million people received at least one in the last three months, while mobile 

network EE had to block 18,000 sim cards used for the fraud over that period.

Read more: The Guardian

https://www.reuters.com/business/uk-regulators-tell-trade-finance-firms-step-up-crime-controls-2021-09-09/
https://www.theguardian.com/uk-news/2021/oct/20/45-million-people-in-uk-received-scam-texts-or-calls-in-last-three-months
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AROUND THE GLOBE

Nicaragua arrests manager of critical 
newspaper, UK slams Ortega 
Reporting by Ismael Lopez; Editing by Daniel Wallis and Christopher Cushing | VIA Reuters

Nicaraguan police on Saturday arrested the general manager of newspaper La Prensa, a day after 

raiding its offices and accusing the publication, which is a trenchant critic of President Daniel Ortega, 

of customs fraud and money laundering.

In a statement, national police said it had arrested Juan Holmann Chamorro for customs fraud, as well 

as laundering money, property and assets, adding to a mounting crackdown against the paper and 

other critics of the Ortega administration..

Representatives for the paper declined to comment.

The British government on Saturday added to the growing condemnation of Ortega and his wife, Vice 

President Rosario Murillo, saying the pair were resorting to authoritarian methods to stifle opposition 

and free elections later this year.

A day before Friday’s raid on La Prensa, the paper said it was no longer able to put out a print edition 

because the government was withholding paper from it.

On Friday night, Ortega had accused the newspaper of “lies, slander, defamation, money laundering 

and not paying taxes.”

His government’s attacks against the opposition and critics have left Ortega increasingly isolated 

internationally.

Ortega, a former Marxist guerrilla and erstwhile Cold War antagonist of the United States, is seeking to 

secure a fourth consecutive term in power in elections due in November.

n a statement, British Foreign Office Minister Zac Goldsmith accused the Ortega administration of an 

“abuse of power” to sideline opponents and prevent a fair vote.

“With opposition figures detained, including seven potential presidential candidates, and a crackdown 

of fundamental rights and freedoms, November’s elections will lack credibility,” he said. “This 

increasing authoritarianism must end.”

Goldsmith did not mention La Prensa.

La Prensa is controlled by the Chamorro family, some of whom are longtime adversaries of Ortega. 

Following the arrest of the general manager, four members of the family are now in custody.

https://www.reuters.com/world/americas/nicaragua-police-arrest-manager-newspaper-critical-president-2021-08-14/
https://www.reuters.com/world/americas/nicaraguan-police-raid-la-prensa-newspaper-charge-directors-with-fraud-2021-08-13/
https://www.reuters.com/world/americas/nicaraguan-police-raid-la-prensa-newspaper-charge-directors-with-fraud-2021-08-13/


89

AROUND THE GLOBE

SA flagged for weak dirty-money controls
Oct 2021: Via Business Live ZA  By Carol Paton

SA has been given 18 months to improve its capacity to track and prosecute money laundering and 

terrorist financing or face “greylisting” by the Financial Action Task Force (FATF), the international body 

that develops and monitors policy to combat financial flows of organised crime and terrorism.

Greylisting by the FATF would raise SA’s risk profile, place a question mark over its financial regulatory 

bodies and attach a higher risk premium to corresponding relationships between SA banks and 

international financial institutions.

BusinessLive ZA

Kim Manchester | ManchesterCF Financial 
Intelligence
Oct 2021: Kim Manchester Via LinkedIn

If you are an anti-money laundering compliance professional, you contribute to the fight against those 

who profit from the production of lethal narcotics. No matter what the odds, no matter how futile 

that fight may appear on any given day, keep at it. The results of your actions can save lives. It’s not 

complicated.

Read more: Vancouver News

https://www.businesslive.co.za/
https://www.businesslive.co.za/bd/national/2021-10-10-sa-flagged-for-weak-dirty-money-controls/
https://www.linkedin.com/in/kim-manchester-861ab41/
https://bc.ctvnews.ca/officials-seize-1-500-kg-of-chemical-that-could-have-made-2-billion-doses-of-fentanyl-cbsa-1.5544607
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AROUND THE GLOBE

An Emerging Threat: Vessel Identity Laundering 
Via Sanction Scanner

Researchers warn that illegal export operations are becoming “significantly more sophisticated” and 

that criminals fraudulently obtain ship registration numbers to evade maritime sanctions.

C4ADS, a non-profit organization focused on national security issues, has identified several cases 

where the International Maritime Organization (IMO) was deceived into giving “clean” identification 

numbers to sanctioned ships.

It makes blacklisted ships appear legitimate, along with the practice of so-called anti-identity 

laundering. In a detailed report, C4ADS says this results in “unprecedented challenges for maritime 

regulators and risks undermining global shipping practices.”

Researchers have long warned that some ship operators are finding ways to manipulate automatic 

identification system (AIS) signals by temporarily disguising their true identity or location. In addition, 

it is known that the physical appearance of ships can also be changed by repainting and structural 

studies, sometimes in order to mislead the detection technology that uses satellite images of 

criminals.

However, a ship’s IMO number is unique and cannot be changed throughout its service, even if its 

ownership, flag registration, name, or other details change. Registration with the IMO, therefore, 

“provides a level of legitimacy that allows the ship to access the regulatory and financial services it 

needs to operate and operate commercially safely,” says C4ADS.

His research reveals that sanctions avoidance operations have found a way to trick IMO into giving a 

seemingly new and legitimate identity to a ship where no such new ship actually exists. It refers to this 

Techniques such as physical identity tampering, such as painting over a ship’s original IMO number, 

and the submission of misleading documents are used to make an application for registration appear 

legitimate. In some cases, multiple existing ships are included as part of the spoofing process.

Risk for Maritime Trade

The studies carried out cause the relevant authorities, especially the US Office of Foreign Assets 

Control (OFAC), to pay more attention to maritime trade.

Read more

https://sanctionscanner.com/
https://sanctionscanner.com/blog/an-emerging-threat-vessel-identity-laundering-527?utm_medium=email&_hsmi=166852047&_hsenc=p2ANqtz-82XLUyimvPD6HoznqWgGtY1w8cjgdW5PcD0JySbaEJNPYgkTpy-S9AHmz8x7BlFfnHmgOM_Cg67QU0JLy4qGySl9fbUEd5AEAieonIfqdvSHr7MJs&utm_content=166852047&utm_source=hs_email
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CERTIFIED FINANCIAL CRIME SPECIALISTS | CRYPTO

ACFCS ‘Don’t Be Spooked by Crypto 
Workshop’ Takeaways: As crypto 
transactions soar into trillions of dollars, 
risks rise for bank AML oversight, more 
customers could be exchanges in disguise
Oct 2021 | By Brian Monroe

The Skinny:

ACFCS this week capped its official two-day “Don’t Be Spooked by Crypto Workshop,” where top thought leaders in the public and private sectors offered 

critical insight on criminal trends, regulatory focal points and vulnerabilities that could victimize virtual exchanges and banks.

One high level theme that speakers highlighted is that the worlds of virtual value and brick-and-mortar banks are moving ever more closely together, 

with more than $4 trillion in crypto payments in a pandemic-pummeled 2020, a soaring financial throughput that took credit cards decades to eclipse.

As well, the touchpoints with the formal financial system are also expanding because regardless of the type of coin used – big names like Bitcoin, 

memecoins with a dog on them or privacy coins like Monera and Zcash – virtual value transactions chiefly begin and end with banks.

That also means more scammers using crypto coins to cash out on their schemes. So are all crypto exchanges bad? Broadly, compliance programs at 

most exchanges have improved, but there is a small subset that processes a disproportionate amount of illicit transactions, particularly those tied to 

cyber-enabled frauds, ransomware and related breaches and attacks, said one speaker. 

ACFCS this week capped its official two-day “Don’t Be Spooked by Crypto 

Workshop,” where top thought leaders in the public and private sectors 

offered critical insight on criminal trends, regulatory focal points and 

vulnerabilities that could victimize virtual exchanges and banks.

One high level theme that speakers highlighted is that the worlds of 

virtual value and brick-and-mortar banks are moving ever more closely 

together, with more than $4 trillion in crypto payments in a pandemic-

pummeled 2020, a soaring financial throughput that took credit cards 

decades to eclipse.

With speculators, longtime individual and institutional investors – and 

even entire countries jumping whole hog into crypto because of the 

instability and inflation in their own fiat currencies – the nascent and 

volatile space is “growing like crazy,” said one speaker from blockchain 

analytics heavyweight, and event partner, CipherTrace.  

As well, the touchpoints with the formal financial system are also 

expanding because regardless of the type of coin used – big names like 

Bitcoin, memecoins with a dog on them or privacy coins like Monera and 

Zcash – virtual value transactions broadly begin and end with banks.

Financial institutions are the on-road and off-road to roiling worlds of 

value tucked away on an immutable blockchain.

Banks also face regulatory wrath and real risks tied to oversight of 

customers engaging in the crypto space.

That was evidenced in a profound and public way with the January 2020 

https://www.acfcs.org/
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U.S. Treasury Office of the Comptroller of the Currency action against 

M.Y. Safra bank for lax anti-money laundering (AML) efforts for a host 

high-risk transactions tied to risky jurisdictions involving digital asset 

customers, including:

> Digital currency exchangers

> Digital currency ATM operators

> Crypto arbitrage trading accounts

> Blockchain developers

> Fiat-to-crypto money services businesses 

What is crypto? Security, commodity or financial oddity?

One of the biggest challenges for compliance professionals tied to virtual 

value is that there is no global definition of what they are, with some 

jurisdictions calling them a store of value, others a commodity, others a 

security, and finally, some deeming them on par with fiat currency.

There is “a lot of controversy in the U.S. government about who regulates 

what,” said one speaker.  

That means if you are a crypto exchange, or large international bank 

with crypto customers, “you need to have a unified risk and reporting 

mechanism across all of these cryptocurrencies. All of the transactions 

begin and end with a bank,” said another speaker.

But what a customer is doing in the digital value space is not always 

clear.

In some cases, money services businesses (MSBs) could open a 

bank account and not declare themselves to be remitting money 

internationally or acting as a virtual currency exchange.

The result: some speakers see over the next six months a potential 

increase in enforcement in such cases and an overall rise in scrutiny 

tied to crypto exchanges getting inline with rising industry information 

capture and exchange standards, such as the Paris-based Financial 

Action Task Force’s (FATF) Travel Rule. 

Pandemic has fueled romance scammers to drain accounts, 

use crypto to evade rules, create money mules

Attendees also got to see a case study of how blockchain analytics 

heavyweight CipherTrace used address clustering heuristics to follow the 

money tied to a terror group’s funding cycle.

The investigation followed a suspected address, hopping to different 

nodes on the blockchain, touching multiple exchanges and going forward 

and backward on chain to build out profiles to uncover illicit groups trying 

to evade detection.

But it is not just terror groups looking to enrich their coffers with the 

speed and global reach of crypto coins.

More fraudsters and romance scammers are coaching victims to not 

just liquidate their savings, but transmute them into virtual value before 

sending the digitized funds to addresses and exchanges controlled by 

criminal groups.

The coronavirus pandemic has opened new avenues for schemers 

looking to take advantage of the feelings of isolation and loneliness, 

with some illicit groups specifically targeting older individuals to offer 

companionship and affection.

What’s worse is that even after these vulnerable, in many cases elderly, 

people lose their entire life savings – sometimes hundreds of thousands 

of dollars – the scammers still don’t let go.

“Their utility doesn’t end when the money dries up, it just changes,” said 

one speaker. “After they lose all the money, they become a money mule.”

How to separate the crypto exchange wheat from the chaff? 

The five dimensions of risk

But with, in some cases, scammers literally coaching victims on how to 

buy crypto with their savings and even what addresses and exchanges to 

use, that begs the question: how does a bank or regulator parse out the 

risky exchanges – ones that might have lax AML programs or be tied to 

cyber-frauds – from the rest?

That is where reviewers must analyze and scrutinize the “five dimensions” 

of virtual asset service provider (VASP) risk. 

They are:

AML/KYC procedures
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Does the crypto exchange in question have a dedicated AML program, 

compliance officer and does it capture and share know-your-customer 

information on users with banks or other crypto exchanges.

Jurisdictional risk

What is the domiciled location of the exchange and, if it is registered, 

where is it registered? 

Different countries have wildly different AML control requirements for 

crypto exchanges, spanning the gamut from none at all, to stringent rules 

on par with banks, to outright banning any and all crypto trading, mining 

and holding.

Private placement

Does the exchange allow transactions with or have some form of privacy 

coin support? 

That would make it difficult for the exchange to monitor or report on 

coins having specific red flags tied to illicit entities and dark net markets 

as they can’t be monitored. 

The exchange also likely couldn’t confirm source of funds or intersections 

with risky addresses.

Fiat support capabilities

While banks worry about direct connections to crypto exchanges, those 

exchanges might also be connected to crypto exchanges that only 

exchange with other exchanges – which may themselves be high risk.

Those exchanges, because they don’t touch other physical jurisdictions, 

may not be subject to the same AML rules. 

And for banks, they might not be able to see a “nested” transaction that 

originated from a crypto exchange, going through a second exchange to 

the bank. 

The illicit source would be “completely hidden,” said one speaker.

Interaction risk

Crypto exchanges have touchpoints with a wide array of entities, 

individuals, companies and more, good and bad.

So it is vital to gauge the percentage of its transactions that are 

conducted with entities deemed high risk, including: darknet markets and 

vendors, gambling sites, risky exchanges, mixers, blacklisted entities and 

cyber-enabled frauds, like malware and ransomware.

Bonus risk ratings

Does the exchange engage in any on-chain transaction monitoring, or 

work with third parties, that engage in trade surveillance? 

Is it easy to find names and details on the company and its doing 

business as name, or names and contact details of owners, controllers 

and top compliance officers? 

Are crypto exchanges just cyber-fraud funneling, virtual value 

villains?

Speakers at the workshop also noted that ransomware and related crypto 

payments have become a top-of-mind issue for governments around the 

world, including the United States.

Last month, the U.S. Treasury, for the first time, sanctioned a virtual 

currency exchange for laundering cyber-fraud ransomware payments.

The Office of Foreign Assets Control (OFAC) designated SUEX OTC, S.R.O. 

(SUEX), a virtual currency exchange, for its part in “facilitating financial 

transactions for ransomware actors.”

OFAC stated at the time SUEX facilitated transactions involving illicit 

proceeds from “at least eight ransomware variants,” with further 

analysis uncovering that more than 40 percent of the exchange’s known 

transaction history was “associated with illicit actors.” 

Overall, ransomware attacks are “increasing in scale, sophistication, and 

frequency, victimizing governments, individuals, and private companies 

around the world,” according to the U.S. Treasury, adding that last year, 

ransomware payments reached more than $400 million, more than four 

times their level in 2019.

The U.S. government estimates that these payments “represent just 

a fraction of the economic harm caused by cyber-attacks, but they 

underscore the objectives of those who seek to weaponize technology for 

personal gain,” according to U.S. government.

Such attacks are tantamount to national security threats because in 

addition to the “millions of dollars paid in ransoms and recovery, the 

disruption to critical sectors, including financial services, healthcare, and 

energy, as well as the exposure of confidential information, can cause 

severe damage.”
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So how is the U.S. responding?

In June, officials yielded more details on the Biden Administration’s 

ransomware strategy, which includes four lines of effort:

Disruption: Of ransomware infrastructure and actors by working closely 

with the private sector.

International cooperation: To hold countries who harbor ransom actors 

accountable.

Expanding cryptocurrency analysis: To find and pursue criminal 

transactions.

Paying the piper: Reviewing the USG’s ransomware payment policies 

and approaches.

So does that mean all crypto exchanges are AML-flouting, cyber-fraud 

funneling, virtual value villains?

Not exactly, according to one government speaker.

Broadly AML programs at exchanges “have improved,” said the person. 

“But there is a small subset of the exchange universe that processes a 

disproportionate amount of illicit transactions, particularly those tied to 

cyber-enabled frauds, ransomware and related breaches and attacks.” 

Cryptocurrency
Digital: Cryptocurrency only exists on computers. There are no coins and no notes. 

Decentralised: Cryptocurrencies don’t have a central computer or server. They are distributed across a network of (typically) thousands of computers.

Peer-to-Peer: Cryptocurrencies are passed from person to person online. Users don’t deal with each other through banks, PayPal or Facebook.

Pseudonymous: This means that you don’t have to give any personal information to own and use cryptocurrency. There are no rules about who can own or use 

cryptocurrencies.

Trustless: No trusted third parties means that users don’t have to trust the system for it to work. Users are in complete control of their money and information at all times.

Encrypted: Each user has special codes which stop their information from being accessed by other users. 

Global: Countries have their own flat currencies. Sending flat currencies around the world is difficult. Cryptocurrency can be send all over the world easily and are not bound  

by borders or sanctions.
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CFCS | R. KELLY CONVICTION
In R. Kelly conviction, a victory for victims, with tethers to 
tackling trafficking, lessons for fincrime compliance teams
Sep 2021 | By Brian Monroe

This is a still image taken from the infamous March 2019 CBS interview Gayle King did with R. Kelly where he, at one point, 

jumped out of his chair, ranting and raving, questioning “how stupid would I have to be” to lock women in closets with so 

many people accusing him of doing things like…locking women in closets. 

To see some of the highlights, click here. To read a transcript of key points and see the full interview, click here. 

The Skinny:

With a jury this week convicting the once high-flying rhythm and blues star R. Kelly on charges he exploited his celebrity status for decades to lure 

women – many of them underage girls – into his clutches to manipulate and sexually assault them, his fall from grace is complete.

But for the universe of financial crime and compliance professionals watching Kelly’s case – and other cases of celebrities taking advantage of their 

power and influence to dupe, deceive and denigrate for skin and sin – there is another reality more familiar to investigators and red flag reviewers.

His lies, payoffs and physical and mental abuse were just a cover to act as a human trafficker running a criminal enterprise. Moving money to hide your 

control and connections to a larger network, moving and manipulating women to engage in sex acts, all of these are the historical red flags of organized 

criminal groups engaging in human trafficking.

With a jury this week convicting the once high-flying rhythm and blues 

star R. Kelly on charges he exploited his celebrity status for decades 

to lure women – many of them underage girls – into his clutches to 

manipulate and sexually assault them, his fall from grace is complete.

But for the universe of financial crime and compliance professionals 

watching Kelly’s case – and other cases of celebrities taking advantage 

of their power and influence to dupe, deceive and denigrate for skin and 

sin – there is another reality more familiar to investigators and red flag 

reviewers.

His lies, payoffs and physical and mental abuse were just a cover to act 

as a human trafficker running a criminal enterprise.

Read in full

https://www.acfcs.org/
https://www.youtube.com/watch?v=0PsfdttNboQ&ab_channel=InThaBassmintTV
https://www.cbsnews.com/news/r-kelly-interview-full-coverage-of-the-gayle-king-interview-with-r-kelly-on-cbs-2019-03-08/
https://www.acfcs.org/in-r-kelly-conviction-a-victory-for-victims-with-tethers-to-tackling-trafficking-lessons-for-fincrime-compliance-teams/
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JFJ | ACCUSED KILLER
ACCUSED KILLER OF JOURNALIST BACK IN COURT OVER 
ALLEGED MONEY LAUNDERING
Sep 2021 

The accused murderer of Maltese journalist Daphne Caruana Galizia was 

back in court last week to face accusations of laundering money through 

a casino owned by his family’s Tumas Group.

Fenech is accused of misappropriating funds from a company called 

Glimmer Limited that he owned with his uncle Ray, and attempting 

to launder €45,000 (although the sums indicated in the chats the 

prosecution presented in court refer to higher figures). Four others were 

accused of similar charges, including Glimmer Ltd’s chief operating 

officer, who also heads Tumas Gaming, and a company director.

Investigators were alerted to the scheme by WhatsApp chats found on 

Fenech’s phone that pointed to a “system” of fictitious bets placed at The 

Oracle casino, operated by the Tumas Group, of which Yorgen Fenech 

was a director.

In one of the chats extracted by police, Fenech instructs a man called 

Nicholas Cachia to send his father to the casino “lose €200 daily until I 

tell you”.

“This week your father will get a good amount,” Fenech says, at one point 

asking, “How much did we launder?” 

“I gave you 30 and you gave me 80,” Cachia responds. 

The suspicious transactions were flagged by an internal auditor, but no 

action was taken to report the potential crime.

“The reason they gave was that those high bonuses were paid out to lure 

a new gaming customer, to encourage him to gamble more sums,” the 

police inspector said, adding that explanation “was not true”. 

f so-called ‘bonuses’ are being manipulated in this way by Glimmer 

Ltd., then it implies the casinos in question are capable of illegally 

manipulating the games played in their facilities.

This would represent yet another failure of a regulatory body in Malta, 

this time the Malta Gaming Authority, which is tasked with conducting 

audits and independent tests to ensure the integrity of gaming devices, 

and the randomness of results of all games of chance.

The Gaming Authority came under fire last year when it emerged that 

former chairman Joseph Cuschieri took a trip to Las Vegas with Yorgen 

Fenech in May 2018 just one month after transitioning out of his role. 

They were joined by a close personal friend of Cushieri, Edwina Licari, a 

legal advisor to the Malta Financial Services Authority (MFSA). She was a 

senior official at the Gaming Authority at the time.

Read in full

https://jfj.fund/
https://www.acfcs.org/
https://timesofmalta.com/articles/view/live-blog-yorgen-fenech-in-court-for-money-laundering-case.898528
https://lovinmalta.com/news/how-much-have-we-laundered-schemes-between-yorgen-fenech-and-gaming-associates-revealed-in-court/
https://theshiftnews.com/2020/10/29/what-happens-in-vegas-cant-stay-in-vegas-mfsa-chief-a-friend-and-a-client-accused-of-murder/
https://theshiftnews.com/2020/10/29/what-happens-in-vegas-cant-stay-in-vegas-mfsa-chief-a-friend-and-a-client-accused-of-murder/
https://theshiftnews.com/2020/10/29/what-happens-in-vegas-cant-stay-in-vegas-mfsa-chief-a-friend-and-a-client-accused-of-murder/
https://jfj.fund/accused-killer-of-journalist-back-in-court-over-alleged-money-laundering/
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We want to hear what you 
think about our anti-money 
laundering laws

Money laundering and terrorism 
financing are crimes
Money laundering is the process criminals use to “clean” 
the money they make from crimes such as fraud, 
dealing in illegal drugs, and trafficking. 

By making the money look like it comes from a 
legitimate source, criminals can cover their tracks and 
avoid detection. Criminal organisations and people 
who finance terrorism target businesses and countries 
they believe have weak systems and controls that they 
can exploit.

Every time someone buys a house or a car, or moves 
money around to different banks, or sends it back 
home, is an opportunity to launder illegal money.

We’ve had active anti-money laundering laws since 
2013 to fight these crimes which could severely damage 
our financial system.

Are our anti-money laundering 
laws the best they can be?
In July, the Government asked the Ministry of Justice 
to review our anti-money laundering laws. This review 
allows us to ask ourselves: have we got this right?

The Anti-Money Laundering and Countering Financing 
of Terrorism (AML/CFT) Act 2009 keeps New Zealand 
safe from money laundering and terrorism financing. 
By making it harder for criminals to launder money or 
finance terrorism, we also make profit-motivated crime, 
like selling drugs or defrauding people, less appealing.

Money laundering affects all of us. It is happening every 
day across the country. It’s estimated that over $1 billion 
a year comes from drug dealing and fraud, and can be 
laundered through New Zealand businesses. 

The true cost and impact is many times that figure 
when you consider crimes that generate “dirty” money 
and their ripple effect. People who finance terrorism 
also use these methods to send money to violent 
causes and to disguise who is providing and receiving 
the money. 

Does the Act cause you 
problems? Please tell us.
While the anti-money laundering laws are very 
important, we know that it can make things more 
difficult or cause frustration. We want to hear about 
people’s experience dealing with anti-money laundering 
laws, such as when buying or selling a house or dealing 
with their bank. 

Has it become harder for you to open or maintain bank 
accounts, or has it become harder or more expensive to 
send money to family and friends overseas? This could 
happen if you do not have easy access to documents 
that prove who you are, or where you live.

Have we got the balance right about protecting 
people’s privacy? Businesses need to collect a large 
amount of personal information from their customers, 
and we want to make sure the Act protects peoples’ 
privacy. 

Please tell us what you think of our 
anti-money laundering laws.

Go to: www.justice.govt.nz/amlcft-review

We need to hear from you by 3 December 2021.

Thank you.

KEEP OUR
MONEY CLEAN
kia mā ā tātau moni

Logo

KEEP OUR
MONEY CLEAN
kia mā ā tātau moni

This logo is an evolution from the previous iteration.
We believe this logo is more ownable because it has  
levels of meaning in each element that creates its shape 
vs the previous version.
 
It combines a koru which is representative of New 
Zealand, a money texture from New Zealand currency, 
money iconography and the shape of a coin.

What we have refined in this version is we have created 
more negative space and a thinner weighting of line in 
the money icon itself. The money texture also has more 
clear space, so it’s less condensed. That has helped the 
Koru to stand out better.

KEEP OUR
MONEY CLEAN
kia mā ā tātau moni

KEEP OUR
MONEY CLEAN
kia mā ā tātau moni

Koru Texture from  
New Zealand currency

Money icon Shape of a coin

+ + + =

Final logo
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RegTech, FinTech and the AML/
CFT Professional

November 26, 2021
10:00AM - 11AM HKT/ SGT

Online 1 ACAMS Credit

The panel will feature speakers from the FinTtech Associations of the following 3 countries:

• Malaysia • The Philippines • Singapore

FREE Registration

https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.acams.org%2Fen%2Ftraining%2Fwebinars%2Fregtech-fintech-and-the-amlcft-professional&data=04%7C01%7CRLazar%40acams.org%7Ce11d44e1391d42d9bad508d9982b4e1a%7C97fb1a0766ed498398cd2b41977edc25%7C0%7C0%7C637708134036602149%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=6jJ5Mq9PIKKc%2F5BS4ozQ6sX%2B3O9hmzhyMh3oGrP9hPQ%3D&reserved=0
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