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Connect
LinkedIn

Setting the benchmark and driving best practice across 
AML/ CFT.

As parts of New Zealand settle into Level 2 with Auckland at Level 3 the 

country has had it easier than other countries. As a business, we too 

know the importance of keeping safe, and hope everyone else is too.

Businesses have had to evaluate how they operate in order to provide a 

roadmap for what is an evolving situation. For example, in the current 

environment we’ve seen New Zealand dealing with several attacks - this 

being a Distributed Denial of Service attack that attempted to bring 

down websites - putting into question privacy and whether it has been 

breached? This begs the question “Are New Zealand businesses, in 

particular large businesses, under-investing with their cyber security?” 

And what kind of security do companies offer customers who are 

faced with breaches? And is there an adequate level of cyber-security 

awareness among large NZ companies?

Sometimes, making a customer feel more secure is simply a matter of 

knowing and understanding their concerns and addressing them in a 

way that leaves the proper impression. Industry led research and inputs 

are, therefore, vital in ensuring that fit-for-purpose solutions are made 

available to support AML compliance. Reiterating the point that ‘one-size’ 

fits all and ‘template’ solutions are simply not adequate for businesses 

looking to secure long term compliance and customer relationships as 

the landscape continues to evolve.

Within the past year we’ve seen all kinds of businesses trying to be 

compliant with their AML obligations and seeking to improve their 

KYC standards. There is an important message here; regulators are 

looking close at businesses who aren’t seriously understanding their 

vulnerabilities and looking at de-risking need to step up. 

If you want your business to avoid issues with the regulators and to not 

be next in the firing line by the ‘powers that be’, the media, and worse of 

all - your clients! Take the initiative by improving your understanding of 

the AML/CFT regime, mitigate your risk and ultimately lift your game!

As always, feel free to reach out to the TIC Co team if there is anything 

they can help you with.

Stay safe.

mailto:alice%40ticc.nz?subject=Connect
https://www.linkedin.com/in/alicetregunna/
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THE FUTURE OF DIGITAL 
IDENTITY IN A PRIVACY 
PRESERVING ECOSYSTEM

CENTRAPASS | PRAMODYA DE ALWIS: Head of Digital Identity

As humans, we have been communicating who we are for generations, 

and we have been quite creative at doing it. We created names and 

through that we created forms of identification for us and things that 

belong to us. We have learnt about the issues of identification as a 

consequence of certain identifying features being used to target specific 

groups of people. However, have we now learnt to ignore this problem 

because it doesn’t affect us day to day, or so we think? There have been 

major issues around the world where personally identifiable data was 

leaked or used maliciously to generate unethical yet legal profits.

The European Union’s GDPR (General Data Protection Regulation) was 

aimed at helping individuals who had simply lost the ownership of their 

identity. From the GDPR EU website: the right to privacy is part of the 

1950 European Convention on Human Rights, which states, “Everyone 

has the right to respect for his private and family life, his home and his 

correspondence.” These were powerful regulations and the definite first 

steps in an uphill battle against organisations profiting from personally 

identifiable data collection for marketing purposes. If you have ever used 

an online marketing tool to target specific user groups, then chances 

are you have used the data these online platforms have mined from 

the internet. It would be a pipe dream to believe we can just wipe this 

industry out overnight; in fact it is hard to imagine it being wiped out at 

all. However, there are ways to decrease the risks posed by malicious 

actors. The GDPR is a great example of one way, a legal framework 

designed to reduce the exposure of individuals by using fines and jail 

sentences. Another way is using modern technology and its real time 

capabilities to generate cryptographically secure information.

New Zealand’s Privacy Act 2020 is our own version of the GDPR, a well 

needed refresh from the Privacy Act 1993. But how can businesses keep 

up with these changes? Some have already made provisions to keep up 

with GDPR so are well prepared for Privacy Act 2020 but is this enough? 

Do business know what data they really need to keep? A prime example 

is the Waikato DHB. They stored data like passport and drivers licence 

images even after it was used to verify individuals. This is obviously a red 

flag when you consider hundreds of companies all around New Zealand 

are probably doing the same thing. New Zealand and the rest of the 

world do not have the infrastructure in place to reduce the blast radius 

of cyberattacks. We need to somehow build tools and networks for safe 

exchange of personally identifiable information. Enter the New Zealand 

Digital Trust Framework (DTF). Designed to remove the requirement 

of storing personally identifiable data on organisation data stores and 

consented sharing of data between people and organisations. This will 

give power back to the individuals to determine who should be allowed to 

see their data.

So far it sounds like this is all about the individual, and while it is a 

massive win for people, with the right tools and innovation, companies 

can improve their opportunities while eliminating risk. For example, the 

traditional barriers of gaining customers can be reduced by introducing 

digital workflows. Companies can still gather useful customer metrics 

(yet privacy preserving) without putting themselves in breach of the 

Privacy Act 2020 (or GDPR for international customer). While the DTF is 

ambitious, it is not the first of its kind; countries all around the world are 

looking to do something similar. The current most notable ones reside 

in Canada and England. This could also be a chance at interoperability 

between countries, but it heavily depends on how we build our 

communication network. We need to work globally to solve this issue and 

there is research and development being carried out by the open-source 

development and open standards community.

Through the advent of the W3C Decentralised Identifiers (DID) 

specification and subsequently Verifiable Credentials (VC), there are well 

researched methods available for adoption. The IATA travel pass, which 

is being used to track COVID certificates across borders is an example of 

this technology already in action. These specifications describe methods 
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A software architect specialising in the design and development of KYC and digital identity solutions 

for the New Zealand industry. While it is a formative subject area, Pramodya has been there since 

the beginning, facing challenges no one else has come across and has helped create solutions which 

are implemented today. He is currently working on privacy-preserving systems leveraging the power 

of distributed ledger technology and applying them to real world use cases such as the Digital Trust 

Framework.

Digital Identity 
Expert
Pramodya De Alwis:  Head of Digital Identity

for individuals to allow consented communication of private data 

with guarantees around safe usage by organisations. VCs also enable 

individuals to make claims, such as claiming you are allowed to drive, 

without revealing any personally identifiable information; this is known 

as a zero-knowledge proof and it has the power to change how we share 

information forever. 

How can we get everyone on to the DTF? First of all, the rules have to 

be published. This is an ongoing process involving the DIA, industry 

professionals (including CentraPass) and companies across New Zealand 

who will be affected by the new rules. The DTF is also completely opt-in 

but there is no reason why organisations across New Zealand will 

choose not to partake; those who do not will have to find their own way 

for themselves and their customers. CentraPass is working on building 

the tools and services required to help businesses build a safer digital 

world for their customers. We work closely with companies looking to 

improving their KYC and AML workflows to enable secure customer 

journeys on their platform.  Our team is working to ensure the DTF 

follows global standards and gives Kiwi businesses a chance to innovate, 

improve onboarding workflows and protect their customers.

New Zealand and the rest of the world do not have the infrastructure  

in place to reduce the blast radius of cyber attacks. 

mailto:pramodya.dealwis%40centrapass.co.nz?subject=
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KNOW YOUR CUSTOMER
Byline John Keene, RealMe Business Development Manager

REALME | KNOW YOUR CUSTOMER

ACCORDING TO the Financial Action Task Force, the number of online 

transactions is growing by nearly 13 percent every year.

By 2022, 60 percent of global GDP is expected to be digitised. 

At the same time, professionals carrying out business online such as 

lawyers, accountants, real estate agents and financial advisors are legally 

required to know and verify who your customers are, even if you can’t 

meet them face-to-face. 

Verifying an individual’s identity is a crucial step in completing Customer 

Due Diligence (CDD) under AML/CFT legislation. It’s a cornerstone of 

good practice and it is a fundamental part of New Zealand’s AML/CFT 

compliance legislation.

Role of digital identity

With the days of on-boarding customers in person numbered, it is safe to 

say use of reliable digital identity tools are the way of the future.

RealMe is a good example.

Not only does it make it cheap and hassle-free for your customers to 

prove who they are online, it also makes it quick and easy for you to carry 

out CDD and comply with the legislation.

All companies captured under New Zealand’s AML/CFT 
legislation need to meet their Customer Due Diligence (CDD) 
obligations. There are many ways of doing it, but how to do it 
best? Some say a reliable digital identity tool like RealMe is 
the only way to go.
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Launch of RealMe

In July 2013, the government launched RealMe to help Kiwis access 

online services (eg, student loans and allowances, MyIR) with one 

username and password (using second factor authentication where 

needed) and securely prove who they are online.

In 2018, RealMe became the first government service in New Zealand to 

reach the gold standard for trust and privacy when it gained a Privacy 

Trust Mark from The Office of the Privacy Commissioner. 

At the time, Privacy Commissioner John Edwards said: “RealMe’s data 

minimisation and user control practices are excellent. Users can control 

when and where their identity information is shared and can review all 

of their transactions and revoke their consent at their discretion. RealMe 

also only collects and stores information that is required to administer 

the core service.”

Since then, the RealMe verified identity service has been accepted 

by AML/CFT supervising agencies, including the Reserve Bank of 

New Zealand, the Department of Internal Affairs and the Financial 

Markets Authority, as a robust identity verification tool for meeting the 

requirements of the AML/CFT law.

RealMe Expert
John Keene:  RealMe

Wellington-based John Keene has clocked up more than eight years 

as business development manager of RealMe for the Department of 

Internal Affairs.

Today, more than 900,000 Kiwis use RealMe to securely prove who 

they are online. Meanwhile, dozens of businesses and organisations 

have integrated RealMe into their online service or website to help their 

customers login and prove who they are online. Examples include MSD, 

Waka Kotahi, Electoral Commission, Westpac, BNZ, ANZ and Kiwibank. 

Last month, AMLHUB, an AML/CFT SaaS platform, integrated with 

RealMe to give AMLHUB users a quick and simple way of remotely 

verifying a client’s identity. 

Here’s what AMLHUB and AML Solutions director Richard Manthel says 

about the integration and why he’s a fan of using a reliable digital identity 

tool like RealMe to improve the CDD process.

mailto:pramodya.dealwis%40centrapass.co.nz?subject=
https://www.realme.govt.nz/
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AML SOLUTIONS | KEY INSIGHTS

Key Insights with 
Richard Manthel

Firstly, a bit about us. As a business, AML Solutions offers a range 

of AML/CFT services, including auditing, advice, training, an annual 

conference, as well as the SaaS platform called AMLHUB, designed to 

help compliance officers meet their AML/CFT obligations and fulfil their 

role.

This year we integrated RealMe into the AMLHUB to help compliance 

officers check the identity of their business’ clients. We learned a lot in 

the process and gained four main insights.

1. Speed up the client onboarding process

One of the main benefits of using a reliable, digital identity tool like 

RealMe is that it makes the identity verification process quick and easy 

for everyone. We’ve set it up so AMLHUB users can instantly onboard 

customers with a RealMe verified identity, using a simple email invitation.

What people may not know about RealMe is that it takes just minutes 

for someone to set themselves up with a verified online identity if they 

don’t already have one. Thanks to recent developments to the tool, made 

possible by biometric technology, someone can set up a RealMe account 

online and become verified from the comfort of their own home. It’s that 

easy. 

2. Eliminate the need to store and protect personal data

Something else we’ve learned is that a reliable digital identity tool like 

RealMe can help reduce risk by removing the need to store and protect 

sensitive personal information like your customers’ passports or driver 

licences.

Instead, RealMe draws on existing information stored by an authoritative 

government source (such as the Department of Internal Affairs) and 

pulls that information from the source in real time with an individual’s 

consent. It means your customer is always in control of their information, 

including how and when it is shared. Your customer simply logs on to 

RealMe and agrees to share their RealMe verified identity. Their RealMe 

Verified account is valid for five years.

3. Confidence someone is who they say they are

This point is undoubtedly one of the most crucial for compliance officers. 

How do you really know someone is who they say they are? You need 

reliable proof from authoritative sources. You can get that confidence 

using a tool like RealMe. RealMe is what’s called an ‘electronic identity 

credential’, an electronic record containing government-backed identity 

information such as an individual’s name, gender, date-of-birth and place-

of-birth safeguarded by law.

4. Protects the privacy of your customers

Finally, RealMe was designed to protect people’s privacy and is the only 

digital identity service that allows New Zealanders to prove their identity 

online with confidence their information won’t be shared beyond its 

intended recipient (without consent) and will only ever be used for the 

purpose it was intended.

In fact, the law says should anyone improperly use a RealMe identity 

or try to falsely obtain an identity belonging to someone else, they face 

serious legal penalties, including major fines up to $250,000 or 10 years 

imprisonment.

Sure, it’s taken a while for RealMe to develop. But I’d say it’s on track to 

achieving its goal: to become the easiest and most secure way for New 

Zealanders to prove their identity online. 

That’s good for Kiwis and for the future of e-commerce. Frankly, it’s good 

for everyone.

Richard Manthel:  AML Solutions

Auckland-based director and founder of AML Solutions, an AML/CFT 

consultancy, and AMLHUB, an AML SaaS Platform.

mailto:pramodya.dealwis%40centrapass.co.nz?subject=
https://amlsolutions.co.nz/
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Anti-Money Laundering and Countering 
Financing of Terrorism - Conference 2021
United We Stand - Integrating Public and Private Sectors against Financial Crime

26-27 October - Museum of New Zealand Te Papa Tongarewa, Wellington

Including - 28 October
Sector Supervisors Workshops
Museum of New Zealand Te Papa Tongarewa, Wellington

FIU/ACAMS Conference 
The 2021 AML/CFT Conference will be held between Tuesday 
26 October and 27 October at the Museum of New Zealand 
Te Papa Tongarewa, Wellington, New Zealand, with Sector 
Supervisors (RBNZ, DIA and FMA) workshops on Thursday 28th 
at the same venue.
The theme of this year’s conference is “United We Stand – Integrating Public and Private Sectors against 
Financial Crime. The Conference programme will bring together domestic and international speakers from 
government and private sector and will also provide an opportunity to maintain existing and develop new 
relationships with the stakeholders.

Once again, the circumstances have led us to organise a hybrid event: apart from the on-site attendance, virtual 
access to the full conference and workshops content will also be available.

To register for this Conference or to find out more information, please go to https://www.police.govt.nz/fiu.   
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‘AT THE FOREFRONT 
OF REGULATORY 
EXCELLENCE, . . . ‘  

REALME | DIA: ATTIC

In a world where technology is constantly reshaping how people interact 

with the world around them, it is important for organisations to renew 

their focus on established risk and compliance practices. Cyber threats 

continue to change, and new risks emerge on a regular basis making 

it essential for companies of all sizes and across all industries to work 

together and conduct Customer Due Diligence (CDD) in a way that's 

transparent and verifiable. Verifying an identity is operated by the 

Department of Internal Affairs, which RealMe is a part of.  

And the secure way you can prove your identity online is with RealMe®. 

The Identity Verification Services Agency has clear Government 

guidelines regarding how agencies should carry out the RealMe services, 

and one of those being directed either by Cabinet or in the case of Crown 

agents to consult with the Department of Internal Affairs. 

The DIA aspires to be seen as dependable and gain the public’s trust 

has become more important recently to have successful regulatory 

outcomes. With RealMe becoming a verified identity service accepted 

by Anti-Money Laundering/ Countering the Financing of Terrorism 

Supervising Agencies, this goes a long way in gaining Kiwi’s confidence.

Their purpose  ‘To serve and connect people, communities, and 

government to build a safe, prosperous, and respected nation, and at 

the Forefront of regulatory excellence.’

When it comes to AML/ CFT with an estimated $1.35b being proceeds of 

crime laundered through New Zealand, it’s an important reminder the DIA 

supervises more than 5000 financial institutions and other non-financial 

businesses and professions for compliance to measure and detect 

money laundering and terrorism financing. 

This shows the important of strategic initiatives and the importance of 

agencies working together. 

To learn more about the Regulatory Services Group Strategy 2021-2026

Regulatory  
Services Group
Strategy 2021–2026

Internal Affairs Regulatory Services Group Strategy 2021-
2016  their goal being to ensure Regulatory Services are at 
the forefront of excellence. 

https://www.dia.govt.nz/diawebsite.nsf/wpg_URL/Services-Identity-Verification-Service-Government-Directions-Regarding-RealMe-Services?OpenDocument
https://www.dia.govt.nz/diawebsite.nsf/wpg_URL/Services-Identity-Verification-Service-Government-Directions-Regarding-RealMe-Services?OpenDocument
https://www.dia.govt.nz/diawebsite.nsf/Files/Regulatory-Services-Group-Strategy-2021-2026/$file/Regulatory-Services-Group-Strategy-2021-2026.pdf
https://www.dia.govt.nz/diawebsite.nsf/Files/Regulatory-Services-Group-Strategy-2021-2026/$file/Regulatory-Services-Group-Strategy-2021-2026.pdf
https://www.dia.govt.nz/diawebsite.nsf/Files/Regulatory-Services-Group-Strategy-2021-2026/$file/Regulatory-Services-Group-Strategy-2021-2026.pdf
https://www.dia.govt.nz/diawebsite.nsf/Files/Regulatory-Services-Group-Strategy-2021-2026/$file/Regulatory-Services-Group-Strategy-2021-2026.pdf
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‘ It also establishes a strong regulatory stewardship approach to RSG’s three current regulatory systems: Digital 

Safety, Anti-Money Laundering (AML) and Gambling. RSG was established in 2011 to bring together gambling, 

censorship compliance, anti-spam, and AML regulatory regimes. Since then, the AML Group’s remit and size has 

grown dramatically. More recently the Digital Safety Group, which brings together the censorship compliance and anti-

spam functions, has also grown significantly following the introduction of an additional focus on countering violent 

extremism.’ Maarten Quivooy GM

Embedding our regulatory foundations

Strengthening our capability

Aligning our culture and purpose

Harnessing our evidence, insights  
and evaluation

Maximising our relationships

Our Mātāpono 
Principles

Kotahitanga
Expresses values  
of togetherness,  

solidarity, collective action,  
reciprocity and respect.   

Strength in unity

He Tāngata
People are important to what 

we do and the culture we 
create. This principle is about 
all people, both internal and 

external, being important

Whanaungatanga
Kinship and relationships. 

This principle is nurtured through 
shared experiences and working 
together, which provides people 

with a sense of belonging
Manaakitanga

To manaaki is to show kindness,  
respect and hospitality towards  

others. This principle is about  
maintaining and nurturing  
relationships and ensuring  

people are looked after 

Gambling
We deliver community 
wellbeing through  
reducing gambling- 
related harms

Our 
groups

Anti-Money  
Laundering  
and Countering  
Financing of  
Terrorism
We protect the trust
in New Zealand’s  
financial system Digital  

Safety
We make the  
digital world safer 
for New Zealanders Regulatory  

Strategy and  
Performance
We enrich 
expertise and 
decision-making  
across RSG

Tō Tātou Mahi  
outcomes
Iwi, hapū and communities  
across New Zealand are safe,  
resilient and thriving

The wellbeing of hapū, iwi  
and Māori is improved through 
a strong and enduring  
Māori-Crown partnership  
that is equitable and positive

DIA purpose
To serve and connect people,  
communities and government 
to build a safe, prosperous and 
respected nation

Anti-Money  
Laundering  
and Countering  
Financing of  
Terrorism

These businesses need to assess their risk of money laundering and terrorism financing and put in place 
measures to mitigate these risks. This includes identifying their customers, keeping records, and submitting 
reports to the Police Financial Intelligence Unit for any suspicious activity or prescribed transaction.

In 2020 entities supervised by DIA submit the following number of reports per month:

An estimated $1.35 billion from the proceeds of crime  
is laundered in New Zealand every year from:

$750 million $500 million $100 million

Drug offending

suspicious activity reports International funds transfers Large cash transactions

Fraud Other offences 
such as burglary

DIA supervises more than 5,000 financial institutions and other non-financial businesses and professions 
for compliance with measures to detect and deter money laundering and terrorism financing. This includes:

Money remitters Law firms and conveyancers

Virtual asset service providers Accountants

Other financial institutions Real estate agents

Casinos High-value dealers

86 1,361

13

1,296 940

1,633

3 98

722 106,320 10,448

We take an education-first approach to regulation and in 2019/20 we engaged with people in the  
following ways:

Roadshow attendees Education event attendees Number of phone and email queries 

886 54 3,985

https://www.dia.govt.nz/diawebsite.nsf/Files/Regulatory-Services-Group-Strategy-2021-2026/$file/Regulatory-Services-Group-Strategy-2021-2026.pdf
https://www.dia.govt.nz/diawebsite.nsf/Files/Regulatory-Services-Group-Strategy-2021-2026/$file/Regulatory-Services-Group-Strategy-2021-2026.pdf
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AKAHU | JOSH DANIELL: CEO

SIMPLIFYING AML 
COMPLIANCE THROUGH 
OPEN BANKING
Banks hold a trove of data about us. They collect our identity details, 

record our transaction data, and maintain our account balances.

So, it’s no surprise that people have found ways to connect this valuable 

bank data to other products. Perhaps the best-known example in New 

Zealand is Xero, where you connect your bank account once, and then 

transactions show up magically every day without you needing to 

manually import them.

This type of bank account connectivity is generally referred to as “open 

banking”. And it will expand to multiple sectors beyond banking over the 

next 5 years as the Government’s “consumer data right” regulations are 

developed.

But let’s focus on what’s possible in New Zealand right now. Open 

banking is already simplifying AML compliance for reporting entities 

that choose to harness it in their onboarding processes. Below is an 

explanation of how it works.

Connecting an account

The customer begins by connecting a bank account to a reporting entity. 

The customer also explicitly consents to the reporting entity accessing 

specific data from the account.

These screens show an example of a customer connecting a bank 

account to Milford Asset Management. 

The bank account is now connected, and Milford can automatically 

retrieve the specified data in order to automate parts of the AML process. 

Below are the use cases that we’ve seen in action already.

1. Address verification

Retrieve the address from the bank account as a source of address 

verification. 

This increases the match rate, especially for younger demographics that 

tend to have poor coverage on address databases.

For the reporting entity, this means less manual follow up, and increased 

conversion for new users.

2. Linking the customer to their claimed identity

Retrieve the name of the holder of the bank account. Then compare the 

holder to the name in the validated driver license or passport. 

This linking mechanism is being used as an alternative to biometric 

verification. It’s very similar to a linking mechanism described in the 

July 2021 explanatory note (where you look at the first deposit from 

a customer and check that it came from an account held in the same 

name). The difference is that the linking mechanism is done immediately 

during onboarding, rather than waiting for the customer to transfer funds 

into your system.

Since July, we’ve seen more interest in this linking mechanism from 

reporting entities that have historically relied on video calls as their 

linking mechanism (video calls are not sufficient according to the recent 

guidance).

We’re also seeing interest from reporting entities that experience drop 

off with biometric verification and reporting entities that want a cheaper 

alternative to biometric verification.

https://www.mbie.govt.nz/business-and-employment/business/competition-regulation-and-policy/consumer-data-right/
https://www.fma.govt.nz/assets/Reports/EIV-Explanatory-Note-Guideline-July-2021.pdf
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3. Bank account verification

Verify the holder(s) of the bank account and the bank account number. 

Bank account verification ensures that any money entering or leaving the 

reporting entity’s system is being exchanged with a New Zealand bank 

account that is held in the name of the customer.

This control tightens up a hole in the AML program of many reporting 

entities. Let’s say an investment platform carries out its AML process 

during on-boarding. Then it gives the customer a unique reference and 

asks them to input that reference when funding their account. If there are 

no additional controls, the customer could coordinate with a criminal to 

pay into the customer’s account using the unique reference. 

You can do CDD and EDD until you’re blue in the face, but if you don’t 

know whether the money is coming from your customer, that effort is 

flawed.

Bank account verification can also be used as part of the reporting 

entity’s risk assessment. Since the customer and their funds have 

already been through an AML process with the bank, the risks are already 

controlled to an extent. A reporting entity can’t piggyback on that bank’s 

AML process, but it can take that factor into account when assessing its 

own risks and required controls.

4. Automate enhanced customer due diligence (EDD)

Retrieve transaction data to assess the customer’s source of funds.

If enhanced customer due diligence is required, and the customer 

chooses salary as their source of funds, transaction data can provide a 

basis for carrying out that enhanced due diligence.

Final words

As participants in this sector, I think we have a shared interest in making 

AML processes more effective, and also simpler for both reporting 

entities and their customers.

Bank connectivity can provide gains on both fronts.

We’re always interested to hear the challenges and opportunities that 

people are observing with AML compliance, and compliance more 

generally. I’m at josh@akahu.nz if you’d like to share.

Developer-friendly example of bank account data that supports address verification, 
bank account verification, and linking to the claimed identity

Open Banking Expert
Josh Daniell: Akahu CEO

Josh is the CEO of Akahu, an open finance platform that’s focused exclusively on New Zealand. Akahu 

provides bank connectivity to products like BUCK, PocketSmith, and Cloudcheck. 

Josh’s first job was digging out sheep manure from under the wool shed. Other experience includes 

commercial roles at WeWork and legal roles at Bell Gully. 

He was also co-founder and CEO of Snowball Effect, where he set up and managed its AML 

compliance. He retains an interest in making AML processes effective and efficient.

mailto:pramodya.dealwis%40centrapass.co.nz?subject=
https://www.akahu.io/
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HISTORY OF AML | NEW ZEALAND

LIKE IT OR NOT  
– AML IS HERE TO STAY.

AML/ CFT all words when spoken have the impact of seeing people 

cringe. As Nick Ashford – Partner @ Withers Tsang wrote, ‘Process no 

one wanted, and didn’t know was needed’. 

Introduction of Anti-Money Laundering and Countering 
Finance of Terrorism Act 2009

With the introduction of the Anti-Money Laundering and Countering 

Financing of Terrorism Act 2009 (AML Act), placing obligations on 

financial institutions and casinos, and tasked government agencies 

overseeing and enforcing anti-money laundering regime, phase one of the 

Anti-Money Laundering came into effect in 2013. Accelerating phase two 

in 2016 the government announced it would bring more businesses and 

professions within the scope to include accountants, real estate agents, 

lawyers and some additional parts of the gambling sector, and high value 

goods dealers.

Further amendments to the Act have since been made with the most 

recent, and not yet in force from:

Secondary Legislation Act 2021

Reserve Bank of New Zealand Act 2021

Legislation Act (Amendments to Legislation) Regulations 2021  

With three AML/ CFT supervisors and reporters who provide detailed 

assessment faced by each sector. Those being

•  the Reserve Bank supervises banks, life insurers and non-bank  

deposit takers

•  the Financial Markets supervises derivatives issuers, brokers and 

custodians, equity crowd funding platforms, financial advisers, 

managed investment scheme managers, peer-to-peer lending 

providers, discretionary investment management services, licensed 

supervisors and issuers of securities.

•  the Department of Internal Affairs supervises casinos and other 

financial service providers that are not covered by the Reserve Bank 

or Financial Markets Authority. DIA will also supervise Phase 2 

businesses and professions.

Other government agencies involved in the regime include:

•  The Ministry of Justice is responsible for policy development and the 

administration of the legislation. They also handle all matters related to 

exemptions from the Act.

•  The New Zealand Police financial intelligence unit receives and 

analyses suspicious transaction reports. It also issues guidance to 

reporting entities and the three supervisors about reporting obligations 

under the Act and provides information on money laundering and 

terrorism trends and methods.

•  The New Zealand Customs Service enforces the Act’s cross-border 

cash reporting regime.

Three-tier risk assessment

New Zealand has a three-tier risk assessment style with the FIU National 

Risk Assessment performing the function describing the scale and nature 

of the risks faced here in New Zealand, and uses an international model 

based on international guidance being FATF-gaft where risk is a function 

of threats, vulnerabilities, and consequences. 

The FAFT report 29 April 2021 . . .  New Zealand’s measures to 

combat money laundering and terrorist financing are delivering 

good results, but the country needs to focus more on 

improving the availability of beneficial ownership 

information, strengthening supervision and 

implementation of targeted financial sanctions.

Read the full report.

https://www.legislation.govt.nz/act/public/2009/0035/latest/versions.aspx
http://www.rbnz.govt.nz/regulation-and-supervision/anti-money-laundering
https://fma.govt.nz/compliance/amlcft/
https://www.dia.govt.nz/Anti-money-laundering-and-countering-financing-of-terrorism
https://www.justice.govt.nz/justice-sector-policy/key-initiatives/aml-cft/phase-1/
http://www.police.govt.nz/advice/businesses-and-organisations/fiu
https://www.customs.govt.nz/globalassets/documents/fact-sheets/fact-sheet-13-anti-money-laundering-and-countering-financing-of-terrorism-act-2009.pdf
https://www.police.govt.nz/about-us/publication/national-risk-assessment-nra
https://www.police.govt.nz/about-us/publication/national-risk-assessment-nra
https://www.fatf-gafi.org/
https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-new-zealand-2021.html
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‘The Financial Action Task Force (FATF) and the Asia-Pacific Group 

on Money Laundering (APG) assessed New Zealand's anti-money 

laundering and counter terrorist financing (AML/CFT) system. The 

report is a comprehensive review of the effectiveness of New Zealand’s 

measures and their compliance with the FATF Recommendations. This 

includes an assessment of New Zealand’s actions to address the risks 

emanating from UN and domestically designated terrorists and terrorist 

organisations. The report does not address the justification that led to 

the domestic designation of an entity as a terrorist or terrorist group or 

organisation.
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New Zealand not on FAFT grey list

With New Zealand not on the FATF List of Countries it has been identified 

as having strategic AML deficiencies with FATF Recommendations: The 

latest Mutual Evaluation Report relating to the implementation of 

anti-money laundering and counter-terrorist financing standards in 

New Zealand was undertaken in 2021. According to that Evaluation, 

New Zealand was deemed Compliant for 8 and Largely Compliant for 

20 of the FATF 40 Recommendations. It was deemed Highly effective 

for 2 and Substantially Effective for 4 of the Effectiveness & Technical 

Compliance ratings.

While New Zealand is relatively free from predicate threats, and overseas 

predicate offenses, there may be some form of money laundering in the 

conversion of proceeds through consumption. 

In the FIU NRA 2019 report identified Transitional Threats as being:
 • Organised crime connected to New Zealand networks

 •  Illicit funds associated with overseas criminal with no connection  
to New Zealand and

 •  International criminal networks specialising in money laundering 

services 

With International requests to the FIU offered some insight to types 

of transnational threats ‘they more likely to relate to use of NZ legal 

structures as shell companies, or in a few cases to facilitate offending 

through alternative banking platforms, or in a few cases to facilitate 

offending through alternative banking platforms, rather than a 

substantive link to the New Zealand financial system.’ 

James Greig, FMA Director of Supervision at FMA wrote “New Zealand 

faces money laundering threats from proceeds of crime generated both 

domestically and internationally, particularly through its financial, legal, 

property and cash- intensive sectors,” it said in its most recent report.

And while New Zealand is a “high integrity jurisdiction with comparatively 

low crime rates” we also run a very open economy, with free flow of 

capital and people and “substantial ease of access”. 

As we’ve seen recently with the Financial Markets Authority (FMA) 

issuing formal warnings, huge fines are being handed out when AML/

CFT and KYC legislation is breached. Not only will businesses face 

FMA penalties if they aren’t properly abided by regulations, but they 

are also potentially jeopardising themselves in terms of making their 

business look less professional when knowing or unknowingly they are 

not meeting the expectations regulators have in regard to Anti-Money 

Laundering (AML) for example.

All organisations need to take the time and invest in implementing AML/

CFT practices that align with best practice, as a result of which they can 

reduce their chances of facing suspicious activity while also helping 

them fulfill their obligations to New Zealand without raising any red flags. 

The initial grace period has now ended.

It’s better to be on the right side of our supervisors than find yourself with 

a formal warning or heavy fine, wouldn’t you agree?

Compliance is not going away. It is here to stay, just like those that 

are trying to exploit our financial sector. Embrace compliance and 

we tick many boxes, not least of which is closing down the ability 

for criminals to take advantage of the loopholes, but also the 

opportunity to better understand the customer as a whole

Jenine Colmore-Williams is executive director and founder of money-
laundering specialists Dimension GRC. Via: Stuff

New Zealand Law Society From 1 July 2018, lawyers are required to 

have completed becoming “reporting entities” under the Anti-Money 

Laundering and Countering Financing of Terrorism Act 2009 (AML/CFT 

Act). There are three tasks that lawyers must have completed.  

They are:

    Appointed an AML/CFT compliance officer;

    Produced a written risk assessment; and

     Established a written, sustainable, and compliant AML/CFT 

programme.

REA With the Act having a number of key requirements for Real Estate 

Agents, REA assisted the DIA in developing guidelines for the real estate 

industry under the AML-CFT regulations.

DIA Real Estate Agents Guideline 

CAANZ understanding rules around AML & CFT applies to members 

across New Zealand and Australia. CAANZ being part of the advisory 

industry advisory group, with a range of resources available to members.  

Read in full:

https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-new-zealand-2021.html
https://www.police.govt.nz/about-us/publication/national-risk-assessment-nra
https://www.fma.govt.nz/news-and-resources/fma-stories/pulling-our-weight-in-the-fight-against-crime-and-money-laundering/
http://://www.stuff.co.nz/business/opinion-analysis/300262517/new-zealand-an-easy-target-for-money-launderers 
Add link: https://www.rea.govt.nz/news/industry-newsletters/rea-newsletter-march-2018/anti-money-laundering-and-countering-financing-of-terrorism-act-and-regulations/
https://www.dia.govt.nz/AML-CFT-Information-for-Real-Estate-Agents
https://www.charteredaccountantsanz.com/member-services/technical/business-issues/anti-money-laundering/anti-money-laundering-regime-in-new-zealand
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1991 2003 2009 2010

FATF member Mutual Evaluation with 

FATF

Bill introduced | First reading | Select Committee

Mutual Evaluation of New Zealand as a member of FATF 

and the Asia-Pacific Group on Money Laundering (APG0 

following key findings highlight progress made by New 

Zealand since last mutual evaluation in 2003) FATF finds 

essential gaps with NZ compliance

National Risk Assessment 

(FATF)

1996

Financial Transaction Report Act 1996 (FTR Act)

2013 2016 2017 2018

Phase One AML practices 

came into effect in New 

Zealand

Banks, casinos, and 

financial services become 

subject to AML/ CFT

FATF recognizes 

significant progress by NZ 

strengthening AML/ CFT 

framework

Government announcement accelerating Phase 2 to bring 

more businesses and professions into scope: Layers, 

Accountants, Real Estate Agents, Conveyancers, additional 

Gambling sectors, and High value goods dealers

Government Release exposure draft Phase 2 AML 

Amendment Act

Striking the right balance with combatting crime, 

compliance costs to NZ businesses

Phase 2 AML/ CFT 

Amendment Act extended 

DIA penalties of $NZ5.29m 

in civil proceedings against 

Pink An Finance Group for 

AML breaches

Certain legal services 

required to comply

Lawyers, accountants, 

real estate agents brought 

within AML/ CFT

2019 2020 2021

High value goods, Sports, 

and Racing betting

FIU NRA – identified 

Transitional threats

FMA takes court action against CLSAP ordered to pay 

$770,000 for anti-money laundering breaches

Jiaxin Finance and two associated individuals first to be 

convicted breaching AML/ CFT Act

FMA files first civil proceedings against CLSA Premium 

NZ Ltd

Westpac fined $A1.3b penalty by AUSTRAC increasing 

regulatory focus on correspondent banking

Statutory review AML/ CFT Act to commence and 

completed within one year

FMA issues warning to Sharesies for AML/ CFT breaches

FATF’s Mutual Evaluation Report expected

Reserve Bank & FMA consult implementing new law 

safeguarding ‘plumbing’ of financial system 

Reserve Bank files High Court Action against TSB Bank. 

TSB Bank to pay $3.5m in civil penalties

New Zealand and AML/ CFT
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Anti-money laundering regulation has a 
long history in Australia, stretching back 
to the late 1980s. Amanda Wood

AML & CFT REGULATION | AUSTRALIA

The early days
The Cash Transactions Reports Agency was established in 1989 in 

response to the findings of two Royal Commissions. These Commissions 

found evidence of money laundering through financial institutions in 

Australia and the use of false names to establish accounts.

The Cash Transaction Reports Agency was renamed the Australian 

Transaction Reports and Analysis Centre (or AUSTRAC) in 1992. Under 

the Financial Transaction Reports Act, AUSTRAC was responsible for 

regulating “cash dealers”, including financial institutions, insurers, cash 

carriers and gaming service providers. Cash dealers were subject to a 

limited set of requirements to submit transaction reports to AUSTRAC 

and were also required to verify the identity of signatories to accounts.

Impact of FATF

Australia joined the Financial Action Taskforce (or FATF) in 1990. The 

FATF was established by the G-7 in Paris in 1989 and is responsible for 

setting global standards for anti-money laundering.

A key feature of the FATF is that its members evaluate other members 

performance against its Recommendations (mutual evaluations). 

Australia performed well in the early rounds of FATF mutual evaluations. 

But in 2003, the FATF substantially overhauled its Recommendations, 

partially in response to the 9/11 terrorist attacks in the US, and Australian 

legislation failed to keep up.

Australia achieved a poor outcome in the 2005 FATF third round mutual 

evaluation. The mutual evaluation found significant gaps in Australia’s 

AML regulatory system and that the powers and resources available to 

AUSTRAC were insufficient.

In response, the Australian Government introduced the Anti-Money 

Laundering and Counter-Terrorism Financing Act. The Act passed into 

law in December 2006, with the substantive requirements commencing in 

December 2007. The AML/CTF Act included requirements applying to the 

financial, gambling and bullion sectors. In response to ongoing concerns 

by FATF, in 2014, AUSTRAC further enhanced the requirements for these 

sectors requirements by the introduction of increased requirements for 

the identification of the beneficial owners of customers.

A second tranche of legislation covering real estate agents, dealers in 

precious metals and precious stones and accountants, lawyers and trust 

and company service providers was intended to be established after the 

tranche one reforms had been bedded down. However, in late 2008 the 

Australian Government announced that it had put this work on hold due 

to stresses placed on business by the global financial crisis.

The failure to apply AML regulation to these businesses was a central 

finding of Australia’s 2015 FATF fourth round mutual evaluation. In 2016, 

a report of a Statutory Review undertaken by the Attorney-General’s 

Department included an extensive commentary on the risks associated 

with these types of entities. Discussion papers were also released on 

potential approaches to regulating these sectors. However, the Australian 

Government is yet to act to implement the Tranche 2 reforms.

Improving the regulatory framework

Beyond the requirements of the FATF, over time, AUSTRAC’s enforcement 

and organisational capabilities have been enhanced, including:

•  The introduction of mandatory requirements for regulated entities to 

enrol and, in some instances, register with AUSTRAC.

•  AUSTRAC’s operational costs being fully funded by industry, freeing 

it from many of the constraints of the Government’s budgetary 

processes.

https://www.austrac.gov.au/
https://www.austrac.gov.au/
https://www.fatf-gafi.org/publications/?hf=10&b=0&q=australia&s=desc(fatf_releasedate)
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd0607/07bd060
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd0607/07bd060
https://www.austrac.gov.au/business/legislation/amlctf-act
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•  New enforcement powers, including the ability to levy fines on 

regulated entities through the use of infringement notices.

• The regulation of digital currency exchanges.

In addition, in 2017, AUSTRAC established the Fintel Alliance, a public-

private partnership between AUSTRAC, its law enforcement partners and 

some of AUSTRAC’s largest regulated entities to enable collaborative 

intelligence sharing. This initiative has resulted in significant law 

enforcement outcomes.

Era of enforcement

An important driver of attitudes to AML compliance in Australia has 

been AUSTRAC’s increasing use of its enforcement powers. Most 

significantly, AUSTRAC has taken civil penalty action against three 

entities, settling with Tabcorp for $45 million in 2017, the Commonwealth 

Bank for $700 million in 2018 and Westpac for $1.3 billion in 2020. These 

more significant actions have been supplemented by a range of more 

minor enforcement actions and a generally more rigorous approach to 

supervision by AUSTRAC.

The size and scope of these enforcement actions have led to a 

step-change in how regulated entities engage with their compliance 

obligations and with AUSTRAC. It has also driven a substantial increase 

in reporting volumes to AUSTRAC. In its 2019-2020 Annual Report, 

AUSTRAC reported a 258 per cent increase in suspicious matter reporting 

over the past four years.

The future

AUSTRAC continues to enhance its approach to regulation. Recently, 

AUSTRAC has announced a four-year program to transform the way 

it interacts with its regulated population. This includes consideration 

about how to improve the suspicious matter reporting requirements for 

regulated entities.

Discussions continue about the need to regulated Tranche 2 entities. 

In June 2021, a Senate Committee in the Australian Parliament 

commenced an Inquiry into AML regulation in Australia, including 

consideration of Tranche 2 issues.

Finally, having flagged its enforcement intentions with several entities, 

those interested in AML in Australia are waiting to see where AUSTRAC 

strikes next.

Australian AML  Expert
Amanda Wood: Principal & Founder

Recognised as senior leader and recognised expert in anti-money laundering and counter-

terrorism financing in Australia. Amanda has over 25 years’ regulatory compliance experience 

spanning the public, private and consulting sectors, where she works by her personal ethos; “By 

Example”.

https://www.austrac.gov.au/record-45-million-civil-penalty-ordered-against-tabcorp
https://www.austrac.gov.au/austrac-and-cba-agree-700m-penalty
https://www.austrac.gov.au/austrac-and-cba-agree-700m-penalty
https://www.austrac.gov.au/news-and-media/media-release/austrac-and-westpac-agree-penalty
https://www.austrac.gov.au/sites/default/files/2020-10/AUSTRAC_Annual%20Report%202019_2020.pdf
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Legal_and_Constitutional_Affairs/AUSTRAC
mailto:pramodya.dealwis%40centrapass.co.nz?subject=
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1988 1990 1992 2003

Cash Transaction Reports 

Agency established

Australia joins the Financial 

Action Taskforce

Cash Transaction Reports Agency changes its name to 

the Australian Transaction Reports and Analysis Centre 

(AUSTRAC)

FATF substantially 

amends the FATF 

Recommendations

2005

3rd Round FATF Mutual Evaluation of Australia

Work on Tranche 2 put on hold by the Government

2006

Anti-Money Laundering and Counter-Terrorism Financing Act 2006 passes through 

Parliament

2008 2011 2013 2014

AML/CTF regulatory 

obligations commence on 

Tranche 1 entities.

AUSTRAC Cost Recovery Levy introduced

Requirements for all reporting entities to enrol with 

AUSTRAC and for remitters to apply for registration

Statutory Review of the 

AML/CTF Act commences

Amendments to enhance 

requirements to identify 

beneficial owners 

commence

2015 2016 2017

FATF 4th round mutual 

evaluation report released

Report of the Statutory Review of the AML/CTF Act released AUSTRAC establishes the Fintel Alliance

AUSTRAC settles first every civil penalty action with 

Tabcorp for $45 million

2018 2020

Digital currency exchanges regulated by AUSTRAC

AUSTRAC settles civil penalty action with the Commonwealth Bank of Australia for $700 

million

AUSTRAC settles civil penalty action with Westpac Banking 

Corporation for $1.3 billion

Australia | AML Journey
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“You get to a point where it gets 

very complex, where you have 

money laundering activities, drug 

related activities, and terrorist 

support activities converging at 

certain points and become one.” 
Sibel Edmonds
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DR AML: ALICE TREGUNNA

YOUR TIME IS UP

AML fines and penalties will become 
more commonplace in NZ if we don’t 
raise our game.
We’ve all heard about breaches of AML regulations from around the world and even a few from the big 

banks in New Zealand and Australia. These breaches can add up to some huge financial penalties for 

the businesses involved which seem way beyond the realm of most of us working in small to medium 

sized Kiwi businesses. 

Let’s not kid ourselves though and start believing it’s only the big guys who are going to feel the 

impacts of breaching regulations. Authorities are issuing warnings to smaller businesses when 

necessary – it’s just not making national headlines. 

We’ve been given long enough to get our AML ducks in a row and our time is up. Regulators will use 

every arsenal in their toolbox to ensure we meet our AML obligations so it's time to make sure we get 

things right. And if we don’t, we face the risk of lengthy and difficult remediation actions, damage to 

reputation and unwanted fines.

The regulators at large

It was over ten years ago that the AML/CFT Act 2009 was passed into law and over eight years since 

the law came into effect in 2013. 

The three regulators responsible for enforcing these laws are:

•  The Reserve Bank of New Zealand (RBNZ) who are responsible for banks, non-bank deposit takers 

and life insurers.

•  The Financial Markets Authority (FMA) who supervises financial service providers such as issuers of 

securities, trustee companies, futures dealers, brokers, financial advisers and collective investment 

schemes.

•  The Department of Internal Affairs (DIA) who oversees compliance of casinos, non-deposit taking 

lenders, money changes, real estate agents, lawyers, accountants, conveyancers, and any other 

financial institution not supervised by the RBNZ or FMA.

AML/ CFT Act 2009

Came into effect 2013
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We’ve been given time to learn and adapt to the law changes and 

implement compliance programmes and it’s not been an easy or simple 

process, but by now most of us have some AML practices in place 

designed to meet the requirements. 

The risk is that after the initial burst of activity to meet the requirements 

we forget AML compliance is an ongoing process that takes ongoing 

effort. A lack of attention to monitoring and managing ongoing 

compliance will put businesses at risk of non-compliance at a time when 

regulators are becoming less tolerant of breaches and are increasingly 

using the law to enforce compliance.

What enforcement action can be served?

The regulators have a few choices when it comes to taking enforcement 

action.

• Formal warnings

A formal warning notifies entities of where they have failed to comply 

with parts of the AML/CFT Act and what actions must be taken to ensure 

compliance with the Act.

A plan must be prepared by the entity detailing how and when it will 

complete actions outlined in the formal warning. Actions must be 

completed by the date agreed or set by the regulator. Failure to comply 

with a formal warning may result in enforcement action.

• Enforceable undertakings

Enforceable undertakings are the specific steps an entity has to take 

to amend or correct deficiencies in its risk assessment and AML/CFT 

programme identified by the regulator. 

• Seek an injunction for the High Court

In the event an entity fails to meet the terms of the enforceable 

undertaking, the regulator may apply to the court for a court order 

directing the entity to comply with the enforceable undertaking.

• Apply to the court for pecuniary penalties

The regulator may apply to the High Court to order a person to pay a 

pecuniary penalty. 

For a civil liability act specified in section 78(b), (c), (d), or (g), the 

maximum penalty for an individual is $100,000 and for a body corporate 

or partnership it is $1,000,000. 

For a civil liability act specified in section 78(a), (da), (e), or (f), the 

maximum penalty for an individual is $200,000 and for a body corporate 

or partnership it is $2,000,000.

Civil liability acts cover the fundamentals of the AML/CFT Act and include 

non-compliance activity such as, failure to adequately monitor accounts 

and transactions, failure to carry out customer due diligence, failure to 

adequately monitor accounts and transactions, and failure to implement 

or maintain an AML/CFT programme. 

If the entity is considered to be acting knowingly or recklessly, they may 

also be convicted of a criminal offence and fined up to $5,000,000 if a 

business, $300,000 if an individual or face up to 2 years in prison.

These penalties will increasingly become a reality for businesses if they 

don’t have a robust AML compliance programme in place, as they will find 

it difficult to provide adequate remediation for any flaws identified in their 

AML programme quickly enough to satisfy the regulator.

Who is feeling the long arm 
of the regulators?
Banks, real estate property brokers, legal firms, insurers, investment 

companies and money remitters have all felt the weight of the law from 

regulators for not fully complying with AML regulations. And we can 

expect to see more enforcement activity from all three regulators as their 

expectation on entities to meet their AML obligations increase. 

In 2019 the FMA Director of Regulation was already saying that:

“ The FMA is requiring more entities to take remedial action following 

its monitoring. This is more likely now to be accompanied by formal 

enforcement action, as we expect reporting entities to understand and 

meet their obligations.”

Two years later as AML programmes mature this expectation continues 

and we can see more formal warnings, injunctions and penalties being 

delivered.

Key enforcement incidents

The FMA filed their first proceeding against a business (CLSAP) in June 

last year which has resulted in the High Court imposing civil penalties 

of $770,000 for anti-money laundering breaches. The FMA reported 

breaches as follows:

https://www.legislation.govt.nz/act/public/2009/0035/latest/link.aspx?id=DLM2140950#DLM2140950
https://www.legislation.govt.nz/act/public/2009/0035/latest/link.aspx?id=DLM2140950#DLM2140950
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•  Failures to conduct enhanced customer due diligence in relation to 12 

transactions;

• Failure to conduct customer due diligence in relation to one customer;

•  Failures to terminate existing business relationships when customer 

due diligence could not be completed;

•  Failures to report suspicious transactions / activity on nine occasions; 

and

• Failure to keep records as required under the AML/CFT Act.

We also saw the FMA issue a formal warning to Sharesies in August, 

and in 2020 warnings were issued to Tiger Brokers as well as six private 

warnings to unnamed businesses.

Some of the failings these companies experience are centred around 

customer due diligence and know your customer (KYC), specifically:

•  Obtaining adequate information about the nature and purpose of the 

proposed business;

• Adequately verifying identification documents;

•  Obtaining sufficient information to determine whether enhanced 

customer due diligence is necessary; and

• Adequately conducting ongoing customer due diligence.

While every case is different, customer due diligence is something that 

with the right processes and procedures in place we can get right every 

time. To help avoid formal warnings or worse hefty fines ensure a robust 

AML compliance is in place and implemented along with an ongoing 

programme which reviews, updates and engages the whole team.

The FMA is not alone in taking proceedings to court as we saw RBNZ 

filing a case against TSB Bank in May which resulted in TSB being given 

a civil penalty of $3.5m for failure to comply with AML obligations. 

Westpac was also issued a warning by the RBNZ in August and have 

been given a series of actions which they are required to complete to 

ensure compliance with the Act going forward.

What about the DIA?

The DIA has also been recently active, taking enforcement action against 

Qian DuoDuo Limited in May as a result of suspected breaches, and took 

civil proceedings in July 2020 against two money remitters resulting in 

$7,585m in penalties.

Mike Stone, Director AML Group, Regulatory Services at the DIA stated:

“ This judgment reflects the importance of monitoring customer 

transactions and undertaking enhanced customer due diligence where 

necessary to ensure funds are from legitimate sources.”

What can we do to avoid formal warnings?

The warnings that have been received by businesses in New Zealand 

show that much of the time we’re not actively trying to flout money 

laundering laws but rather we’re not being good enough at putting 

practices in place to meet initial and ongoing AML obligations.

Many of us put our best foot forward when the AML/CFT Act came 

into force and started to apply the necessary customer checks and 

recorded AML processes to help comply with regulations. However, 

that’s not enough. We need to ensure recorded processes are actually 

implemented, become part of our BAU activity and remain in effect 

ongoing.

Final thoughts

Remember, the regulators aren’t your enemy. They want to help with 

compliance – they have your best interests at heart so work with them, 

or if you need help to get your AML programme on track seek help from a 

qualified AML provider. 

After 10+ years living with the AML/CFT Act our grace period is well and 

truly up, and we can expect regulators to take more formal enforcement 

actions if we can’t demonstrate our AML programmes are robust and 

meet all relevant AML obligations.

The Writer
Dr. Alice Tregunna: Chief Executive Officer TIC Company

https://www.ticc.nz/post/the-complete-guide-to-understanding-customer-due-diligence
https://www.ticc.nz/post/why-ongoing-customer-due-diligence-is-so-important
https://www.ticc.nz/post/how-to-choose-the-right-aml-provider
http://TICc.nz


22

4 steps to success

Take it seriously. It may not seem like it but there is a risk to not doing AML right. A risk 

to your business as deficiencies in your processes are uncovered, and a risk to facilitating 

criminal activity as you make it easier for criminals to launder their funds. 

Apply best practice. All the time. Ensure you are conducting the right kind of due diligence on 

your customers and taking the correct steps to verify identity. Document the nature and purpose of the 

business with your customer and keep detailed records.

Quality assurance and update. AML doesn’t stand still. Actions need to be taken to review and 

maintain your AML/CFT programme. Ongoing due diligence will be required for some customers and you 

need to ensure processes are being followed correctly.

Implement. Having a well-documented AML programme is a great start but it’s not enough. Breathe 

life into your documents, ensure procedures are being put into practice, your teams are doing what they 

should and leaders in your business keep the programme alive and up to date.



23

FIU | CHRISTIAAN BARNARD

The Taliban and CFT - The Impact on 
New Zealand. Christiaan Barnard: Head of FIU

Just as this month’s report was ready to be published, New Zealand 

suffered a terrible terror event on Friday in Auckland. I would like to 

acknowledge the victims of this tragedy and wish them a full and speedy 

recovery. This act was a dynamic situation where members of the Police 

and public bravely responded and were able to prevent further harm. 

Criminal, coronial, and IPCA investigations will be underway and there will 

be a significant amount of work done to reconstruct his activity leading 

up to the attack. In just over 24 hours of Friday’s event the ISIS inspired 

offender was publicly named. 

Given that it was a terror attack linked to a designated terrorist group, 

it is incumbent on all reporting entities to check their customer records 

to determine whether this individual is or was a customer, and whether 

there is any activity that reaches the threshold for reporting through 

the FIU. For those reporting entities who have actively searched for and 

provided information on terrorism financing risks, your ongoing vigilance 

and work is greatly appreciated.

This month’s report focusses on the situation in Afghanistan and what 

the implications are for AML/CFT in New Zealand now that the Taliban 

claim to be in control. We have looked on as the Taliban have rapidly 

taken the country by force, and there is significant apprehension about 

the future – not just for Afghanistan and its people, but also what the 

implications are for international security.

The United Nations’ (UN) sanctions were first imposed against the 

Taliban in 1999 and further measures have been imposed since that 

time, including in 2011. The focus of the UN’s Taliban sanctions is to 

suppress terrorism. Some members of the Taliban and individuals, 

groups, undertakings, and entities that are associated with the Taliban 

are subject to Targeted Financial Sanctions (TFS) in that the resolutions 

require the freezing of their assets and they cannot be provided with 

financial resources. 

This is my editorial that was published in this month’s edition of the Suspicious Activity Report. You can find all editions of the Suspicious Activity Report  

on the New Zealand Police FIU website. Via LinkedIn

There are also travel bans in place and restrictions on the export of arms 

to these individuals and groups. Over 370 named members of the Taliban 

leadership and 31 related organisations are individually subjected to 

sanctions. Afghanistan had been making significant improvements in 

improving its AML/CFT regime, which resulted in the Financial Action 

Task Force (FATF) removing its on-going monitoring process in 2017. 

It remains to be seen as how recent developments may impact on this 

progress. 

It is timely to remind ourselves of our obligations and to highlight some 

of the challenges faced by businesses. I use the word ‘businesses’ 

intentionally, as unlike the AML/CFT Act, which applies to specified 

business types (aka reporting entities), compliance with sanctions 

laws is a requirement of every business and citizen in New Zealand. 

Unlike many of our foreign partners, New Zealand does not have a 

dedicated sanctions office to provide supervision or provide guidance to 

businesses. There are several online resources available that are spread 

between Ministry of Foreign Affairs and Trade (MFAT) and the New 

Zealand Police to assist businesses with understanding their obligations, 

which I have listed below. In addition to this, there are a number of 

subscription services available to reporting entities that allow you to 

screen customers and activity for links to sanctions persons and entities.

What are the risks for New Zealand businesses? Trust and company 

formation agents must understand who the beneficial owner is of 

the structures they are creating to ensure that they are not used to 

breach sanctions. New Zealand laws have tightened up since the 2009 

interception at Bangkok Airport of a plane that had departed North Korea 

with 35 tons of arms on board, but Trust and Company Service Providers 

(TCSPs) must remain vigilant. In the 2009 case, the consignment 

included portable surface to air missiles, rockets, and rocket-propelled 

grenades. Among the complicated ownership layers, it was established 

that a New Zealand registered company had leased the plane. For 

https://www.police.govt.nz/search-results/fiu?f%5B0%5D=type%3Anews&f%5B1%5D=type%3Acontent_page
https://www.police.govt.nz/advice/businesses-and-organisations/fiu
https://www.linkedin.com/feed/update/urn:li:activity:6841706629361205248/?commentUrn=urn%3Ali%3Acomment%3A(ugcPost%3A6840921244393709568%2C6841706512184958976)
https://www.undocs.org/S/2010/571
https://www.undocs.org/S/2010/571
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Remember, know the risk, ask the questions, and report 

your suspicion to the #nzfiu.

businesses involved in international commerce and remittances, knowing 

your customer just became much more important. 

Between January 2020 and August 2021, the FIU observed NZ$6.5m sent 

to Afghanistan, with New Zealand receiving NZ$2.9m in the same period.  

Businesses need to have a clear understanding of who their trading 

partners are. As outlined later in this report, illegal mining is a significant 

source of funds for the Taliban, and includes precious stones such as 

emeralds and rubies. Gemstone importers need to be alert to the origin 

of their goods. Charities need to ensure they have controls in place to 

ensure that donations do not end up in Taliban coffers. This is not meant 

to be an exhaustive list; it is meant to convey the variety of sectors that 

need to understand their risk in order to avoid inadvertently financing the 

Taliban’s activities.

In addition, as well as running the risk of breaching sanctions laws, 

businesses could also fall afoul of the Terrorism Suppression Act 

2002. Under this Act it is an offence to deal with property or provide 

financial services to the Taliban, and it is punishable by up to 7 years 

imprisonment.

On a side note, in October 2020 the FATF changed its methodology 

to include counter proliferation financing measures that will require 

FIUs and the private sector to identify evasion of targeted financial 

sanctions by North Korea and Iran. These measures are focussed on the 

counter-proliferation of weapons (particularly nuclear weapons). The 

New Zealand FIU has committed to developing a Counter Proliferation 

Financing risk assessment, which will assist reporting entities with 

understanding the threats and vulnerabilities associated with the 

evasions of sanctions.

ATTIC thank Christiaan Barnard  for his permission to include.

Helpful links
MFAT’s advice on sanctions.

NZ Police list of designated Taliban entities.

DIA’s advice on protecting charities against terrorism financing.

The NZ regulations on the Taliban. Also, the reference to the Taliban in 

the Terrorism Suppression Act 2002.

Christiaan Barnard
Head of FIU

Detective Inspector and the current Head of the NZ Police Financial Intelligence Unit. An 

experienced Investigator with 20 years of law enforcement experience, and a demonstrated history 

of leading high performing serious and organised crime teams.

https://www.mfat.govt.nz/en/peace-rights-and-security/un-sanctions/isil-daesh-al-qaida-the-taliban-and-associated-individuals-groups-undertakings-and-entities/
https://www.police.govt.nz/advice/personal-community/counterterrorism/designated-entities/lists-associated-with-resolutions-1267-1989-2253-1988
https://www.charities.govt.nz/im-a-registered-charity/running-your-charity/charities-operating-overseas-protect-your-charity-against-terrorist-financing-and-other-risks/
https://www.legislation.govt.nz/regulation/public/2007/0356/latest/whole.html#whole
https://www.legislation.govt.nz/act/public/2002/0034/latest/whole.html#DLM151497
https://www.police.govt.nz/advice/businesses-and-organisations/fiu
https://www.linkedin.com/in/christiaan-barnard/
https://www.linkedin.com/in/christiaan-barnard/
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ATTIC looks at the latest with AML/ CFT and KYC 
across New Zealand. 
With cyber-attacks being so prevalent throughout the business 
world, BUSINESSDESK take a look at the recent ANZ attacks 
while FinTech general manager James Brown shares an opinion 
on these threats. The New Zealand financial markets authority 
(FMA) issued proceedings in June 2020 under the AML/ CFT 
act, with the RBNZ filing legal action in May, and more …
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BUSINESSDESK - HENRY BURRELL FRI, 10 SEP 2021

Have ANZ’s cyber-attackers 
demanded a ransom?

ANZ may be refusing to pay a ransom as a cyber-attack causes online 

banking outages for a third day in a row. 

A DDoS (distributed denial of service) cyber-attack was confirmed on 

Wednesday by the government’s cybersecurity agency, Cert NZ, when the 

websites and services of ANZ, Kiwibank, NZ Post, MetService and others 

were affected. 

Earlier this week experts had said it was not clear if the attacks were 

financially motivated, but ANZ’s continued problems might suggest 

cybercriminals are directly targeting the bank. 

“A ransom [demand] would have been issued after the first day, they 

would then have a couple of days of fairly severe outages following 

that,” the founder of cybersecurity firm Darkscope, Bruce Armstrong, told 

BusinessDesk today. 

“It will probably continue until they either pay the ransom or find an 

alternative way to block the attack.” 

He said ANZ is a prime target for a DDoS ransom attack because it 

has plenty of money and disruption to its service would cost them 

commercially and reputationally. 

The outages mean some of the bank’s customers are unable to move 

money or pay bills, though ANZ has said services such as ATMs, EFTPOS, 

scheduled payments, and phone banking are unaffected. 

“We appear to be experiencing intermittent outages with our online 

services again this morning,” the bank tweeted at 7:31am this morning. 

“We will update you as we can.” 

Although Cert confirmed DDoS attacks were the cause of this week’s 

disruption, none of the affected organisations, including ANZ, have 

publicly stated they are suffering a cyber-attack. 

It is also not certain if the attacks are directed at the affected 

organisations, or at the service providers whose technology they use. 

It means confused and upset ANZ customers are contacting the bank 

about what appears to them as simply three days of broken services. 

“This is unbelievable! What is happening? Trying to access my money for 

3 days!” one person tweeted.

“Still down... is money safe with you guys? What's going on?????” said 

another. 

DDoS attacks on banks only cause service outages and cannot result 

in the theft of customer money, though it does not appear ANZ has 

explained this publicly to concerned customers. 

DDoS attacks have been ramping up recently in New Zealand, with the 

NZX taken down last August. 

“DDoS used to be something you’d swat away like a pesky fly, it was 

pretty ineffective and there were plenty of systems that blocked it,” 

Armstrong said. 

He said the attacks, which overload online services with access requests 

to effectively render them unusable, have become far more powerful of 

late and are often at over 100 gigabits per second (Gbps) and can be up 

to 555Gbps. 

These are speeds that can overload even the most robust online services. 

NZ is considered an easy target for cybercriminals due to the country’s 

limited connectivity to the world. 

“That’s a reasonable chunk 

out of our internet services, 

our overseas cables. 

“They just keep turning up 

the hose and eventually you can’t drink it all.”

The Writer
Henry Burrell Tech Editor 

E henry@businessdesk.co.nz

You can follow him on Twitter @hrburrell or connect with him on 

LinkedIn here.

https://businessdesk.co.nz/article/technology/have-anzs-cyber-attackers-demanded-a-ransom
mailto:henry%40businessdesk.co.nz?subject=
https://www.linkedin.com/in/hrburrell/
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Cyber-attacks have always happened however since COVID and the sudden 

mass adoption into the digital world more and more companies have either been 

hacked or are at risk. Here in New Zealand, we have seen many public attacks 

including the RBNZ, Waikato DHB and more recently several of the largest 

banks' online services being affected.

Simply put NZ has under-invested in Cyber for far too long and this is only one of the reasons why 

we are an easy target, CEOs need to take this more seriously and start to consider the risks they face 

when their customer data/privacy is put at risk.

Only 6% of NZ companies have adequate Cyber protection and we have more human interactivity 

now happening at the digital layer, than the human layer (Andy Prow Redshield)

A growing digital footprint is what is behind the eruption of data theft, systemic compromise, and 

fraud

Australia is moving towards mandatory disclosure for ransomware because they see this as a threat 

that is not going away, Gartner continues to conclude that 90% of breaches will continue to occur 

through issues organizations know about but have not yet addressed, the approach of “she will be 

alright” just does not meet the needs or expectations of the consumer.

We have seen several countries around the world move to Open Banking connecting some of the 

largest financial institutions around the world with third-party providers the inherent risks are clear 

especially around data and privacy breaches however this is sometimes overlooked. Cyber Terrorists 

do not care about the size of the organization they just pick easy targets and exploit the weakness 

sometimes the company will understand they are exposed but choose to do nothing about it.

Hackney Council in the UK, Pipeline in Texas and a huge power outage in India are all the result of 

a lack of investment and a realization to exposure. Many discussions are taking place about Digital 

Identity, the tools we use to verify someone can also be at risk a good example of this was when 

Abraham Abdallah pretended to be wealthy executives and celebrities using credit cards and bank 

details to steal millions even from people 

like Speilberg, not changing the details on 

your home Wi-Fi allows others to hack your 

details, and using only a handful of peoples 

data allowed Johnny Bryan to spend over 

$300k on Pay Pal.

The lesson we should be learning from this 

is to treat our data like we would anything 

precious to us and only share what is 

required and do some due diligence on who 

is asking for our data. We sign up for new 

apps without reading the T&C’s expecting 

companies to have our best interests at 

heart, simply put that just isn’t the case. 

Our data, identity has become more 

valuable than gold or oil as it can be sold 

more than once making it very lucrative to 

criminals.

Calls are being made to change the 

laws around COVID tracing to prevent 

Government agencies from using the 

information for the wrong reasons, 

authorities in China fear data issues 

when Chinese tech giants set up in new 

countries that domestic data will end up in 

foreign hands.

AN OPINION- JAMES BROWN GM: FINTECHNZ

New Zealand and the potential risk against 
Cyber Attacks

https://fintechnz.org.nz/
https://fintechnz.org.nz/
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James A. Brown
General Manager: FinTech

M +64 21 982 247

E James.brown@fintechnz.org.nz

An industry leader focused on driving new innovation to deliver better 

customer outcomes. A business connector focused on helping New 

Zealand build innovative technology products and solutions to export to 

a global market.

Expert in change and transformation and passionate about the way we 

work, balance our life goals, family and giving back to the community

An Ambassador for the 4 day week campaign to drive productivity and 

fundamentally change the way we think about the working week.

As the world was forced into the usage and 

acceptance of everything digital things like phishing 

scams become more prevalent, customers who 

were used to doing all their banking in a branch now 

have to move onto digital devices and with little or 

no knowledge the scammers took advantage. Large 

organizations have a duty of care to their customers 

in making the transition to new products easy and 

seamless, something not all is very good at.

Most companies and countries should at least 

refresh the basics, implement company-wide 

training, and put in place penalties for failure to 

comply this will help to prevent simple attacks 

however investment and regular investigation will 

highlight areas of risk.

Artificial Intelligence will also play a vital role in the 

battle against cyber terrorism, as technology evolves 

companies will need to employ different strategies 

and techniques to stay ahead of the terrorists.

Are the machines coming, reality is they are already 

here.

https://www.linkedin.com/in/christiaan-barnard/
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FMA announces new Chief Executive

Media Release: MR No. 2021 – 41 

The Financial Markets Authority (FMA) - Te Mana Tātai Hokohoko – has announced the appointment 

of experienced international regulator Samantha Barrass as its new Chief Executive.

FMA Chair Mark Todd said Ms Barrass has a strong New Zealand connection and brings deep 

international regulatory experience and leadership skills to the role. “Ms Barrass has had a very 

successful career to date, operating in a number of complex and challenging environments. Her 

knowledge and experience of the insurance and banking industries will be particularly relevant for the 

increased role the FMA is to play in those areas.”

Ms Barrass has worked in a range of regulatory and executive roles in the UK and Europe. Between 

2014 and 2019, Ms Barrass was the Chief Executive Officer of the financial regulator in Gibraltar. 

The role encompassed conduct and prudential regulatory oversight. Earlier in her career she worked 

for nine years in a number of roles at the Financial Services Authority in the UK (now the Financial 

Conduct Authority).

Most recently, Ms Barrass led the establishment of the UK’s Business Banking Resolution Service, an 

innovative service designed to resolve disputes between banks and their business customers. She has 

also held senior roles at the UK Solicitors Regulatory Authority and the London Investment Banking 

Association.

After graduating in economics from the University of Canterbury in Christchurch and completing 

post-graduate study at Victoria University of Wellington, Ms Barrass began her career as an economist 

at the Reserve Bank of New Zealand. She then moved to the UK to attend the London School of 

Economics, where she was awarded an MSc.

“We are delighted to have secured Ms Barrass for this role,” Mr Todd said. “She is a proven leader and 

has impressive, directly relevant, regulatory experience in the UK and Europe.

“She successfully led the Gibraltar Financial Services Commission through a period of evolution and 

expansion.

“Her experience as a consensus-building leader will stand the FMA in good stead as it continues its 

current activities and readies itself for a wider mandate in regulating banks and insurers, as well as 

climate change reporting.

“On a personal note, it’s also great to see a New Zealand citizen returning home to take on this 

important role.” 

Read in full

Ms Barrass
Chief Executive.: FMA

To read Ms Barrass full Bio

https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
https://www.fma.govt.nz/news-and-resources/media-releases/fma-announces-new-chief-executive-2021/
https://www.linkedin.com/in/christiaan-barnard/
https://www.fma.govt.nz/assets/FMA-people/Samantha-Barrass-bio.pdf
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Delta blues: latest lockdown shows need for 
customer vulnerability preparedness

By Tammy Peyper: Senior Advisor, Investor Capability 

With the Delta variant COVID-19 forcing New Zealand into lockdown once again, there is a very real 

possibility that financial service providers could see an increase in the number of customers in 

vulnerable circumstances.

Since the first 2020 lockdown, the FMA and its counterparts on the Council of Financial Regulators 

(CoFR) has talked to the finance sector and community groups on how they’re responding to customer 

vulnerability. The COFR Vulnerability Framework reflects this input.

Leading this work for the FMA is Tammy Peyper, who outlines below some of the themes that emerged 

as she talked with industry about vulnerability.

In brief:

 ‘Vulnerability’ may not be the best word to use

Vulnerability does not equate to hardship

Collecting and leveraging customer insights is crucial

Organisation-wide buy-in is essential to truly support vulnerable customers

The vulnerability landscape is fluid and customers’ needs can change at any one time

To read in full

Know your customer

Truly getting to know your customers and 

their vulnerabilities begins with getting 

an overall picture of the client base at 

an institutional level, then moving to a 

more granular level, such as their region, 

and their branch, ending with insights on 

individuals.

Consultation: Proposed approach to implementing 
Financial Market Infrastructure Act

The Financial Market Infrastructures Act 2021 (the Act) establishes a comprehensive framework 

for the oversight and regulation of financial markets infrastructures (FMIs). The purposes of the Act 

include promoting the maintenance of a sound and efficient financial system and promoting and 

facilitating the development of fair, efficient and transparent financial markets. 

Read the Consultation document

NEW ZEALAND | FMA

https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
https://www.fma.govt.nz/compliance/consultation/approach-implementing-fmi-act/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20about%20the%20FMI%20consultation
https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
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‘No action’ relief as a result of COVID-19

Last updated: 09 September 2021 

COVID-19 is having a significant impact on many market participants. We recognise that this may 

lead to practical difficulties which affect their ability to meet their regulatory obligations. Where a 

market participant breaches, or expects to breach, a regulatory obligation as a result of the COVID-19 

circumstances and seeks relief from the FMA, the primary approach we intend to take is ‘no-action’.

A key benefit of this approach is that it allows the FMA to act in a quick and decisive way in an 

environment where uncertainty may lead to unnecessary operational / regulatory burden and investor 

detriment. We will consider whether the relief requested is specific to the individual circumstances of 

the entity, or appropriate for a wide range of market participants on a class basis.

In 2020, the FMA provided relief for some entities from certain obligations by way of class exemptions. 

We may also grant class exemptions as a result of the current Delta variant outbreak.  If so, we will 

publish details on our website, including a summary below.  If you are covered by a class exemption, 

you do not need to seek ‘no action’ relief.

Read in full

Annaul AML/ CFT 2021 reports - deadline extension

Last updated: 25 Aug 2021 

Issued by FMA; Reserve Bank of New Zealand and Internal Affairs: 

Extension of Submission Deadline: Annual AML/CFT Reports 2021 

Due the current COVID-19 Alert Level 4, reporting entities might not be able to access required 

information to complete their Annual AML/CFT Report by 31 August 2021.

The AML/CFT Supervisors have therefore agreed to change the submission deadline for this year to 

the 30th of September 2021.

VIA FMA

https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
https://www.fma.govt.nz/news-and-resources/covid-19/no-action-relief-as-a-result-of-covid-19/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20more%20about%20no%20action
https://www.fma.govt.nz/news-and-resources/covid-19/covid-19-aml-cft-deadline-extension/?utm_medium=email&utm_campaign=Covid%20FMA%20Update%20-%2026%20August%202021&utm_content=Covid%20FMA%20Update%20-%2026%20August%202021+CID_9b5f5c97d1ac07b3c25d3a1548f73576&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20the%20full%20extension%20announcement
https://www.fma.govt.nz/news-and-resources/covid-19/covid-19-aml-cft-deadline-extension/?utm_medium=email&utm_campaign=Covid%20FMA%20Update%20-%2026%20August%202021&utm_content=Covid%20FMA%20Update%20-%2026%20August%202021+CID_9b5f5c97d1ac07b3c25d3a1548f73576&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20the%20full%20extension%20announcement
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CLSAP (formerly KVB Kunlun) ordered to pay 
$770,000 for anti-money laundering breaches 

Media Release: MR No. 2021 – 40

CLSA Premium New Zealand Limited (CLSAP NZ) has been ordered to pay a total pecuniary penalty 

of $770,000 for breaches of the Anti-Money Laundering and Countering Financing of Terrorism (AML/

CFT) Act, following proceedings brought by the Financial Markets Authority – Te Mana Tātai Hokohoko 

(FMA).

The FMA filed proceedings in June 2020, in the Auckland High Court, alleging CLSAP NZ failed to 

comply with its obligations under the AML/CFT Act between April 2015 and November 2018. These 

were the first court proceedings brought by the FMA under the AML/CFT Act.

The case was centred on transactions undertaken by a sample of 10 different CLSAP NZ customers, 

involving transactions totalling approximately $49.5 million, with $40.8 million of that total relating to 

deposits made by two customers.

. . .  In a judgment determining the penalty, Justice Edwards noted CLSAP NZ’s failure to obtain 

any evidence of source of wealth or source of funds for some of the transactions where enhanced 

customer due diligence was required and “the inadequate information obtained when it was sought, is 

particularly concerning.”

Read in full

NEW ZEALAND | FMA

Inquiry into the current and future nature, impact, 
and risks of cryptocurrencies - BitPrime

Published date:  Sep 2021 

View related Documents and downloads:

Parliamentary Business Select committees Submissions and Advice

https://www.fma.govt.nz/assets/Enforcement/Judgements/Financial-Markets-Authority-v-CLSA-Premium-NZ-Ltd.pdf
https://www.fma.govt.nz/news-and-resources/media-releases/clsap-ordered-to-pay-for-aml-breaches/
https://www.fma.govt.nz/news-and-resources/fma-stories/delta-blues-latest-lockdown-shows-need-for-customer-vulnerability-preparedness/?utm_medium=email&utm_campaign=FMA%20Update%20-%2014%20September%202021&utm_content=FMA%20Update%20-%2014%20September%202021+CID_c08769aaef64bd740430a675f3fc4ba7&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20Tammys%20article
https://www.parliament.nz/en/pb/sc/submissions-and-advice/document/53SCFE_EVI_111968_FE1999/bitprime
https://www.parliament.nz/en/pb/sc/submissions-and-advice/document/53SCFE_EVI_111968_FE1999/bitprime#RelatedAnchor
https://www.fma.govt.nz/news-and-resources/covid-19/covid-19-aml-cft-deadline-extension/?utm_medium=email&utm_campaign=Covid%20FMA%20Update%20-%2026%20August%202021&utm_content=Covid%20FMA%20Update%20-%2026%20August%202021+CID_9b5f5c97d1ac07b3c25d3a1548f73576&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20the%20full%20extension%20announcement
https://www.fma.govt.nz/news-and-resources/covid-19/covid-19-aml-cft-deadline-extension/?utm_medium=email&utm_campaign=Covid%20FMA%20Update%20-%2026%20August%202021&utm_content=Covid%20FMA%20Update%20-%2026%20August%202021+CID_9b5f5c97d1ac07b3c25d3a1548f73576&utm_source=FMA%20Campaign%20Monitor%20Emails&utm_term=Read%20the%20full%20extension%20announcement
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CRYPTOCURRENCY

Cryptocurrency is Better for Anti-Money 
Laundering Than You Might Think

Cryptocurrencies are a haven for fraud, money laundering, and all sorts of criminal activity —this has 

been a truism since the first days that cryptocurrencies became a topic of conversation in regulatory 

circles. This perceived risk carried through to compliance functions in banks across the country, where 

account closures were common for anyone found to be buying Bitcoin.

This mindset shifted in recent years, with FinCEN, FATF, and other regulatory bodies acknowledging 

that blockchain technology carries significant potential worth exploring. They began developing new 

frameworks to manage the risks presented by the many novel aspects of blockchain technology 

without stifling the explosion of innovation occurring around the world.

This is a daunting challenge as existing regulatory models were designed based on fundamentally 

different assumptions about how money moves. Applying existing concepts like the travel rule to the 

crypto space seems to make sense at a surface level. However, it starts to fall apart when transplanted 

without modification to account for differences in the underlying technology.

Arguably, some of these approaches may miss the point entirely. The rules exist to produce actionable 

information for law enforcement. But, if you ask the law enforcement community whether they want to 

see more stringent requirements that might push criminals away from cryptocurrencies, you might be 

surprised by the answer.

A crypto-primer presented by a Secret Service agent to a room full of law enforcement professionals 

that I attended may serve as an example that proves the rule. His presentation included two pictures: 

the first, a photo of a man handing a pizza box full of cash from one car to another in a parking lot; 

the second, a photo of himself at his desk drinking coffee. He explained that his team had to sit in 

hiding for three days waiting for the pizza box handoff to occur to gain the critical break in their case. 

The second photo was taken as his team sat in the comfort of their offices using blockchain analytics 

tools to piece together a case that eventually led to the arrest of over a hundred individuals in an 

international scam ring. He then asked the agents in the room which type of case they would prefer to 

work. You can imagine the response of the agents in the room.

In my time leading the compliance team at Circle.com, one of the early large crypto exchanges, I had 

the opportunity to witness the change in perspective in the law enforcement community firsthand. 

Skepticism gradually evolved to curiosity and then enthusiasm as regtech teams built increasingly 

more robust tools with capabilities that often go well beyond what is possible with traditional financial 

products.

The concerns that the regulatory community has are not unfounded. Criminals are using 

cryptocurrency. As the pandemic caused massive growth in e-commerce and digital payments in the 

last year, cyber-crime grew at a similar rate. The UN noted a 350 percent increase in phishing activity 
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in 2020. Meanwhile, reported ransomware activity spiked by 485 percent. The powerful capabilities 

that cryptocurrencies provide to average consumers prove equally convenient for cybercriminals. 

Recent headlines about ransomware attacks involving cryptocurrency payments against the Colonial 

Pipeline and other large businesses don’t paint the best picture.

However, it is important to put this into context. Coinbase compiled research from various blockchain 

intelligence companies into a report that includes some notable points:

   While cyber-crime grew significantly during the pandemic, the proportional level of criminal activity 

using cryptocurrencies fell from 2.1 percent in 2019 to less than one percent in 2020.

   More than 99 percent of cryptocurrency transactions run through regulated exchanges that are 

subject to KYC and AML requirements that provide a source of information on the identities of 

individuals behind the wallet addresses.

   Meanwhile, the UN estimates that between two and five percent of global GDP, up to $2 trillion, is 

laundered through the traditional financial system annually.

As a former regulator, it is no surprise that I believe in the need for regulation in the crypto space. 

However, novel technologies require novel regulation. The speed with which the Department of Justice 

traced and seized the proceeds from the aforementioned Colonial Pipeline ransomware attack shows 

what is achievable with capabilities developed in just the last several years. Recent arrests related to 

Bitcoin Fog and a Latin American human trafficking ring share a common theme best illustrated by 

this quote from Reuters:

“ It was not the 2,000 women Santoyo is alleged to have blackmailed and sexually exploited 

that ultimately led to his capture, but the bitcoin he is suspected of using to help launder the 

proceeds of his operations, officials said.”

Similarly, the operator of Bitcoin Fog was apprehended thanks to the “decade long trail of digital 

footprints” he left behind in an immutable ledger that law enforcement could trace.

Money launderers existed before the advent of cryptocurrency. Crypto has provided new tools for 

criminals, but the approach used to catch these people would not have been possible previously. As 

the world begins to adopt crypto more widely, new challenges will arise. Still, new capabilities may 

make it easier to capture bad actors and allow law enforcement professionals to crack critical cases 

from the safety of their offices instead of sitting in the cold waiting for someone to deliver a pizza box 

full of cash to a parked car.

Article credit: https://www.paymentsjournal.com/cryptocurrency-is-better-for-anti-money-

laundering-than-you-might-think/

https://www.wsj.com/articles/how-the-fbi-got-colonial-pipelines-ransom-money-back-11623403981
https://www.reuters.com/article/mexico-bitcoin-insight/latin-american-crime-cartels-turn-to-crypto-to-clean-up-their-cash-idUSKBN28I1KD?utm_campaign=ACFCS%20Daily%20Brief&utm_medium=email&_hsmi=102343883&utm_content=102343883&utm_source=hs_email
https://www.wired.com/story/bitcoin-fog-dark-web-cryptocurrency-arrest/?redirectURL=https%3A%2F%2Fwww.wired.com%2Fstory%2Fbitcoin-fog-dark-web-cryptocurrency-arrest%2F
https://www.wired.com/story/bitcoin-fog-dark-web-cryptocurrency-arrest/?redirectURL=https%3A%2F%2Fwww.wired.com%2Fstory%2Fbitcoin-fog-dark-web-cryptocurrency-arrest%2F
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Cryptocurrency could be the next big ad 
spender in sports television By John Ourand – Sports Business Journal staff writer

The gambling category has emerged 

as the newest and shiniest star of the 

television ad sales marketplace this fall, 

drawing comparisons to 2015, when daily 

fantasy companies DraftKings and FanDuel 

invested hundreds of millions of dollars in 

TV ads.

Network executives unanimously describe 

today’s ad sales market, particularly for NFL 

games, as the best they’ve seen in years, 

and they are giving the bulk of the credit 

to gambling-focused companies, a new 

category that is limited to just six ads per 

game, per league rules.

But another ad sales category is cropping 

up and appears ready to explode: 

cryptocurrency. Crypto companies have not 

been especially active in the U.S. market 

yet, but industry sources predict that crypto 

could grow into a $100 million category for 

sports television over the next 12 months.

The reason for such optimism: A new deal 

Fox Sports signed with Crypto.com around 

college football. The deal, which is believed 

to be in the mid-seven figures, gives the 

cryptocurrency company a presenting 

sponsorship for the “College Football Extra” 

postgame show on both Fox’s broadcast 

network and FS1.

Starting in mid-October, Crypto.com will run 

commercials throughout Fox Sports’ fall 

programming, including college football, 

postseason baseball and the NFL.

This isn’t the first crypto ad buy in the 

United States. Other companies have 

dipped their toe in the market and bought 

commercial time.

But the reason a deal that essentially is the 

presenting sponsorship of a studio show 

is notable is because this campaign could 

become a harbinger for much more activity 

in the category. 

“ We’re a five-year-old company. We 

haven’t been around forever,” said Crypto.

com CMO Steven Kalifowitz. “It’s really 

important for us that people start to 

recognize our logo and name. We are 

focused on the maturing of the category.”

Indeed, that latter sentiment represents 

the important part of this deal. One of 

Kalifowitz’s goals, in addition to promoting 

its own brand, is to help make the 

cryptocurrency category better known. He 

cited internal stats that show the number 

of crypto users more than doubled from 

June 2020 to June 2021, from less than 100 

million to more than 220 million.

“ This is the year where things are starting 

to move a lot faster,” he said. “Part of our 

mission as a company is to accelerate the 

world’s transition to cryptocurrencies. We 

decided to move forward on this.”

Other crypto companies are waiting in the 

wings and will be looking for ways to stand 

out from each other. That’s where sports 

media deals will come into play.

“ The disintermediation of media is 

complete,” he said. “Live sport is really 

the one place left to capture substantial 

audiences in meaningful ways.”

Kalifowitz understands the power of live 

sports, he says, because Crypto.com 

already has been active in the sports 

sponsorship space. It has a partnership 

with the UFC, putting the company’s brand 

on apparel worn by the fighters and their 

cornermen. It also is one of Formula One’s 

seven global partners.

“ With UFC and Formula One, we’re working 

with leagues that have a lot of control 

over the assets during each event and 

can integrate us deeply into the sport,” 

Kalifowitz said. “In the U.S., there are 

other sports where teams have rights 

and leagues have other rights and 

broadcasters have different rights.”

Cypto.com’s Fox deal includes a media buy, 

of course. But Kalifowitz was even more 

happy about the presenting sponsorship, 

which he said would allow Crypto.com “to 

introduce ourselves to new people and 

connect with them on a regular basis.”

Crypto.com’s plan is to introduce the brand 

early in the college football season before 

ramping up the campaign in mid- to late-

October.

This story originally appeared in Sports 

Business Journal, an affiliated publication.

https://www.sportsbusinessjournal.com
http://Cypto.com
https://www.sportsbusinessjournal.com
https://www.sportsbusinessjournal.com
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ATTIC readers are invited to trial BusinessDesk with a $50 off 

coupon on annual subscriptions. You’ll get the first 10 days for 

free (and you can cancel any time with two button clicks) and then pay just $199 for 

a whole year-long subscription — down from $249. 

Use the coupon ATTIC2021 at checkout to receive your discount.

BUSINESSDESK | ATTIC READER OFFER
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Financial Action Task Force

The Financial Action Task Force (FATF) is the global money laundering and terrorist financing watchdog. The 

inter-governmental body sets international standards that aim to prevent these illegal activities and the harm 

they cause to society. As a policy-making body, the FATF works to generate the necessary political will to bring 

about national legislative and regulatory reforms in these areas.

With more than 200 countries and jurisdictions committed to implementing them.  The FATF has developed the 

FATF Recommendations, or FATF Standards, which ensure a co-ordinated global response to prevent organised 

crime, corruption and terrorism. They help authorities go after the money of criminals dealing in illegal drugs, human 

trafficking and other crimes.  The FATF also works to stop funding for weapons of mass destruction.

FATF-GAFI | UPDATES

Global watchdog urges Japan to boost fight against 
money-laundering

TOKYO, Aug 30 (Reuters): Reporting by Makiko Yamazaki and Yuki Nitta Editing by Gareth Jones

A global financial crimes watchdog urged Japan on Monday to improve cooperation between different 

government agencies as part of efforts to combat money-laundering and the financing of terrorism.

Responding to the report by the Financial Action Task Force (FATF), Japan’s finance ministry 

announced a three-year action plan that will include an anti-money laundering inter-agency task force 

and tighter supervision of financial institutions.

Responding to the report by the Financial Action Task Force (FATF), Japan’s finance ministry 

announced a three-year action plan that will include an anti-money laundering inter-agency task force 

and tighter supervision of financial institutions.

The FATF report, the result of a 14-month peer review of Japan, said there was generally good 

interagency cooperation among Tokyo’s law enforcement bodies in the area of money-laundering.

Read in full

https://www.fatf-gafi.org/about/
https://www.reuters.com/world/asia-pacific/global-watchdog-urges-japan-boost-fight-against-money-laundering-2021-08-30/
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Iceland’s progress in strengthening measures to 
tackle money laundering and terrorist financing 

Follow-Up-Report-Iceland-2021

6 September 2021 - Since the 2018 assessment of Iceland’s measures to tackle money laundering and 

terrorist financing, and its 2019 and 2020 follow-up reports, the country has taken a number of actions 

to strengthen its framework.

Iceland has been in an enhanced follow-up process following the adoption of its mutual evaluation in 

2018, and was subject to increased monitoring between October 2019 and October 2020.

In line with the FATF Procedures for mutual evaluations, the country has reported back to the FATF 

on the action it has taken since its last follow-up report, in November 2020. Consequently, to reflect 

Iceland’s progress, the FATF has now re-rated the country compliant on Regulation and supervision 

of designated non-financial businesses and professions (Recommendation 28). The country was 

originally rated non-compliant, then re-rated and maintained at partially compliant in its 1st and 2nd 

follow-up reports. 

Today, Iceland is compliant on 22 of the 40 Recommendations and largely compliant on 16 of them. It 

remains partially compliant on 2 Recommendations.

Iceland will remain in enhanced follow-up and will continue to report back to FATF on its progress.

Read in full

Revisions to Recommendation 24  
- White Paper for Public Consultation

White Paper R.24 Public Consultation

The Financial Action Task Force (FATF) is considering potential amendments to Recommendation 

24 on the transparency and beneficial ownership (BO) of legal persons. The FATF’s objective is 

to strengthen the international standard on beneficial ownership of legal persons so as to ensure 

greater transparency about the ultimate ownership and control of legal persons, providing competent 

authorities timely access to adequate, accurate and up-to-date beneficial ownership information, and 

to take more effective action to mitigate the risks of misuse.

Read in full

Anti-money laundering 
and counter-terrorist 
financing measures

Iceland
September 2021

3rd Enhanced Follow-up Report & 
Technical Compliance Re-Rating
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FATF-GAFI | UPDATES

https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-iceland-2021.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/white-paper-r24.html
https://www.fatf-gafi.org/about/
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FATF-GAFI | UPDATES

FAFT issues new proliferation guidance to members 
with a major focus on dealing with ‘blacklisted’ 
nations Iran and North Korea  

Jurisdictions under Increased Monitoring - June 2021

Jurisdictions under increased monitoring are actively working with the FATF to address strategic 

deficiencies in their regimes to counter money laundering, terrorist financing, and proliferation 

financing. When the FATF places a jurisdiction under increased monitoring, it means the country has 

committed to resolve swiftly the identified strategic deficiencies within agreed timeframes and is 

subject to increased monitoring. This list is often externally referred to as the “grey list”.

The FATF and FATF-style regional bodies (FSRBs) continue to work with the jurisdictions below as they 

report on the progress achieved in addressing their strategic deficiencies. The FATF calls on these 

jurisdictions to complete their action plans expeditiously and within the agreed timeframes. The FATF 

welcomes their commitment and will closely monitor their progress. The FATF does not call for the 

application of enhanced due diligence measures to be applied to these jurisdictions, but encourages 

its members and all jurisdictions to take into account the information presented below in their risk 

analysis.

The FATF identifies additional jurisdictions, on an on-going basis, that have strategic deficiencies in 

their regimes to counter money laundering, terrorist financing, and proliferation financing. A number of 

jurisdictions have not yet been reviewed by the FATF or their FSRBs, but will be in due course.

In October 2020, the FATF decided to recommence work, paused due to the COVID-19 pandemic, 

and to identify new countries with strategic AML/CFT deficiencies and prioritise the review of listed 

countries with expired or expiring deadlines of action plan items. The following countries had their 

progress reviewed by the FATF since February 2021: Albania, Barbados, Botswana, Cambodia, Cayman 

Islands, Ghana, Jamaica, Mauritius, Morocco, Myanmar, Nicaragua, Pakistan, Panama, Uganda, and 

Zimbabwe. For these countries, updated statements are provided below. Burkina Faso and Senegal 

were given the opportunity and chose to defer reporting due to the pandemic; thus, the statements 

issued in February 2021 for these jurisdictions are included below, but they may not necessarily reflect 

the most recent status of the jurisdiction’s AML/CFT regime. Following review, the FATF now also 

identifies Haiti, Malta, Philippines, and South Sudan.

The FATF welcomes the progress made by these countries in combating money laundering and 

terrorist financing, despite the challenges posed by COVID-19.

Read in full

What is the FATF Grey List?
The FATF grey list is the agency’s official list of 

countries and jurisdictions that are identified as having 

strategic deficiencies in their regimes to counter 

money laundering, terrorist financing, and proliferation 

financing. Unlike the blacklisted ones, the grey list 

countries actively work with the FATF to address 

strategic deficiencies in their regimes. “When the FATF 

places a jurisdiction under increased monitoring, it 

means the country has committed to resolving swiftly 

the identified strategic deficiencies within agreed 

timeframes and is subject to increased monitoring,” 

says the FATF.

These countries are mandated to periodically report 

on the progress made in addressing the identified 

strategic deficiencies, while the FATF closely monitors 

the progress of their agreed action plans expeditiously 

and within the proposed timeframes. “The FATF does 

not call for the application of enhanced due diligence 

to be applied to these jurisdictions but encourages its 

members to take into account the information presented 

below in their risk analysis.”

FATF-GAFI | UPDATES

https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-june-2021.html
https://www.fatf-gafi.org/about/
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Established in 2003, the Basel Institute on Governance is a not-for-profit Swiss foundation dedicated to working 

with public and private partners around the world to prevent and combat corruption. The Basel Institute is an 

Associated Institute of the University of Basel.

Our programme of work comprises action, advice and research across the following thematic areas:

Asset Recover Collective Action

Corporate Governance and Compliance Public Governance

Green Corruption Public Finance Management in Peru

BASEL GOVERNANCE | UPDATES

Basel AML Index 2021: 4 things holding back the 
global fight against money laundering.

The 10th annual edition of the Basel AML Index raises grave questions about whether jurisdictions 

are serious about tackling their money laundering and terrorist financing (ML/TF) risks, and what is 

holding them back.

The Basel AML Index is an independent annual ranking that assesses ML/TF threats around the world 

and the capacity of jurisdictions’ anti-money laundering and counter financing of terrorism (AML/CFT) 

measures to address their specific risks. 

Global money laundering risks are on the rise, and we explore 4 things holding back jurisdictions from 

tackling their risks:

• Sluggish action on regulating virtual assets

• Weak preventive measures

• Slow and ineffective implementation of beneficial ownership transparency 

• Loopholes in the supervision of non-financial businesses and professions

We invite you to read the risks and more

You can find all details on our (brand new) 

website at index.baselgovernance.org but 

for ease we’ve included the links:

•  Press release pulls out some of the main 

messages. 

•  10th Edition report with deep dives into the 

4 topics.

•  You can play with the interactive country 

ranking and map. 

•  Shareable infographics on regional AML 

risks and some images you can use on the 

downloads page

https://baselgovernance.org/
https://www.fatf-gafi.org/about/
http://index.baselgovernance.org
https://baselgovernance.org/news/basel-aml-index-2021-4-things-holding-back-global-fight-against-money-laundering
https://baselgovernance.org/publications/basel-aml-index-2021
https://index.baselgovernance.org/ranking
https://index.baselgovernance.org/ranking
https://index.baselgovernance.org/map
https://index.baselgovernance.org/download
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Promoting anti-corruption through the B20 process 
– new online resource  

The Presidency of the G20 rotates each year between member countries, as does the leadership of the 

B20 – the G20’s voice of business.

The key issue of tackling corruption is picked up almost every year, but not always in the same way or 

using the same format. This can make it challenging to find historical information including past anti-

corruption commitments and related recommendations.

With this in mind, the B20 Collective Action Hub has just launched a new information resource on the 

B20 and anti-corruption that will evolve over the coming months and years.

The aim is to support the transition between B20 presidencies, and to ensure that the ongoing work on 

integrity and anti-corruption issues that spans multiple years is easily accessible to everyone.

About the B20 and anti-corruption resource

Located on our B20 Collective Action Hub, the information resource is designed to help all those 

involved in the B20 process, year after year, to:

Easily understand how the B20 process works, through a set of Frequently Asked Questions

Quickly view how the B20 has dealt with topics of anti-corruption, compliance, business integrity and 

Collective Action in the past, including relevant commitments

Compare B20 recommendations on anti-corruption and Collective Action with G20 leaders’ statements

Download previous B20 policy papers, G20 leaders’ communiqués and Action Plans of the G20 Anti-

Corruption Working Group

Read up on the B20, G20 and anti-corruption with a shortlist of recommended reading.

It covers all B20 Presidencies from South Korea in 2010 to Saudi Arabia in 2020.

Our support for the B20 on anti-corruption

In the current B20 process, led by Italy, the Basel Institute is once again a Network Partner 

participating in meetings of the Integrity and Compliance Taskforce.

Our Managing Director Gretta Fenner will speak at the first B20-G20 Dialogue on 13 September, which 

focuses on “How to promote sustainable governance, increase transparency, fight corruption to 

enhance fair competition”.

View and access the new online resources

International news for AML/ CFT & KYC - ATTIC has seeked 
out to bring you news that takes you to the green fight, KYC 
requirements in Singapore, and  journalists who know to ask 
the right questions when investigating money laundering, 
transatlantic illicit financing, and suspicious transactions. It’s 
important to always be aware of these criminals so unfound 
them before they find you.”

https://baselgovernance.org/
https://www.fatf-gafi.org/about/
https://baselgovernance.org/b20-collective-action-hub/b20-anti-corruption
https://baselgovernance.org/news/promoting-anti-corruption-through-b20-process-new-online-resource
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International news for AML/ CFT & KYC - ATTIC has seeked 
out to bring you news that takes you to the green fight, KYC 
requirements in Singapore, and  journalists who know to ask 
the right questions when investigating money laundering, 
transatlantic illicit financing, and suspicious transactions. It’s 
important to always be aware of these criminals so unfound 
them before they find you.”
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AUSTRAC | FATF updates on global ML/ TF risk  

August 2021

The Financial Action Task Force (FATF), the global group that sets international anti-money laundering 

and counter-terrorism financing (AML/CTF) standards, has published two recent updates relating to 

international ML/TF risk.

The reports provide an update on jurisdictions which may pose a risk to the international financial 

system:

High-Risk Jurisdictions subject to a Call for Action – June 2021– which notes that the 21 February 

2020 call for action in relation to the Democratic People’s Republic of Korea and Iran remains in effect.

Jurisdictions under Increased Monitoring – June 2021 – which lists jurisdictions that have strategic 

deficiencies in their AML/CTF regimes and are actively working with the FATF to address them.

Reporting entities should be aware of countries that pose a higher risk of money laundering or 

terrorism financing and use this information to help guide ML/TF risk assessments, compliance 

programs and decisions about submitting suspicious matter reports to AUSTRAC.

For further information, see AUSTRAC’s guidance on high-risk countries, regions and groups.

View and access additional information

AUSTRAC releases non-bank lending and financing 
sector risk assessment

June 2021

A money laundering and terrorism financing (ML/TF) risk assessment, released today, shows a 

medium level of ML/TF risk to Australia’s non-bank lending and financing sector.

The risk assessment finds that the non-bank lending and financing sector has a medium level 

of vulnerability to financial crime, with the overall money laundering and terrorism financing risk 

assessed as medium.

Read the risk assessment and Download: Australia’s Non-Bank Lending 
and Financing Sector: Money Laundering and Terrorism Financing Risk 
Assessment

https://www.fatf-gafi.org/about/
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-june-2021.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-june-2021.html
https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/customer-identification-and-verification/high-risk-countries-regions-and-groups
https://www.austrac.gov.au/fatf-updates-global-mltf-risk-0
https://www.austrac.gov.au/austrac-releases-non-bank-lending-and-financing-sector-risk-assessment
https://www.austrac.gov.au/austrac-releases-non-bank-lending-and-financing-sector-risk-assessment
https://www.austrac.gov.au/austrac-releases-non-bank-lending-and-financing-sector-risk-assessment
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BIS Innovation Hub and central banks of Australia, 
Malaysia, Singapore and South Africa will test 
CBDCs for international settlements Joint Media Release

Sep 2021
  Project Dunbar will develop prototypes for shared platforms that will enable international 

settlements with digital currencies issued by multiple central banks.

System aims to allow direct transactions between institutions, reducing costs and increasing speed.

�Results will inform development of global and regional platforms and support G20 roadmap for 
improving cross-border payments.

RESERVE BANK OF AUSTRALIA | BIS INNOVATION HUB 

The Bank for International Settlements 

Innovation Hub, the Reserve Bank of 

Australia, Bank Negara Malaysia, Monetary 

Authority of Singapore, and South African 

Reserve Bank will join forces to test the use 

of central bank digital currencies (CBDCs) 

for international settlements.

Led by the Innovation Hub’s Singapore 

Centre, Project Dunbar aims to develop 

prototype shared platforms for cross-border 

transactions using multiple CBDCs. These 

multi-CBDC platforms will allow financial 

institutions to transact directly with each 

other in the digital currencies issued by 

participating central banks, eliminating the 

need for intermediaries and cutting the time 

and cost of transactions.

The project will work with multiple partners 

to develop technical prototypes on different 

distributed ledger technology platforms. It 

will also explore different governance and 

operating designs that would enable central 

banks to share CBDC infrastructures, 

benefiting from the collaboration between 

public and private sector experts in different 

jurisdictions and areas of operation.

Project Dunbar’s work will explore the 

international dimension of CBDC design 

and support the efforts of the G20 roadmap 

for enhancing cross-border payments. 

Its results, expected to be published in 

early 2022, will inform the development 

of future platforms for global and regional 

settlements. Technical prototypes of 

the shared platforms, developed in 

collaboration with different technology 

partners, will be demonstrated at the 

Singapore FinTech Festival in November 

2021.

‘Project Dunbar brings together central 

banks with years of experience and 

unique perspectives in CBDC projects 

and ecosystem partners at advanced 

stages of technical development on digital 

currencies. With this group of capable and 

passionate partners, we are confident that 

our work on multi-CBDCs for international 

settlements will break new ground in this 

next stage of CBDC experimentation and 

lay the foundation for global payments 

connectivity,’ said Andrew McCormack, 

Centre Head of the BIS Innovation Hub 

Singapore Centre.

‘We are pleased to collaborate with the 

BIS Innovation Hub and the central bank 

partners on this important initiative to 

explore how a shared platform for multiple 

CBDCs could be used to improve the 

speed, cost and transparency of wholesale 

cross-border transactions. Enhancing cross-

border payments has become a priority 

for the international regulatory community 

and something that we are very focused on 

in our domestic policy work,’ said Michele 

Bullock, Assistant Governor (Financial 

System), Reserve Bank of Australia.

https://www.rba.gov.au/media-releases/2021/mr-21-18.html?utm_source=twitter&utm_medium=social&utm_content=media-release&utm_campaign=BIS-innovation-hub-CBDCion-hub-CBDC
https://www.rba.gov.au/media-releases
https://www.fatf-gafi.org/about/
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GLOBAL INITIATIVE | SIMONE HAYSOM

Taking the green crime fight online  

August 2021

The Market Monitoring and Friction Unit (MMFU) is a new team within 

the Global Initiative Against Transnational Organized Crime (GI-TOC) 

dedicated to monitoring illegal trade in endangered wildlife species 

on the internet and working towards catalyzing innovative, effective 

strategies to disrupt it.

We are in the midst of what is being termed ‘the sixth mass extinction’ – 

in which the current rate of species extinction is estimated to be between 

100 and 1 000 times greater than natural extinction rates. Within the 

range of devastating human activities causing this, illegal wildlife crime 

poses a devastating threat to the biosphere – and more. Poaching, 

transport and storage of live animals heightens risk of outbreaks of 

zoonotic diseases, while encouraging corruption and enriching highly 

organized criminal networks.

Websites on the open web – sites that people can access and use every 

day – host some of the biggest online markets for endangered species. 

Traffickers use social media to advertise shipments to buyers, and take 

advantage of encrypted messaging channels to arrange transactions. 

Evidence of wildlife crime is widespread on the internet and private 

platforms, and law enforcement agencies, generally, are either unwilling 

or unable to mount an adequate response.

The rationale behind the MMFU

The aim of the MMFU is to make the open web a space where wildlife 

criminals cannot operate. Stopping the illegal wildlife trade, and the 

various actors along the supply chain who profit from it, is an essential 

part of the broader fight to protect the environment and human lives, 

while reducing the risk of crime-related corruption.

The challenge is that the online trade in endangered species is easily 

overlooked, leaving a gap in the global response that allows wildlife 

traders to openly seek customers online, market goods, conduct 

transactions and stimulate demand.

This mirrors a broader challenge in combating cyber-enabled crime – 

namely that criminals are on the web, but the police are not. Reasons 

for this are complex, partly to do with the rapid growth of for-profit tech 

companies that have resisted regulation and have few legal regulatory 

burdens, something that has shaped the broader commercial ecosystem. 

The challenge is also linked to a global failure to deal with growing levels 

of cybercrime. Cyber enforcement units are mostly under-resourced, 

often lack explicit, adequate mandates and face complex challenges 

dealing with technologies like encryption.

In addition, this situation manifests unequally around the world.  While 

rich countries have the largest internet-using populations, they also have 

the most resources to combat online harms. The greatest challenges are 

found in developing countries with the least resources to tackle these 

problems.

From various perspectives – the inequities in dealing with cybercrime, 

the human harms associated with organized wildlife crime, and its role 

in the global biodiversity crisis – this is a global development issue of 

increasing importance.

What is the MMFU doing?

The GI-TOC’s investigation into illicit online trade in endangered species 

grew from the recognition that innovative responses were needed to 

combat this type of crime. This work began in 2018 with the ‘Digital 

Dangers’ project, funded by the Norwegian government, which laid 

down the evidence base and technology pilot that underpins our current 

strategy and work.

The MMFU’s work encompasses various activities. In partnership with the 

Centre for the Analysis of Social Media, the unit makes use of a machine-

learning tool – ‘the Cascade’ – to monitor markets and release reports 

on the trends we observe in online trade, as well deeper-dives into the 

dynamics of how traffickers, traders and consumers use online spaces 

https://globalinitiative.net
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to connect, market their goods or transact. We also publish ‘tools’ – 

methodologies or practical advice on how to monitor or disrupt the online 

trade – which we hope other organizations will find useful. You can find 

these tools, as well as trend reports and blogs, which aim to share these 

insights, on our website.

Creating ‘market friction’

A lot goes on behind the scenes too. The GI-TOC is developing our OSINT 

(open source intelligence tools) capacity, so that we can follow online 

leads and put them to use in the unit’s investigations . The MMFU shares 

actionable intelligence with trusted law enforcement officials and our 

findings are shared with tech companies about the ways their platforms 

or algorithms can encourage illicit trade.

Besides encouraging and supporting the private sector and law 

enforcement, the unit is also thinking about ways in which it can 

intervene to undermine illicit online trade – for example, by undermining 

consumers’ trust in traders, or creating greater costs for traders if they 

use these platforms. We call this introducing ‘market friction’.

However, the GI-TOC believes that any meaningful, sustainable 

interventions to make the internet a difficult place for wildlife criminals to 

operate in will happen only when the entire environment regulating online 

activity shifts up a gear. We therefore advocate better overall regulation 

of the internet, so that it works to protect ordinary people and does not 

encourage cyber-criminal exploitation of endangered species.

All of this is impossible to do alone, and the GI-TOC collaborates widely 

with civil society organizations, academic institutions, the private sector 

and the authorities. We are incredibly grateful for their support. Current 

projects are based on dynamic collaborations with the Zoological Society 

of London, Legal Atlas, ACCO, The World Parrot Trust, Save Vietnam’s 

Wildlife and academics at the University of Oxford, and we are engaging 

with regional and international e-commerce and social media companies, 

like Jumia and Facebook.

Simone Haysom
Senior Analyst, Global Initiative Against Transnational Organized Crime

To read her full Profile 

ATTIC thank GI-TOC for their permission to republish the following 

article and their author Simon Haysom

https://www.fma.govt.nz/assets/FMA-people/Samantha-Barrass-bio.pdf
https://globalinitiative.net/profile/simone-haysom/
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SINGAPORE | SANCTION SCANNER

KYC Requirement in Singapore  

Via Sanction Scanner

Singapore’s financial institutions are heavily regulated, as they are responsible for detecting, deterring, 

and preventing money laundering(ML), terrorist financing(TF), fraud, and other illegal activities. As 

a result, Know Your Customer (KYC), Countering the Financing of Terrorism(CFT), and Anti Money 

Laundering (AML) Singapore checks are frequently required by fund managers, financial experts, 

insurance brokers, trust managers, and payment service providers.

What is KYC, CFT, AML in Singapore?

KYC refers to the procedure of verifying your clients’ identities, either before or after they begin doing 

business with you. The word “KYC” also refers to bank customer identification verification processes 

that are regulated in order to assess and manage client risk. The KYC procedure is also a legal 

requirement designed intended as an anti-money laundering (AML) measure.

The Importance of KYC

In the financial sector, Know Your Customer (KYC) is a typical business practice. It’s also necessary 

for financing and mergers and acquisitions. The checks protect all parties involved and the financial 

interests of businesses, investment firms, and investors. Especially if a large sum of money is at risk. 

If a company or issuer follows KYC standards, the financial risks of their commercial dealings with 

specific clients are reduced.

Many seasoned investors consider KYC checks to be a vital step in building confidence and reducing 

risk. Although these stringent inspections might be time-consuming, they help to establish a safe and 

trustworthy environment in which to conduct financial or investment transactions. 

Money laundering and terrorism financing have increased due to the ease with which companies 

may be formed and registered in Singapore. In addition, while some investors use unique corporate 

structures, shareholders keep their transactions concealed.

The Accounting and Corporate Regulatory Authority (ACRA) and the Financial Action Task Force 

(FATF), an international regulating organization, developed a set of laws to tackle the problem. The 

goals of this framework are to enhance professional standards and protect the financial system from 

abuse. 

Read in full

https://sanctionscanner.com
https://sanctionscanner.com/blog/kyc-requirement-in-singapore-511?utm_medium=email&_hsmi=156473597&_hsenc=p2ANqtz-_S1Y2bU02eQxxt3vqJGX0LrfSLyP_zELaCPi0LqRpcgTJteSCxl7I797cEBgakz6yDNT_SMON1-Xt2I_8G2kzhgVOkoRRBn3a0QZ01u8S2purPbOg&utm_content=156473597&utm_source=hs_email
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GERMANY | GERMAN FINANCE MINISTRY RAIDED

Via i-AML: Rueters Sep 2021

BERLIN/FRANKFURT – German prosecutors raided the finance and 

justice ministries on Thursday as part of an investigation into the 

government’s anti-money laundering agency, putting a spotlight on 

Germany’s failings in tackling financial crime.

The probe into the Financial Intelligence Unit, an agency of the finance 

ministry under Social Democrat chancellor candidate Olaf Scholz, is 

looking at whether it was told to ignore warnings of suspect payments 

to Africa.

The raids come at a pivotal moment for Scholz, who opinion polls 

suggest has a good chance of becoming German chancellor in national 

elections on Sept 26.

Scholz rebuffed criticism from lawmakers following the raids, but the 

episode casts a cloud because it refocuses attention on the ministry he 

runs. The FIU and BaFin, the financial regulator, which also answers to 

Scholz have been under scrutiny for failing to spot problems at payments 

firm Wirecard, which collapsed last year in Germany’s biggest corporate 

fraud.

“ This is a security risk for Germany,” said lawmaker Fabio De 

Masi. “We need a financial police with criminal expertise. 

Germany is a paradise for criminals.”

Scholz, speaking on a campaign stop in Potsdam, said he had had 

bolstered staff at the FIU agency to almost 500 from 165 and invested 

heavily in better equipping it.

He signalled his frustration with the raids, saying that prosecutors with 

questions “could have put them in writing”.

The FIU declined to comment.

The probe comes as the country’s anti-money laundering efforts are 

under review by the Financial Action Task Force (FATF), a global body 

that groups countries from the United States to China, to tackle financial 

crime.

SUSPECT TRANSACTIONS

The FIU has long struggled to keep up with the tens of thousands of 

warnings it receives about suspect money transfers, according to people 

familiar with its work. It only stopped using fax machines to receive such 

reports from banks in the past few years, one German official has told 

Reuters.

A spokesman for the public prosecutors said they launched the enquiry 

after receiving complaints that the FIU had not acted on millions of euros 

of suspect transactions, including to Africa, between 2018 and 2020.

He said they had searched the ministries to see whether the agency had 

been told to ignore the suspect money flows.

Prosecutors said the agency was alerted by banks because of concerns 

the money was linked to trafficking of arms and drugs and terrorism 

financing, saying that the FIU took note of the report but did not forward 

it to law enforcement agencies.

The prosecutors said they were also looking into the fact that since the 

FIU took over control of money laundering in 2017, reports of suspicious 

activity have dropped drastically.

They said that previous searches of the FIU had revealed that there had 

been extensive communication with the ministries that were searched on 

Thursday.

By Hans Seidenstuecker and John O’Donnell, 

Reuters, Sep 2021

Read more at Reuters

German finance ministry raided in money  
laundering probe  

https://www.fatf-gafi.org/about/
https://i-aml.com/fraud-and-corruption/german-finance-ministry-raided-in-money-laundering-probe/
https://sanctionscanner.com/blog/kyc-requirement-in-singapore-511?utm_medium=email&_hsmi=156473597&_hsenc=p2ANqtz-_S1Y2bU02eQxxt3vqJGX0LrfSLyP_zELaCPi0LqRpcgTJteSCxl7I797cEBgakz6yDNT_SMON1-Xt2I_8G2kzhgVOkoRRBn3a0QZ01u8S2purPbOg&utm_content=156473597&utm_source=hs_email
https://www.reuters.com/world/europe/german-prosecutors-search-ministries-over-money-laundering-probe-2021-09-09/
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KYC360 NEWS | GERMAN BANK 

German state-owned bank fined for Angolan loan 
exposed in Luanda Leaks   

Via KYC360 News: Sep 2021

German authorities have imposed a $178,000 fine on state-owned KfW-Ipex-Bank for facilitating 

loans to an Angolan brewery linked to Isabel dos Santos, the eldest daughter of the country’s former 

president.

Frankfurt prosecutors said that the subsidiary of Kreditanstalt für Wiederaufbau (KfW) violated 

German anti-money laundering laws, Süddeutsche Zeitung reported.

The deal was first reported by the International Consortium of Investigative Journalists and its German 

media partners in 2020 as part of the Luanda Leaks investigation into the insider deals that made 

dos Santos Africa’s richest woman. The investigation revealed how dos Santos, a billionaire, moved 

hundreds of millions of dollars in public money out of one of the world’s poorest countries.

ICIJ’s partners Süddeutsche Zeitung, NDR and WDR found that, in 2015, KfW-Ipex loaned about $55 

million to Angola’s state-owned bank Banco de Poupança e Crédito which then loaned the money to 

Sodiba, dos Santos’ beer company.

The media partners also revealed that dos Santos used the loan to buy the brewery and bottle filling 

systems from German manufacturer Krones AG. In response to the Luanda Leaks findings, Krones AG 

then told reporters that it did not previously know dos Santos owned Sodiba. Public records existed for 

years before the loan that tied the daughter of Angola’s autocratic president, Jose Eduardo dos Santos, 

to the company.

Last year, Frankfurt authorities launched an investigation into Germany’s state-owned export bank, one 

of the world’s largest government financing agencies.

By Scilla Alecci, ICIJ: Sep 2021

Read in full at International Consortium of Investigative Journalists

https://kyc360.riskscreen.com
https://www.fatf-gafi.org/about/
https://sanctionscanner.com/blog/kyc-requirement-in-singapore-511?utm_medium=email&_hsmi=156473597&_hsenc=p2ANqtz-_S1Y2bU02eQxxt3vqJGX0LrfSLyP_zELaCPi0LqRpcgTJteSCxl7I797cEBgakz6yDNT_SMON1-Xt2I_8G2kzhgVOkoRRBn3a0QZ01u8S2purPbOg&utm_content=156473597&utm_source=hs_email
https://www.icij.org/investigations/luanda-leaks/german-state-owned-bank-fined-for-angolan-loan-exposed-in-luanda-leaks/
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TIMES MALTA | PILATUS FINED RECORD €4.9M

Pilatus fined record €4.9m for letting millions flow 
through Malta unchallenged  

FIAU identifies failures in 97% of customer files it reviewed

Via Times Malta: Sep 2021

GPilatus Bank has been fined a record €4.9 million for a “serious and systemic failure” to follow anti-

money laundering laws at the now-shuttered bank. 

In a notification on its website, the Financial Intelligence Analysis Unit (FIAU) on Tuesday said the 

bank’s lax approach to due diligence on its customers was of particular concern. 

The FIAU said it had identified failures when it came to the bank’s obligations to ensure it keeps 

customer information, data and documentation up to date in 97% of the customer files it reviewed.

The FIAU said the bank’s dependence on a “series of connections to the Caucus region,” a veiled 

reference to Pilatus’s high number of Azeri clients, made it impossible for the bank to ever take 

concrete actions in respect of any transactions, activity or relationship deemed to be suspicious. 

In April 2018, Times of Malta had revealed as part of the Daphne Project, how a network of over 50 

companies and trusts secretly owned by Azerbaijan’s ruling elite used accounts at Pilatus Bank to 

move millions around Europe.

According to the unit, throughout its operations, the bank had exposed itself and the Maltese 

jurisdiction to “egregious” money-laundering risks that were not mitigated in any manner. 

“The bank’s total disregard towards necessary anti-money laundering and terrorism financing 

safeguards, led to it allow millions to pass through the Maltese economy without any considerations of 

possible money-laundering taking place,” the unit said.

Pilatus Bank’s licence was stripped by the European Central Bank in November 2018, following the 

arrest of its founder and chairman Ali Sadr in the US.

Sadr has since been released after being found not guilty of money-laundering charges due to 

disclosure failures by the US prosecution.

By Jacob Borg and Ivan Martin, Times of Malta, 31 August 2021

Read more at Times Malta and what the FIAU inspectors find

https://www.fatf-gafi.org/about/
https://timesofmalta.com/articles/view/pilatus-fined-record-49m-for-letting-millions-flow-through-malta.897280
https://fiaumalta.org/wp-content/uploads/2021/08/31-August-2021-Administrative-Measure-Publication-Notice-Pilatus-Bank-Plc.pdf
https://timesofmalta.com/articles/view/pilatus-bank-used-by-azeri-elites-to-move-millions-into-europe.677236
https://timesofmalta.com/articles/view/pilatus-bank-used-by-azeri-elites-to-move-millions-into-europe.677236
https://timesofmalta.com/articles/view/pilatus-bank-officially-shut-down.693513
https://timesofmalta.com/articles/view/us-arrests-arraigns-chairman-of-pilatus-bank.673976
https://sanctionscanner.com/blog/kyc-requirement-in-singapore-511?utm_medium=email&_hsmi=156473597&_hsenc=p2ANqtz-_S1Y2bU02eQxxt3vqJGX0LrfSLyP_zELaCPi0LqRpcgTJteSCxl7I797cEBgakz6yDNT_SMON1-Xt2I_8G2kzhgVOkoRRBn3a0QZ01u8S2purPbOg&utm_content=156473597&utm_source=hs_email
https://timesofmalta.com/articles/view/pilatus-fined-record-49m-for-letting-millions-flow-through-malta.897280
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RUSI | US & UK SHORT COMINGS

Building the Basis of a Transatlantic Response to 
Illicit Finance   

Via RUSI: Sep 2021

To achieve meaningful impact on illicit finance, the US and UK must first recognise their own 

shortcomings and strengthen the ‘home base’.

Despite years of technical efforts led by the Financial Action Task Force (FATF), the global anti-

financial crime standard setter, the challenge of illicit finance endures. In fact, its impact seems ever 

more insidious. Illicit finance is not merely the domain of criminals; it also supports kleptocrats and 

those engaged in grand corruption both for their own gain and, increasingly, for national advancement.

Central to this proliferation of dirty money is the role played by leading global financial centres as 

facilitators of, and safe harbours for, the money generated by kleptocrats and other malign actors. 

Chief among these havens are the US and the UK, where the realisation is dawning that illicit finance 

not only undermines the integrity of their economies, but it also threatens national security, notably 

being used to erode democracy.

Against this backdrop of increasing political support for greater action against illicit finance, 

RUSI’s Centre for Financial Crime and Security Studies held the first meeting of its Taskforce on a 

Transatlantic Response to Illicit Finance (TARIF) in late July. This meeting focused on how the US and 

the UK can shore up their domestic foundations, to plug the gaps that are all too often exploited by 

malign actors to facilitate flows of illicit finance around the globe.

TARIF also considered how the US and the UK – as key members of a range of relevant anti-financial 

crime and security communities – must collaborate to draw attention to the widespread failings of the 

contemporary global counter-illicit finance regime.

By Tom Keatinge and Isabella Chase, RUSI: Aug 2021

Read in full at RUSI

https://rusi.org
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/975077/Global_Britain_in_a_Competitive_Age-_the_Integrated_Review_of_Security__Defence__Development_and_Foreign_Policy.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/03/fact-sheet-establishing-the-fight-against-corruption-as-a-core-u-s-national-security-interest/
https://www.rusi.org/explore-our-research/projects/taskforce-transatlantic-response-illicit-finance
https://www.rusi.org/explore-our-research/projects/taskforce-transatlantic-response-illicit-finance
https://rusi.org/people/keatinge
https://rusi.org/people/chase
https://sanctionscanner.com/blog/kyc-requirement-in-singapore-511?utm_medium=email&_hsmi=156473597&_hsenc=p2ANqtz-_S1Y2bU02eQxxt3vqJGX0LrfSLyP_zELaCPi0LqRpcgTJteSCxl7I797cEBgakz6yDNT_SMON1-Xt2I_8G2kzhgVOkoRRBn3a0QZ01u8S2purPbOg&utm_content=156473597&utm_source=hs_email
https://rusi.org/explore-our-research/publications/commentary/building-basis-transatlantic-response-illicit-finance
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INTERNATIONAL | CENTRAL BANK OF CYPRUS (CPC) 10 STEPS

Cyprus central bank, stakeholders agree on ten 
steps to speed up banking procedures  

Via KYC360 News: Sep 2021

The Central Bank of Cyprus (CBC), professional regulatory bodies and business stakeholders have 

agreed on ten steps to rationalise banking procedures.

These include Know-Your Client (KyC) and client due diligence, speeding up transactions vital for the 

economy, while ensuring compliance with the EU and international anti money-laundering regulations, 

CBC Governor Constantinos Herodotou said.

These issues were discussed during a broad meeting convened by the Herodotou, in the presence of 

CEOs and compliance officers of commercial banks, the Cyprus Chamber of Commerce and Industry, 

the Employers and Industrialists Federation and professional regulatory bodies such as the Cyprus Bar 

Association and the Cyprus Institute of Certified Public Accountants along with Invest Cyprus and the 

Cyprus Investment Funds Association.

The meeting covered complaints often expressed by businesses, that strict procedures followed by 

banks such as the KYC and due diligence imposed by anti-money laundering (AML) laws obstruct 

financial activity in Cyprus’ service-based economy.

By Source: Cyprus News Agency, Sep 2021

Read in full at Cyprus Mail

https://cyprus-mail.com/2021/09/07/cbc-stakeholders-agree-on-ten-steps-to-speed-up-banking-procedures/
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INSIGHT CRIME | US TO MEXICO AML CONCERNS

Via Insight Crime: Sep 2021

The Mexican government is highlighting a record number of remittances 

sent back to the country by citizens living in the United States this year 

amid the COVID-19 pandemic, but organized crime groups have long 

exploited these transfers to launder ill-gotten proceeds.

Mexico’s Central Bank (Banco de México - Banxico) reported that more 

than $28 billion in remittances have been sent from the United States 

during the first seven months of 2021, according to official data.

The figure represents a 23 percent increase from the almost $23 billion 

in remittances sent during the same time period in 2020, according to 

Banxico data. By the end of 2020, Mexico received a record $40 billion in 

remittances from the United States, according to government data. This 

year is on pace to surpass that amount.

SEE ALSO: Mexico News and Profiles

After a small drop in remittances sent from the United States to Mexico 

in April 2020 - one month after the World Health Organization (WHO) 

classified the COVID-19 health crisis as a “pandemic” - those payments 

bounced back, according to the Pew Research Center, a non-partisan 

think-tank based in Washington, DC.

Mexico has more emigrants living in the United States than any other 

country in Latin America. Indeed, 97 percent of “international migrants 

who were born in Mexico live in the [United States],” according to a Pew 

Research Center analysis of United Nations and US government data.

InSight Crime Analysis

Organized crime groups in Mexico have shown a remarkable ability to 

adapt amid the global health crisis, and the record number of remittances 

sent back to the country from the United States presents a clear money 

laundering opportunity.

To be sure, Mexican criminal groups have long co-opted remittances sent 

through US banks for their own interests. In 2017, for example, the US 

Justice Department announced that Banamex USA’s (BUSA) anti-money 

laundering monitoring system “issued more than 18,000 alerts involving 

more than $142 million in potentially suspicious remittance transactions” 

sent between 2007 and 2012.

Organized crime groups often use such transfers to launder money and 

hide its illicit origins. Yet BUSA “conducted fewer than 10 investigations 

and filed only nine” Suspicious Activity Reports (SARs) during that time, 

and didn’t file a single report on suspicious remittance transactions 

between 2010 and 2012, according to US 

prosecutors.

SEE ALSO: US Bank Admits Criminal 

Failure to Stop Money Laundering to 

Mexico

More recently, amid financial disruptions 

brought on by the pandemic, Mexican crime groups have had to seek 

out a variety of different money laundering techniques. These include 

bulk cash deliveries moved over the border, “wire transfers, shell and 

legitimate business accounts, funnel accounts, and structured deposits 

with money remitters in order to move money while concealing the 

routing of the illicit proceeds,” according to the US Drug Enforcement 

Administration’s (DEA) 2020 National Drug Threat Assessment.

While money laundering risks in the United States are relatively low in 

a global context, according to the Basel Institute on Governance’s 2020 

Anti-Money Laundering Index, remittances will remain a key money 

laundering tool for Mexican crime groups so long as US banks struggle to 

step up controls.

By Parker Asmann Insight Crime: Sep 2021

Record Remittances from US to Mexico 
Raise Money Laundering Concerns   

https://insightcrime.org
https://www.fatf-gafi.org/about/
https://insightcrime.org/news/record-remittances-us-mexico-money-laundering/
https://insightcrime.org/mexico-organized-crime-news/
https://insightcrime.org/news/analysis/us-bank-admits-criminal-failure-stop-money-laundering-mexico/
https://insightcrime.org/news/analysis/us-bank-admits-criminal-failure-stop-money-laundering-mexico/
https://insightcrime.org/news/analysis/us-bank-admits-criminal-failure-stop-money-laundering-mexico/
https://insightcrime.org/news/brief/money-laundering-victim-coronavirus/
https://insightcrime.org/news/brief/money-laundering-victim-coronavirus/
https://www.dea.gov/sites/default/files/2021-02/DIR-008-21%202020%20National%20Drug%20Threat%20Assessment_WEB.pdf
https://baselgovernance.org/sites/default/files/2020-07/basel_aml_index_2020_web.pdf
https://baselgovernance.org/sites/default/files/2020-07/basel_aml_index_2020_web.pdf
https://www.fincen.gov/news/news-releases/fincen-announces-390000000-enforcement-action-against-capital-one-national
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AML INTELLIGENCE | MONEY LAUNDERING AT THE CORE

Alleged top Al Qaeda money launderer is one of 
5,000 prisoners released as Taliban take Bagram 
prison, report says  

AML Intelligence Financial Services: Aug 2021

Alleged top Al Qaeda money launderer is one of 5,000 prisoners released as Taliban take Bagram 

prison, report says

AL QAEDA’S alleged top money launderer is one of those released when the Taliban stormed Bagram 

air base in Afghanisatan, it is reported.

Haji Pacha Wazir, was suspected of laundering millions of dollars for al-Qaeda until the government of 

the United Arab Emirates froze his assets, The Times newspaper reports.

Via LinkedIn: AML Intelligence, Aug 2021

The Netherlands argues for €5,000 cash limit & €500 
notes to be taken out of circulation to curb money 
laundering  

AML Intelligence: Sep 2021

Representatives from The Netherlands, Belgium, France, Italy and Spain have called for a maximum 

cash limit of €5000, in an attempt to crack down on money laundering in the bloc.

It’s reported that outgoing Dutch Minister of Finance, Wopke Bastiaan Hoekstra, has written to the 

country’s House of Representatives, revealing that the countries are “pleading” with the European 

Commission to halve its proposed €10,000 limit.

The Netherlands had previously called for the proposed €5000 cash limit to be slashed to €3000, but 

this did not garner much support from EU neighbours.

Earlier this year, European Commissioner for Financial Stability, Financial Services and Capital Markets 

Union Mairead McGuinness revealed the European Commission’s AML Action plan, which included a 

proposed €10,000 cap on cash payments.

Via LinkedIn: AML Intelligence, Sep 2021

https://www.fatf-gafi.org/about/
https://www.amlintelligence.com/2021/09/money-laundering-investigations-at-the-core-of-the-eus-fight-against-the-cocaine-trade-new-report-from-europol-and-un-suggests-that-fight-is-getting-tougher/
https://www.amlintelligence.com/2021/08/news-update-alleged-top-al-qaeda-money-launderer-is-one-of-5000-prisoners-released-as-taliban-take-bagram-prison-report-says/
https://www.amlintelligence.com/2021/09/money-laundering-investigations-at-the-core-of-the-eus-fight-against-the-cocaine-trade-new-report-from-europol-and-un-suggests-that-fight-is-getting-tougher/
https://www.amlintelligence.com/2021/08/news-update-alleged-top-al-qaeda-money-launderer-is-one-of-5000-prisoners-released-as-taliban-take-bagram-prison-report-says/
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AML INTELLIGENCE | EUROPE’S STAND ALONE AMLA

Europe’s new standalone anti-financial 
crime supervisor will be known as AML 
Authority (AMLA) with staff of 250, an 
independent board and powers to impose 
fines up to 10pc of turnover

EUROPE’S new anti-financial crime agency will be known as the Anti-

Money Laundering Authority (AMLA), it has been confirmed.

Significantly the authority will have an independent board which will take 

decision making out of the hands of national authorities. That has been 

one of the perceived weaknesses of the European Banking Authority 

(EBA) whose board is drawn from EU Member States. Critics said the 

structure made it near impossible for the EBA to deliver reprimands or 

hefty fines to banks based in Member States.

Plans for the AMLA will be unveiled on July 20 as part of a new legislative 

package from the European Commission. The authority will have direct 

supervisory powers to crack down on illicit finance across the union.

Moreover, the authority will be able to levy fines, with total penalties not 

to exceed 10 per cent of annual turnover or €10M – whichever is higher.

The AMLA will have a staff of 250 people but a headquarters location for 

the agency has not yet been decided – that will have to be ironed out in 

negotiations with Member States.

https://www.amlintelligence.com
https://www.fatf-gafi.org/about/
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A report on AML Intelligence in January first revealed plans to the 

establish the standalone authority – which will assume many of the roles 

currently carried out by the European Banking Authority in Paris. MEPs 

have long argued that the EBA is too restricted by its banking role to 

supervise non-banking entities.

The AMLi report also flagged the outlawing of cash transactions beyond 

€10,000 and increased crypto surveillance, all of which are contained in 

the new legislation.

The memo says the new agency will scrutinise some of the EU’s “riskiest” 

financial institutions, as well as their national supervisors, in an effort to 

crack down on money laundering scandals that have plagued the bloc. 

The supervisor is expected to directly supervise a small number of the 

“riskiest, cross-border” banks and financial institutions by 2026. The 

agency will be tasked with overseeing national AML supervision and will 

also have the power to slap non-compliant entities with multi-million euro 

fines.

“By directly supervising and taking decisions towards some of the riskiest 

cross-border financial sector obliged entities the Authority will contribute 

directly to preventing incidents of [money laundering and terrorism 

financing] in the union,” a memorandum accompanying draft legislation 

to be unveiled in two weeks says.

 “It will co-ordinate national supervisory authorities and assist them to 

increase their effectiveness in enforcing the single rule book and ensuring 

homogenous and high-quality supervisory standards, approaches and 

risk assessment methodologies,” the memo says.

‘The AMLA will become the “centrepiece” of an integrated supervisory 

system also made up of national authorities’  

EUROPEAN COMMISSION MEMO

The Authority will be up and running by 2024, recruited its staff by 2025 

and supervising from 2026, Financial Services Commissioner Mairead 

McGuinness told AML Intelligence in April. It will be financed by levies on 

financial institutions.

“Money laundering, terrorist financing and organised crime remain 

significant problems which should be addressed at Union level,” the 

memo says. The AMLA will become the “centrepiece” of an integrated 

supervisory system also made up of national authorities.

The body, according to the memo, will focus its efforts on large lenders 

who operate in at least seven EU Member States and are deemed “high-

risk” by at least four. 

At the same time, many of Europe’s biggest problems have been created 

by its smaller lenders including ABLV Bank in Latvia, FBME Bank in 

Cyprus, Pilatus Bank in Malta and scandal-ridden Danske Bank in Estonia. 

The memo says smaller banks previously investigated for AML Breaches 

in one Member State and deemed to be “high-risk” by at least four others, 

will be subject to enhanced supervision by the watchdog, but most 

smaller lenders will escape increased scrutiny. 

Financial institutions, lenders and other non-bank financial institutions 

that operate in at least 10 EU countries, who engage in “sufficiently risky” 

business will also be scrutinised. 

The agency is set to update and publish a list of all institutions under 

direct supervision every three years. Member States will also be required 

to adopt a risk assessment to ensure that financial institutions with a 

significant cross-border operation and increased financial crime risks are 

selected.

Risks identified by the Supervisor include products and services offered, 

non-EU countries in which they are in operation and clientele base. 

Similarly financial institutions with a large number of foreign clients or 

PEPs may also be flagged as those who pose enhanced risk.

A further proposal will introduce new EU requirements for service 

providers in crypto-assets to collect and make accessible data 

concerning the originators and beneficiaries of transfers in those assets.

Transfers of such virtual assets are currently outside the scope of EU 

rules for financial services. “The lack of such rules leaves holders of 

crypto-assets exposed to money laundering and financing of terrorism 

risks, as flows of illicit money can be done through transfers of crypto-

assets,” the document says.

Commissioner McGuinness told the AMLi Boardroom Breakfast Series 

event in April that the single EU rulebook and the single EU supervisor 

(the AMLA) would act both as a watchdog and a facilitator – ensuring 

national authorities took charge wherever appropriate.  

The AMLA ‘will have a regulatory role. It will advise the Commission on 

AML risks outside the European Union, all under one roof’ 

EUROPEAN COMMISSIONER MAIREAD MCGUINNESS

“The AML Authority will have a number of different roles,” she explained, 

noting that it would be the “direct supervisor” of certain entities, but not 

all of them.  

“It will coordinate and provide support to other FIUs,” she said. “It will 



57

have a regulatory role. It will advise the Commission on AML risks outside 

the European Union, all under one roof.” 

In addition, she said, the authority would allow member states to come 

forward with their own proposals for extra rules, wherever they deem it 

appropriate in their national contexts.  

Europol estimates the value of suspicious transactions at 1.3 per cent of 

GDP – or €160Billion.

The legislative package represents the EU’s boldest attempt to tackle 

illicit finance in the wake of scandals across the bloc.

The commission’s aim is to better harmonise regulatory practices, bolster 

co-ordination between national authorities, and improve cross-border 

flows of information between countries’ financial intelligence units. The 

new authority will also directly oversee the ‘riskiest’ financial sector firms 

which have operations in a number of EU member states.

The package will need to be hammered out between the European 

Parliament and member states, will also create a single EU rule book for 

anti-money laundering and terrorism finance, as well as new rules on 

crypto assets.

A report from the European Court of Auditors last month warned that 

much more needs to be done to ensure EU law in the area is implemented 

“promptly and coherently”, and that the current oversight framework is 

“fragmented and poorly co-ordinated”.

Scandals in the banking sector have included when US authorities 

uncovered institutionalised money laundering at the now-defunct Latvian 

bank ABLV in 2018 .

Further scandals have included suspicious transactions through Danske’s 

Estonia branch between 2007 and 2015.

By Stephen Rae for AMLi: Sep 2021 Via AML Intelligence, 2021

“By directly supervising and taking 

decisions towards some of the riskiest 

cross-border financial sector obliged 

entities the Authority will contribute 

directly to preventing incidents of [money 

laundering and terrorism financing] in the 

union,” a memorandum accompanying draft 

legislation to be unveiled in two weeks 

says.

 “It will co-ordinate national supervisory 

authorities and assist them to increase 

their effectiveness in enforcing the single 

rule book and ensuring homogenous 

and high-quality supervisory standards, 

approaches and risk assessment 

methodologies,” the memo says.

https://www.amlintelligence.com/2021/07/breaking-europes-new-standalone-anti-financial-crime-supervisor-will-be-known-as-aml-authority-amla-with-a-staff-of-250-co-ordinating-national-units/
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“The clampdown on money 

laundering and corruption is the 

common responsibility of all the 

countries in the world.” Wang Zhaowen
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